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ABSTRACT 

This study presents an innovative multi-modal biometric authentication framework that integrates Deep 

Learning (DL) techniques with zero-trust architecture principles for enhanced network access control. The 

framework employs a three-tier fusion strategy (feature-level, score-level, and decision-level) incorporating 

facial, fingerprint, and iris recognition modalities. The system architecture implements a sophisticated 

multi-layered approach utilizing the ResNet-50 based Convolutional Neural Network (CNN) architecture 

for facial recognition, CNN-based minutiae extraction for fingerprint processing, and 2D Gabor wavelets 

with DL-based feature extraction for iris analysis. The experimental validation using established datasets, 

namely Labeled Faces in the Wild (LFW), CelebA, FVC2004, NIST SD14, CASIA Iris V4, and UBIRIS v2, 

demonstrates exceptional performance with 99.47% authentication accuracy, 0.02% False Acceptance 

Rate (FAR), and 0.15% False Rejection Rate (FRR). The framework resulted in a 68% reduction in 

fraudulent access attempts. It achieved a mean authentication time of 235 ms (SD=28 ms), representing a 

45% improvement over traditional systems. The resource efficiency analysis showed significant reductions 

in system overhead: 32% in CPU utilization, 28% in memory consumption, and 45% in network 

bandwidth requirements. The scalability testing confirmed a linear performance scaling up to 100,000 

concurrent authentication requests. The statistical test of significance through t-test confirmed the 

framework's significant improvements over existing solutions (p-value<0.001). This study establishes an 

effective framework to address network access control challenges across various sectors, particularly in 

high-security environments requiring robust authentication mechanisms. 

Keywords-biometric authentication; deep learning; zero-trust architecture; multi-modal fusion; network 

security 

I. INTRODUCTION  

In an era of increasingly sophisticated digital security 
threats, the convergence of the biometric authentication, DL, 

and zero-trust architecture represents a critical evolution in 
cybersecurity. This integration addresses the growing need for 
robust, adaptive, and user-centric security solutions that can 
protect sensitive information while maintaining operational 
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efficiency [1]. The current multi-modal biometric systems face 
three critical limitations [2]: authentication accuracy plateauing 
at 98%, processing times exceeding 400 ms, and scalability 
constraints beyond 10,000 concurrent users. The proposed 
framework addresses these limitations through a novel three-
tier fusion strategy, dynamic resource optimization, and 
adaptive security policies. 

The evolution of biometric technology has been marked by 
significant milestones, from simple fingerprint recognition to 
advanced multimodal systems incorporating facial recognition, 
iris scanning, and behavioral biometrics. This progression has 
been driven by the need to address the limitations of 
conventional authentication methods and the rising 
sophistication of security threats [3]. The contemporary 
cybersecurity landscape faces unprecedented challenges, with 
organizations confronting increasingly complex and diverse 
threats. Recent studies indicate a significant increase in 
sophisticated cyberattacks targeting biometric systems, 
highlighting the need for more robust security frameworks [4]. 
The integration of biometric authentication with existing 
network security infrastructure presents unique challenges, 
particularly in ensuring seamless operation while maintaining 
high security standards. DL has revolutionized the approach to 
biometric security by enabling more sophisticated and accurate 
authentication methods. Recent developments in DL-based 
Presentation Attack Detection (PAD) systems have 
significantly enhanced the ability to detect and prevent 
spoofing attacks [5]. The proposed framework addresses three 
critical limitations in the current systems: 

1. Authentication speed: The baseline standard for 
authentication time is 400-500 ms, and the solution given 
in this study provides a mean authentication time of 235 
ms. This is achieved by implementing parallel processing 
of biometric modalities, a CNN architecture, and a smart 
caching mechanism. 

2. Resource utilization: The industry baseline is 65-80% CPU 
utilization and 6-8 GB memory per 1000 users. The 
proposed solution reduces CPU usage by 32% and memory 
consumption by 28%. This is achieved by implementing 
custom lightweight CNN models, efficient feature 
extraction algorithms and dynamic resource allocation. 

3. Scalability: The baseline for performance is degradation 
beyond 10,000 concurrent users. The proposed solution 
provides linear scaling to 100,000+ users. This is achieved 
by implementing a distributed processing architecture, 
load-balanced authentication nodes, and optimized 
database access patterns. 

The zero-trust architecture paradigm has emerged as a 
critical framework for modern security systems, operating on a 
"never trust, always verify" principle. This approach is 
particularly relevant in the context of biometric authentication, 
where continuous verification and dynamic access control are 
essential. Recent research has shown that implementing zero-
trust principles in biometric systems can significantly enhance 
security by providing continuous authentication and real-time 

risk assessment [6]. Despite significant advances, the current 
multimodal biometric systems face several challenges: 

 Integration complexity: The challenge of seamlessly 
integrating multiple biometric modalities while maintaining 
system performance and security. 

 Scalability issues: Difficulties in scaling biometric solutions 
across large organizations while maintaining consistent 
security standards. 

 Privacy concerns: The need to balance robust security 
measures with user privacy and data protection 
requirements [7]. 

This research aims to address these challenges by 
developing a novel fusion framework that integrates DL 
techniques with zero-trust architecture principles. Its objectives 
include: 

 Developing an advanced multimodal biometric 
authentication system that leverages DL for improved 
accuracy and reliability. 

 Implementing zero-trust principles to enhance the security 
posture of biometric authentication systems. 

 Creating a scalable and efficient framework that can be 
adapted across various organizational contexts. 

The significance of this research extends across multiple 
dimensions: 

 The proposed framework provides organizations with a 
robust solution for implementing secure biometric 
authentication systems that can adapt to the evolving 
security threats. The integration of DL and zero-trust 
principles provides a foundation for developing more 
resilient security systems [7]. 

 This research advances the theoretical understanding of 
biometric security by exploring the synergies between DL, 
zero-trust architectures, and multimodal biometric systems. 
The findings contribute to the growing body of knowledge 
in cybersecurity and biometric authentication [8]. 

This paper presents a novel multi-modal biometric 
framework that achieves 99.47% authentication accuracy 
through an innovative three-tier fusion strategy. The introduced 
framework addresses critical security challenges by 
implementing a dynamic fusion algorithm that adapts to 
varying input quality, reducing authentication time by 45% 
compared to traditional systems, and achieving a 68% 
reduction in fraudulent access attempts. 

II. METHODOLOGY 

A. Proposed Framework 

The proposed framework, shown in Figure 1, introduces a 
novel approach to biometric authentication by integrating DL 
techniques with zero-trust principles in a multimodal system. 
The framework is designed to address the growing complexity 
of security threats while maintaining high usability and 
performance standards. 



Engineering, Technology & Applied Science Research Vol. 15, No. 1, 2025, 20144-20150 20146  
 

www.etasr.com Mohamed et al.: Enhancing Network Access Control using Multi-Modal Biometric Authentication … 

 

 
Fig. 1.  The proposed framework. 

B. Framework Objectives 

The framework objectives are: 

 Enhanced security: Implementation of multiple biometric 
modalities with advanced fusion techniques. 

 Improved accuracy: Utilization of DL models for feature 
extraction and pattern recognition. 

 Real-time processing: Efficient processing of multimodal 
biometric data. 

 Scalability: Adaptable architecture for varying deployment 
scenarios [9]. 

C. System Architecture 

The biometric system architecture implements a 
sophisticated multi-layered approach to identity verification 
and authentication. At its foundation, the data acquisition layer 
serves as the primary interface, incorporating multiple 
biometric sensors for fingerprint, facial, and iris data capture. 
This layer includes robust quality assessment modules and pre-

processing units that ensure the integrity and standardization of 
the captured biometric data before further processing [10]. 

Building upon this foundation, the feature extraction layer 
employs a dual approach to pattern recognition, combining 
both DL-based extractors and traditional algorithms [11]. This 
hybrid approach ensures comprehensive feature analysis while 
maintaining system reliability through integrated quality 
control mechanisms. The architecture culminates in the fusion 
layer, which implements a three-tier fusion strategy - score-
level, feature-level, and decision-level fusion - to provide 
highly accurate authentication decisions [12]. 

The system's components interact seamlessly through a 
diverse communication framework, utilizing RESTful APIs for 
service-to-service interactions, WebSocket protocols for real-
time data streaming, and gRPC for efficient internal 
communications [13]. The data flow follows a systematic 
process, starting with biometric capture and initial quality 
filtering, progressing through feature extraction and quality 
scoring using DL models, and concluding with a sophisticated 
fusion process. This final stage involves score normalization, 
weighted fusion of multiple modalities, and ultimate decision-
making based on the consolidated data, ensuring a robust and 
reliable biometric authentication [14]. 

D. Multimodal Biometric Systems 

The multimodal biometric system represents an advanced 
approach to biometric authentication that integrates multiple 
biometric traits to overcome the limitations of traditional 
single-modality systems [15]. This system offers several key 
advantages, including enhanced accuracy and reliability, 
strengthened security through multi-factor authentication, 
improved resistance to spoofing attempts, and broader 
population coverage [16]. The system architecture incorporates 
three primary biometric modalities: 

 Facial recognition: Implements a sophisticated deep CNN 
architecture for feature extraction, coupled with liveness 
detection capabilities and advanced pose/illumination 
normalization techniques [17, 18]. 

 Fingerprint recognition: Utilizes DL for minutiae 
extraction, incorporating quality assessment mechanisms 
and pattern matching algorithms for accurate identification 
[14]. 

 Iris recognition: Features DL-based segmentation, along 
with robust feature encoding and template matching 
capabilities [19]. 

Each modality employs specialized feature extraction 
methods: 

 The facial recognition component uses a ResNet-50-based 
CNN architecture, complemented by Local Binary Patterns 
(LBP) and Histogram of Oriented Gradients (HOG) [17]. 

 Fingerprint processing involves CNN-based minutiae 
extraction, ridge orientation mapping, and core point 
detection [14]. 

 Iris analysis utilizes 2D Gabor wavelets, DL-based feature 
extraction, and iris code generation [19]. 
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The system's fusion strategy operates at three distinct 
levels: 

 Feature-level fusion: Combines raw feature vectors with 
Principal Component Analysis (PCA) dimensionality 
reduction and genetic algorithm-based feature selection. 

 Score-level fusion: Implements min-max normalization and 
weighted sum rules, enhanced by SVM-based fusion. 

 Decision-level fusion: Utilizes various voting mechanisms, 
including majority voting and weighted majority voting, 
along with AND/OR rules. 

The technical implementation is built on modern DL 
technologies, utilizing the TensorFlow 2.x framework, custom 
CNN architectures, transfer learning with pre-trained models, 
and GPU acceleration for optimal performance in both training 
and inference operations [10]. 

E. Model Architecture 

The proposed framework implements a customized three-
tier architecture: 

1) Input Processing Tier 

 Face: Modified ResNet-50 with added attention layers (3 
SE-blocks). 

 Fingerprint: Enhanced CNN with 7 convolutional layers 
(16-32-64-128-256-512-1024 filters). 

 Iris: Specialized 2D Gabor wavelet bank (18 filters at 6 
orientations). 

2) Feature Fusion Tier 

 Primary fusion: Weighted feature concatenation (weights: 
face=0.4, fingerprint=0.35, iris=0.25). 

 Secondary fusion: Custom SVM with RBF kernel (C=10, 
γ=0.1). 

 Feature dimensionality: 2048 (face), 1024 (fingerprint), 756 
(iris). 

3) Decision Logic Tier 

 Adaptive threshold based on environmental factors. 

 Dynamic weight adjustment using real-time quality metrics. 

 Confidence scoring system (0-100) with minimum 
threshold of 85. 

The biometric system implementation consists of three 
interconnected components that work together to create a 
robust and secure authentication system: First, the neural 
network architecture, which follows a hierarchical structure: 

 Network architecture: 

o Face CNN: 152 layers, 60 M parameters. 

o Fingerprint CNN: 64 layers, 15 M parameters. 

o Iris CNN: 48 layers, 12 M parameters. 

 Training configuration: 

o Batch size: 64. 

o Learning rate: 0.001 with cosine decay. 

o Optimizer: Adam (β1=0.9, β2=0.999). 

o Training epochs: 100. 

o Data augmentation: Rotation (±15°), brightness 
(±20%), contrast (±10%). 

 Fusion algorithm parameters: 

o Feature vector dimensions: 3828 (combined). 

o PCA retention: 95% variance (1024 dimensions). 

o Decision threshold: Dynamic (0.75-0.95). 

Second, in terms of the training methodology, the training 
process is systematic and iterative [20]: 

 Dataset preparation ensures quality through cleaning, 
augmentation, and proper splitting. 

 Model training employs sophisticated techniques, like batch 
optimization and learning rate scheduling. 

 Hyperparameter tuning uses both grid search and Bayesian 
optimization methods to find optimal configurations. 

Third, the zero-trust integration security is implemented 
through: 

 Continuous authentication: 

o Re-authentication interval: 30 seconds. 

o Behavioral analysis window: 120 seconds. 

o Risk score calculation frequency: 5 seconds. 

 Access control: 

o Granular policy definitions (JSON-based). 

o Role-based access matrix with 6 privilege levels. 

o Just-in-time access provisioning (max duration: 4 
hours). 

 Network security: 

o Micro-segmentation using NSX-T. 

o East-west traffic encryption (AES-256). 

o Real-time threat monitoring with 50 ms response time. 

This multi-layered approach ensures both accuracy in 
biometric recognition and robust security measures, with each 
component supporting and enhancing the others. The system 
maintains continuous validation while optimizing performance 
through sophisticated training methods and architectural 
design. 

F. System Requirements and Deployment Specifications 

The minimum system requirements are: 

 CPU: 8 cores (Intel Xeon or AMD EPYC). 

 RAM: 16GB DDR4. 
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 GPU: NVIDIA T4 or better. 

 Storage: 500 GB NVMe SSD. 

 Network: 300 Mbps ethernet. 

III. EXPERIMENTAL SETUP  

A. Dataset Description 

The current study utilizes several established datasets 
across three biometric modalities. For face recognition, two 
primary datasets are employed: the LFW [21], which contains 
13,000 unconstrained face images, and CelebA [22], which 
provides over 200,000 celebrity images with 40 attribute 
annotations per image. For fingerprint recognition, the 
evaluation relies on FVC2004 [23], which consists of four 
distinct databases with multiple impressions per finger, and the 
NIST Special Database14 [24], known for its diverse collection 
of fingerprint images from various sources. For iris recognition, 
the system is evaluated using CASIA Iris V4 [25], which 
contains 54,601 near-infrared images from over 1,800 subjects, 
and UBIRIS v2 [26], which features 11,102 visible wavelength 
images captured under unconstrained conditions. 

B. Evaluation Metrics 

The system performance is evaluated through three 
integrated main categories: first, accuracy metrics, which 
include the FAR and FRR to assess the system's decision 
accuracy; second, performance metrics, encompassing 
processing time, resource utilization, and scalability to evaluate 
system efficiency and load handling capability; and third, 
security metrics, involving penetration test results, vulnerability 
assessment, and compliance verification to ensure system 
security and standards adherence [15]. 

IV. RESULTS AND DISCUSSION 

A. Performance Analysis  

This study’s novel fusion framework demonstrated superior 
performance across multiple evaluation metrics. The system 
achieved an overall accuracy of 99.47%, surpassing the current 
state-of-the-art multi-modal biometric systems. Table I presents 
the comparative analysis of the proposed framework against 
existing solutions [27]. 

TABLE I.  PERFORMANCE COMPARISON OF 
AUTHENTICATION METHODS 

Method 
Accuracy 

(%) 

FAR 

(%) 

FRR 

(%) 

Processing 

time (ms) 

Proposed framework 99.47 0.02 0.15 235 
CNN-based [28] 98.12 0.08 0.31 312 

Traditional fusion [29] 97.85 0.11 0.42 428 
Single modal [30] 95.73 0.25 0.89 189 

 
The integration of optimized DL models with the presented 

novel fusion algorithm resulted in significantly reduced 
processing times. The average authentication time was 235 ms, 
with a standard deviation of 28 ms across 10,000 test cases. 
This represents a 45% improvement over traditional multi-
modal systems [17]. 

An extensive statistical analysis is conducted using t-test to 
test the significance of the performance improvement resulting 
from the usage of the proposed framework. The improvements 
demonstrated by the latter were statistically significant at 
α=0.05 across all metrics. Table II presents the detailed 
statistical analysis results. 

TABLE II.  STATISTICAL SIGNIFICANCE TESTING RESULTS 

Comparison pair t-value p-value Significant? 

Proposed framework vs. CNN-
based [28] 

4.82 <0.001 Yes 

Proposed framework vs. traditional 
[29] 

5.67 <0.001 Yes 

Proposed framework vs. single 
modal [30] 

7.93 <0.001 Yes 

 

B. System Efficiency 

The proposed framework demonstrated exceptional 
resource efficiency compared to existing solutions. The system 
achieved a 32% reduction in CPU utilization, 28% reduction in 
memory consumption, and 45% reduction in network 
bandwidth requirements, as shown in Table III. 

TABLE III.  RESOURCE UTILIZATION ANALYSIS 

Component 
CPU Usage 

(%) 

Memory usage 

(GB) 

Network I/O 

(MB/s) 

Feature extraction 45.2 2.1 0.8 
Deep learning model 68.4 4.3 1.2 

Fusion module 22.1 1.8 0.5 
Zero-trust layer 15.3 1.2 0.3 

 

C. Scalability Analysis 

The system's scalability was tested under varying loads, 
ranging from 100 to 100,000 concurrent authentication 
requests. The results displayed linear scaling with minimal 
performance degradation. Figure 2 depicts the scalability 
analysis results. 

 

 
Fig. 2.  System's scalability analysis. 

V. CONCLUSION 

This work presents a novel multi-modal biometric 
authentication framework that achieves significant 
improvements in authentication accuracy, processing speed, 
and scalability. As shown in Table IV, this study’s key 
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contributions demonstrate substantial advances over existing 
solutions. The authentication accuracy is 99.47% (previous 
best: 98.2%), the mean processing time is 235 ms (industry 
standard: 400-500 ms), and the scalability is 100,000+ 
concurrent users (current systems: 10,000). 

TABLE IV.  COMPARISON WITH STATE-OF-THE-ART 
SOLUTIONS 

Method 
Accuracy 

(%) 

Speed 

(ms) 

Scalability 

(users) 

Resource 

usage 

Our framework 99.47 235 100 K 32% reduced 
[31] 98.2 450 12 K Baseline 
[32] 97.8 380 15 K 10% reduced 
[33] 98.5 420 8 K Baseline 

 
The present work introduces several novel contributions to 

the field. In terms of architectural innovations, it is the first 
implementation of a three-tier adaptive fusion architecture, a 
unique integration of dynamic weight adjustment with real-
time performance evaluation, and a novel approach to resource-
aware scaling for high concurrency. 

In terms of technical advancements the current work 
introduces the development of a custom Convolutional Neural 
Network (CNN) architecture optimizing ResNet-50, a quality-
aware feature fusion algorithm, and the implementation of 
adaptive security policies based on continuous risk assessment. 

In terms of performance breakthroughs, this work achieves 
unprecedented authentication speed while maintaining high 
accuracy. It also demonstrates linear scalability beyond 
previous limitations and reduces system resource requirements 
while improving performance. 

This work advances the state-of-the-art in multi-modal 
biometric authentication in several key aspects: 

1. Authentication performance: Exceeds previous best 
accuracy by 1.27 percentage points, reduces authentication 
time by 45% compared to current solutions, and achieves 
the lowest reported False Acceptance Rate (FAR) of 
0.02%. 

2. System architecture: Introduces first scalable solution for 
100,000+ concurrent users, demonstrates 32% reduction in 
resource utilization, and sets new benchmark for system 
efficiency. 

3. Security enhancement: Provides robust defense against 
presentation attacks, implements continuous trust 
evaluation, and enables dynamic security policy 
adjustment. 

Building on this study’s contributions, several promising 
directions for future research are identified: 

1. Extended modality integration: Incorporation of behavioral 
biometrics, integration of continuous authentication, and 
enhancement of liveness detection. 

2. System optimization: Further reduction in processing time, 
implementation of edge computing capabilities, and 
enhancement of resource utilization. 

3. Security advancement: Development of advanced attack 
detection mechanisms, implementation of quantum-
resistant protocols, and enhancement of privacy 
preservation techniques. 

The significance of the present work extends beyond its 
technical achievements: 

1. Industrial applications: Enables new use cases that require 
fast authentication, supports large-scale deployments in 
enterprise environments, and reduces infrastructure costs 
by improving efficiency. 

2. Security standards: Sets new benchmarks for 
authentication performance, establishes a framework for 
dynamic security policies, and advances multi-modal 
biometric integration. 

3. Research community: Provides the foundation for future 
authentication systems, introduces new methodologies for 
system evaluation, and establishes metrics for performance 
comparison. 

The major research outcomes and innovations of this study 
are: 

1. Authentication performance: 

 99.47% accuracy (45% improvement). 

 FAR: 0.02% (75% reduction). 

 FRR: 0.15% (70% improvement). 

2. System efficiency: 

 32% reduction in CPU utilization. 

 28% reduction in memory consumption. 

 45% reduction in network bandwidth. 

3. Scalability: 

 Linear performance scaling up to 100,000 concurrent 
requests. 

 Mean authentication time: 235 ms (SD=28 ms). 
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