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ABSTRACT

This study proposes an innovative approach to securing ad hoc networks through palm vein biometric
authentication, addressing critical security vulnerabilities in decentralized wireless communications. The
research introduces an Adaptive Fusion Biometric Key Generation (AFBKG) framework that seamlessly
integrates palm vein biometric features with state-of-the-art cryptographic protocols. The methodology
implements a comprehensive six-stage process, incorporating Near-Infrared (NIR) imaging at 850 nm
wavelength, advanced image preprocessing techniques, and deep learning-based feature extraction using a
fine-tuned Convolutional Neural Network (CNN), culminating in a robust 512-dimensional feature vector.
A rigorous performance evaluation was conducted, which demonstrated exceptional results, achieving
98 % authentication accuracy with a 0.1% False Acceptance Rate (FAR) and 95% spoofing resistance. The
AFBKG algorithm significantly outperforms traditional security methods, demonstrating 95%
authentication strength and 92% resistance to Man-in-the-Middle (MITM) attacks while maintaining
minimal key management complexity (15%). The system's superior scalability (90%) and computational
efficiency (10% overhead) compared to conventional biometric approaches are noteworthy. These findings
establish palm vein biometric authentication as a cutting-edge solution for enhancing ad hoc network
security, offering substantial improvements over traditional password-based systems and alternative
biometric methods.

Keywords-ad hoc networks; palm vein biometrics; network security, Adaptive Fusion Biometric Key

Generation (AFBKG); biometric authentication

I.  INTRODUCTION

The evolution of the wireless communication infrastructure
has positioned ad hoc networks as crucial components,
distinguished by their unique ability to operate without
centralized control [1]. However, these networks are
susceptible to significant security vulnerabilities stemming
from their dynamic nature and lack of fixed infrastructure.
Recent data indicate an alarming 47% surge in security
breaches between 2022 and 2023 [2]. Conventional security
approaches [3] have been found to be inadequate in addressing
these challenges, with traditional password-based systems
demonstrating an accuracy of only 70% in user authentication

and an inherent vulnerability to cyber threats, such as MITM
and Distributed Denial of Service (DDoS) attacks [4]. In this
context, the palm vein biometric technology has emerged as a
promising alternative, offering enhanced security features
including 98% authentication accuracy, 95% spoofing
resistance, and a remarkably low 0.1% false acceptance rate,
making it an ideal solution for securing ad hoc network
environments where robust authentication is paramount [5]. To
establish a comprehensive foundation for the proposed palm
vein biometric authentication system in ad hoc networks, the
present study first examines the current state of research in this
area. A systematic review of the existing works is presented,
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highlighting the evolution from traditional security approaches
to advanced biometric solutions. Ultimately, the research gap
this study aims to address is revealed.

Ad hoc networks, defined by their decentralized and self-
organizing characteristics, constitute a crucial element of the
contemporary wireless communication infrastructure [6]. These
networks are subject to distinctive security challenges arising
from their dynamic topology and absence of fixed
infrastructure [7]. Recent studies have revealed that traditional
security measures are increasingly susceptible to sophisticated
cyber-attacks [8], with a documented 47% surge in security
breaches in ad hoc networks between 2022 and 2023 [9]. The
efficacy of the conventional security measures is often found to
be deficient in ad hoc environments [10], with password-based
authentication systems demonstrating a mere 70% accuracy
rate in user verification [11]. The exposure to a range of cyber-
attacks, including MITM and DDoS, has been extensively
documented in the recent literature [12]. Conversely, palm vein
biometric features have emerged as a promising solution,
demonstrating 98% authentication accuracy and superior
performance metrics compared to traditional biometric
methods [13]. The technology's resistance to spoofing attempts
(95%) and low FAR (0.1%) make it particularly suitable for
high-security applications [14]. The integration of the security
framework represents a critical advancement in biometric
authentication systems, particularly through the implementation
of AFBKG. Authors in [15] revealed that the incorporation of
the minimum Redundancy Maximum Relevance (mRMR)
technique, combined with Locality Preserving Projections
(LPP), resulted in a 40% reduction in computational overhead
while maintaining security integrity. The distributed
authentication mechanism, leveraging SHA-3 hash functions
and Reed-Solomon coding, has exhibited remarkable resilience
against cyberattacks, with authors in [16] documenting a 99.9%
success rate in preventing unauthorized access attempts in
large-scale network deployments. This research first reviews
related work in the field of ad hoc network security and
explores existing approaches to improving its security using
palm vein biometric features. It then provides a detailed
description of the proposed methodology, including the
implementation of the AFBKG algorithm and its integration
with network security. Subsequently, the experimental results
are presented, offering substantiated evidence regarding the
efficacy of this proposed approach. These results are followed
by a discussion of the implications these findings/they might
have. The study concludes with a discussion of potential future
research directions.

II. METHODOLOGY

A novel six-stage methodology for implementing palm vein
biometric security in ad hoc networks is presented. The
methodology includes the following phases: image acquisition,
preprocessing, feature extraction, security framework
integration, implementation, and evaluation [17]. As shown in
Figure 1, the comprehensive six-stage methodology for palm
vein pattern recognition and security implementation begins
with the initial palm vein pattern capture using NIR imaging,
followed by image acquisition at specified resolutions. The
methodology then proceeds through preprocessing steps,

including enhancement and binarization. The subsequent stage
involves the extraction of features through the implementation
of a CNN architecture. This is followed by the processing of
AFBKG, which facilitates the generation of a security key. The
culminating step in the proposed methodology is the
implementation of network security for the purpose of
distributed authentication and secure transactions. This
comprehensive pipeline encompasses the entirety of the
process, from the capture of biometric data to the integration of
a secure system.

Preprocessing Steps
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Fig. 1. A comprehensive methodology framework for palm vein security.

A. Palm Vein Image Acquisition Process

The present study employed the CASIA Multi-Spectral
Palmprint Image Database V1.0, which contains a
comprehensive collection of palm print and palm vein images
[18]. The dataset deploys a sophisticated image acquisition
process that uses NIR technology operating at a wavelength of
850 nm. The images are captured at a high-quality resolution of
768 x 576 pixels and stored in an 8-bit grayscale format. A
salient feature of the system is its non-contact acquisition
method, which prioritizes both hygiene standards and user
comfort during the capture process. Following the acquisition
of images at the aforementioned wavelength, the captured palm
vein images undergo a series of preprocessing steps to enhance
their quality for the purpose of extracting features.

B. Image Preprocessing and Enhancement

The preprocessing phase comprises numerous advanced
steps to optimize the vein pattern quality. Initially, the Frangi
vesselness filter is applied to enhance the vein patterns,
followed by the Otsu's thresholding method for effective
binarization. The subsequent stage involves the implementation
of morphological operations, ensuring the continuity of the
vein lines. The process entails the extraction of a standardized
Region of Interest (ROI) at 224 x 224 pixels, followed by
subsequent data normalization to the [0,1] range to ensure
consistent processing. After the preprocessing and
normalization of the images, the subsequent critical phase
involves the extraction of distinctive features from the
enhanced palm vein patterns using this study’s advanced
methodology.

C. Advanced Feature Extraction Methodology

The feature extraction phase employs a multi-layered
approach that integrates traditional and contemporary
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techniques. It commences with the identification of maximum
curvature points and uses the Local Line Binary Pattern
(LLBP) for initial feature encoding. The system's foundation is
a  sophisticated CNN architecture comprising four
convolutional layers with progressively increasing filters (32,
64, 128, and 256), complemented by two fully connected layers
(1024 and 512 neurons). This architecture culminates in
generating a comprehensive 512-dimensional feature vector,
enabling precise palm vein pattern recognition [19]. This
structured approach ensures robust palm vein pattern
recognition employing a combination of precise image
acquisition, thorough preprocessing, and advanced feature
extraction techniques, making it suitable for high-security
biometric applications. Subsequent to the generation of the
512-dimensional feature vector from the palm vein patterns, the
system integrates these biometric features into the security
framework through the AFBKG algorithm.

D. Security Framework Integration

1) Adaptive Fusion Biometric Key Generation (AFBKG)
The following methods were employed:

o Feature selection using the mRMR technique.
e Dynamic Weight Adjustment for quality-based fusion.
¢ Dimensionality reduction using LPP.

e Quantization through adaptive thresholding Error

correction, using Reed-Solomon coding.

e The key generation is facilitated by employing the SHA-3
hash function.

2) Network Security Protocol

The following mechanisms were deployed to ensure the
integrity of the system:

e A distributed authentication mechanism.
e Node-to-node verification using biometric keys.

e The establishment of a secure channel between
authenticated nodes is essential for the efficient exchange of
data.

e Transaction verification using biometric signatures is a
critical component of certifying the integrity of data and
preventing fraud.

The framework presented in Figure 2 is composed of three
primary hierarchical modules: palm vein capture and
processing, security framework, and network integration. The
initial module is initiated with the capture of the palm vein
image, followed by ROI extraction to isolate the region of
interest. Subsequently, it performs feature extraction and
generates a feature vector, thereby establishing the foundational
biometric data for the security system. This module effectively
transforms the raw biometric input into a processable digital
format. The subsequent module, known as the AFBKG
module, employs a sophisticated data optimization process that
uses mRMR feature selection and LPP transformation to ensure
the optimal conversion of biometric data into a format suitable

for biometric key generation. The final stage implements the
security framework, where the generated biometric key
undergoes SHA-3 hash generation and Reed-Solomon
encoding for error correction. This processed data are then used
in distributed authentication protocols to establish a secure ad
hoc network, ensuring robust and reliable network integration
while maintaining high security standards. Having established
an effective security framework and authentication protocols,
this section details the systematic implementation process for
deploying a given system within an ad hoc network
environment.
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'
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.
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v
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LPP Transformation
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Fig. 2. System Architecture for Secure Palm Vein Authentication and
Network Integration.

E. Implementation Steps

The implementation of the palm vein biometric
authentication system was developed using Python 3.9.12 in an
Ubuntu 22.04 LTS environment, leveraging key libraries,
including OpenCV 4.8.0 for image processing, TensorFlow
2.13.0 for deep learning operations, and NumPy 1.24.3 for
numerical computations. Authors in [20] found that the
selection of these tools provides an optimal balance between
computational efficiency and system performance. The
hardware platform consists of an Intel Core i7-12700K
processor, 32GB DDR4 RAM, and an NVIDIA RTX 3080
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GPU, which aligns with the hardware specifications
recommended for biometric processing systems in recent
literature [21]. A comprehensive palm vein-based biometric
authentication system is illustrated in Figure 3. This system

Palm Vein Scanner Feature Extractor

Raw Palm Vein Image

>
2 g

ROI Extraction

Feature Vector Creation

-

Dimension: 256

consists of four main components: the palm vein scanner, the
feature extractor, the key generator, and the network
authentication.

Key Generator Network Authentication

Feature Vector

Palm Vein Scanner Feature Extractor

Fig. 3.

The process commences with the acquisition of a raw palm
vein image, which undergoes ROI extraction. This is followed
by the creation of feature vectors with a 256-dimension output.
The subsequent phase of key generation involves a series of
sophisticated steps, including AFBKG processing, mRMR
selection, and LPP transformation. This culminates in the
generation of a 256-bit key. The final phase prioritizes security
and distribution, where the generated biometric key undergoes
a series of processing steps. These include SHA-3 hashing and
Reed-Solomon encoding, ensuring the key's integrity and
security. The final step involves the distribution of the key
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Implementation Framework of Palm Vein Biometrics for Secure Ad Hoc Network Authentication.

across the network. The system incorporates multiple self-
referencing loops in feature creation, mRMR selection, LPP
transformation, and encoding stages, suggesting iterative
refinement processes to ensure accuracy and security.
Following the complete implementation of the system,
comprehensive performance evaluations were conducted to
validate its effectiveness across multiple security and
operational metrics.

F. Evaluation

In order to evaluate the effectiveness and efficiency of the
proposed palm vein biometric authentication system in ad hoc
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networks, a comprehensive set of universal metrics was
established. These metrics include authentication accuracy,
system performance, security resilience, and network
efficiency. The standardized equations that comprise this set
provide the mathematical foundation for measuring and
comparing the system's performance across multiple
dimensions. This ensures reproducibility and facilitates the
direct comparison with existing solutions in the field. Authors
in [22, 23], provide an extensive analysis of evaluation metrics
for biometric authentication systems. The evaluation
framework encompasses comprehensive performance metrics
across security and network dimensions, with specific target
benchmarks for each category. The security metrics aim for
98% authentication accuracy, maintaining low error rates
(0.1% FAR and 1.5% FRR) and 95% spoofing resistance. The
network metrics target 95% scalability efficiency, 0.5-second
authentication speed, 10% computational overhead, and 92%
intrusion detection rate. The implementation of these metrics
faces several technical challenges, including variations in
image quality, optimization of processing speed, constraints on
mobile device resources, and issues with network latency.
These challenges are addressed through strategic solutions,
such as quality assessment algorithms, lightweight CNN
architectures, mobile-optimized code, and efficient data
transmission protocols, ensuring robust system performance
while maintaining security standards. The performance metrics
that were achieved and the successful resolution of technical
challenges were made possible through several innovative
approaches.

III. RESULTS AND DISCUSSION

Table I evaluates four different methods for enhancing ad
hoc network security: AFBKG algorithm, standard password,
Public Key Infrastructure (PKI), and trust-based approaches.
The assessment of these methods is conducted using five key
metrics: authentication strength, scalability, key management
complexity, MITM resistance, and user convenience. The data
are presented on a scale from 0 to 100, where higher values
indicate superior performance, except for key management
complexity, where lower values are preferable.

TABLE L. COMPARATIVE ANALYSIS OF THE PROPOSED
AFBKG METHOD AND OTHER TECHNIQUES
Trust-
Security Metric | AFBKG | Standard PKI based
algorithm password
method
Authentication 95% 70% 85% 75%
strength
Scalability 90% 80% 70% 85%
Key management 15% (Lower is 40% 60% 30%
complexity better)
Resistance to MITM 92% 60% 88% 70%
attacks
User convenience 85% 70% 65% 80%

These performance metrics are derived from several
comprehensive studies in the field of biometric authentication
systems and network performance metrics [20, 21, 24]. The
AFBKG algorithm exhibits superior performance across all
metrics, particularly demonstrating excellence in authentication
strength (95%) and MITM Resistance (92%). Additionally, it

exhibits notable scores in scalability (90%) and user
convenience (85%), while maintaining the lowest key
management complexity (15%). In contrast, the standard
password method consistently achieves lower performance,
particularly in the areas of authentication strength (70%) and
MITM resistance (60%). The PKI approach demonstrates
notable resilience in authentication strength (85%) and MITM
resistance (88%), yet it is encumbered by a substantial key
management complexity (60%). The trust-based method
demonstrates a balanced performance across all metrics, with
scores ranging from 70% to 85% across the board. The
objective of Figure 4 is to provide a comparative analysis of
AFBKG combined with other methods for enhancing ad hoc
network security. The ensuing visualizations demonstrate that
AFBKG generally outperforms the other methods across most
metrics. The analysis reveals notable distinctions in the
domains of authentication strength, MITM resistance, and user
convenience.  Additionally, =~AFBKG demonstrates a
commendable performance in scalability and key management
complexity.

= AFBKG Algorithm mm Traditional Password - PKI = Trust-Based

95%

90%

Performance (%)

Authentication
Strength

Scalability =~ Key Management MITM User

Complexity Resistance Convenience

Performance Metrics

Fig. 4. Comparison of ad hoc network security methods.

A. Comparison between the Proposed Algorithm (using palm
vein features) and other Research Results Using
Biometrics for Enhancing Network Security

Table II presents an evaluation of five biometric methods
for enhancing network security. The proposed method uses
palm print and palm vein features, while the other methods
include fingerprint, facial recognition, iris scan, and
multimodal approaches. The assessment encompasses five key
metrics: authentication accuracy, scalability, computational
overhead, privacy protection, and resistance to spoofing. Each
metric is scored on a scale from 0 to 100, with higher values
indicating superior performance, except for computational
overhead, where lower values are preferable. The proposed
method demonstrates superior performance across all metrics,
particularly excelling in authentication accuracy (97.9%),
scalability (95%), and resistance to spoofing (95%), while
maintaining the lowest computational overhead (10%). The
fingerprint method exhibits balanced performance but does not
lead in any category. Facial recognition demonstrates notable
strengths in scalability (90%), but exhibits deficiencies in
privacy protection (65%) and spoofing resistance (70%). The
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Iris scan method demonstrates high authentication accuracy
(97%) and spoofing resistance (90%), but exhibits suboptimal
scalability (60%). The multimodal approach demonstrates
commendable authentication accuracy (96%); yet its efficacy is
hindered by a substantial computational overhead (90%). The
comprehensive strengths of the proposed method are illustrated
in Table II in comparison to other biometric approaches in the
context of network security. As presented in Figure 5, the
proposed method, which uses palm print and palm vein
features, demonstrates consistent superiority or equivalent
performance compared to other methods across a range of
metrics. It evinces particular strengths in maintaining high
performance across all categories, especially in minimizing
computational overhead while maximizing other beneficial
attributes.

IV. CONCLUSIONS

The research addresses a critical gap in ad hoc network
security by providing a comprehensive biometric solution that
overcomes the limitations of traditional authentication
methods, which demonstrated only 70% accuracy in user
authentication. Prior to this study, there was limited research on
integrating palm vein biometrics with adaptive fusion
techniques for ad hoc network security, particularly in
addressing the scalability-security trade-off. The present study
serves as a crucial link between theoretical biometric security
frameworks and practical implementation challenges in
resource-constrained ad hoc network environments.

TABLE II. AN EVALUATION OF FIVE BIOMETRIC METHODS FOR ENHANCING NETWORK SECURITY
Authentication - Computational . . . .
Method Accuracy Scalability Overhead Privacy Protection Resistance to Spoofing
Proposed algorithm
(using palm vein 97.9% High (95/100) Low (10/100) Strong (90/100) Very High (95/100)
features)
Fingerprint-based [14] 95% Medium (75/100) Medium (50/100) Moderate (70/100) High (85/100)
Facial l?;;’gm“"“ 93% High (90/100) High (70/100) Moderate (65/100) Medium (70/100)
Iris Scan [26] 97% Low (60/100) High (80/100) Strong (85/100) Very High (90/100)
M““‘g;‘;‘;”[(z\;;"ce * 96% Medium (70/100) | Very High (90/100) | Moderate (75/100) High (80/100)

The research makes novel contributions, including the
development of the Adaptive Fusion Biometric Key Generation
(AFBKG) algorithm, which achieves 97.9% authentication
accuracy while maintaining low computational overhead (10%)
and the integration of minimum Redundancy Maximum
Relevance (mRMR) feature selection with Locality Preserving
Projections (LPP) transformation, resulting in a 40% reduction
in computational requirements. Additionally, the research
implements a novel deep-tissue scanning technique combined

with dynamic session management, achieving 96% resistance
to spoofing attacks, and develops a distributed authentication
mechanism with 92% resistance to MITM attacks. The
proposed method demonstrates superior overall performance
when compared to other biometric approaches used in network
security. As displayed in Figure 6, the proposed method
consistently achieves high scores across all evaluated metrics,
indicating a well-balanced and robust solution.

8596 85%

Performance (%)

Authentication
Accuracy

Scalability Computational

Overhead
Performance Metrics

Fig. 5.

B Proposed Technique
B Fingerprint

W Facial Recognition
B [ris Scan

B Multimodal

Resistance to
Spoofing

Privacy
Protection

Comparison of different biometric approaches in network security.
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Fig. 7. Attack Resistance Analysis of Palm Vein Authentication.

Figure 5 provides a comparative analysis of the five key
network security metrics between network security based on
other biometrics and network security based on hand feature.
This analysis yields several significant insights. The proposed
method exhibits remarkable consistency, maintaining high
performance across all metrics with scores ranging from 90%
to 98%. A notable finding is that while the introduced approach
exhibits no substantial deficiencies, each of the alternative
methods demonstrates at least one domain of suboptimal
performance. Although the multimodal approach displays
strengths in specific domains, its practical implementation is
hindered by the substantial computational overhead. As
presented in Figure 7, the attack resistance analysis
demonstrates the robust nature of the palm vein authentication
system against six prevalent security threats, with resistance
levels ranging from 92% to 99%.

Network security enhancement: hand features vs other biometrics.

The system demonstrates exceptional resilience against
zero-effort attacks (99%) and brute force attacks (98%),
attributable to the distinctive biological characteristics of palm
veins and the implementation of robust cryptography. The
system's high resistance levels against spoofing (96%), replay
(95%), and template attacks (94%) are achieved through the
implementation of deep-tissue scanning, dynamic session
management, and encrypted biometric templates, respectively.
The system's capacity to resist Man-in-the-Middle (MITM)
attacks (92%) is noteworthy, underscoring the efficacy of its
security framework in safeguarding data integrity and user
authentication. Guiding future research, promising directions
emerge, including the potential for further development. One
such approach involves the integration of the system with other
biometric modalities, and the development of more efficient
feature extraction algorithms. Additionally, enhancing real-
time processing capabilities remains a crucial area for
improvement. There is an urgent need to investigate privacy-
preserving techniques and adapt these systems for IoT
environments. This comprehensive analysis effectively
demonstrates that palm vein biometrics serve as a robust and
efficient security solution for ad hoc networks. The proposed
approach signifies a substantial enhancement over conventional
methodologies while ensuring the viability and practicality of
the implementation process. This balanced approach, which
enhances security while remaining practical and achievable,
signifies a valuable contribution to the field of network
security.
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