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ABSTRACT 

Cloud Computing (CC) is now a service available to everyone, where all computing resources are made 

available as a service over the internet, based on the user's needs. Virtualization is a critical component of 

cloud services that significantly reduces costs and improves resource utilization by creating Virtual 

Machines (VMs), which are essentially virtual resources that can serve multiple users simultaneously. VMs 

are subject to security threats and attacks such as malware, and it is very important to create a secure 

environment for VMs to run seamlessly. In this novel strategy, we create cloned instances for the VMs so 

that instead of using the VMs directly to run the application, we allow one of the cloned VMs to run it. If 

something happens to that cloned VM instance, another cloned VM takes over without interrupting the 

VM's functionality. This provides security for the VM in the cloud environment. 
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I. INTRODUCTION  

Cloud Computing (CC) provides IT resources such as 
computing power, server capacity, applications, and software to 
users over the internet on an as-needed basis [1-3]. 
Virtualization transforms physical computing resources into 
virtual resources, enabling more efficient use of IT resources 
by serving multiple users simultaneously. This dramatically 
reduces the cost of physical resources, allowing cloud service 
providers to deliver services to many customers with low 
infrastructure costs. A critical component of cloud services is 
the Virtual Machine Manager (VMM) or hypervisor, a software 
package that enables the creation and management of Virtual 
Machines (VMs). The hypervisor plays a critical role in 
virtualization by partitioning the physical resources of a server 
to create multiple virtual instances. The VMM enables resource 
provisioning based on customer demand and facilitates 
resource sharing among multiple customers, a feature known as 
multi-tenancy, which helps to reduce costs. There are two main 
types of hypervisors: 

 Type 1 hypervisors, also known as bare-metal hypervisors, 
run directly on the physical hardware, allowing for 
improved performance and efficiency. Examples include 
Microsoft Hyper-V, Xen, and VMware ESXi. 

 Type 2 hypervisors which run on top of an existing host 
Operating System (OS) that serves as the host that 
communicates with the hardware, and have slightly lower 
performance than Type 1 hypervisors because they are 
driven by the host OS. Examples include Oracle VM 
VirtualBox and VMware Workstation. In this case, the 
guest VMs are the virtual instances created by the 
hypervisor that can run their own OS, called the guest OS. 
The host machines are the physical servers running the host 
OS. 

While there are many benefits to virtualization, data 
security remains the most important challenge, requiring 
appropriate security measures to protect the information at both 
the logical and physical levels [4-15]. Authors in [16] proposed 
CloudSafe, a novel security assessment and management 
system that provides automated security assessment and 
enforcement of security controls. To demonstrate its 
applicability, CloudSafe was implemented in Amazon AWS. 
The system automatically selects countermeasures such as 
patching, network hardening, and moving target defense, and 
uses graphical security models to assess the security of the 
cloud. Cloud Access Security Brokers (CASB) provide a layer 
of protection, acting as intermediaries between applications and 
users to extend the enterprise shield to third parties. Authors in 
[17] explore customer experiences with CASBs and evaluate 
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the goals, impacts, architectures, and planning through the 
published research. In [18], the main focus is on the Intrusion 
Detection System (IDS) and the Intrusion Prevention System 
(IPS), collectively referred to as IDPS. The main objective of 
IDS is to detect the unauthorized access and malicious 
activities on the cloud data, which is done by analyzing the 
huge amount of network traffic data and user activities inside 
or outside the cloud infrastructure. If any abnormal patterns are 
observed during data analysis, which may lead to data 
compromise, the IDS automatically detects the attempt and 
immediately notifies the cloud administrator. IPS is a solution 
that is designed to block any potential threat to a cloud system, 
and when it detects such activity, it immediately takes action to 
prevent or mitigate such potential attacks. It can prevent access 
to the cloud server or cloud network by using a traffic 
monitoring system and blocking the request to the server or 
dropping malicious packets. It also maintains logs of any 
attacks it detects for future prevention. Authors in [19] 
introduce the concept of information security in smart grids and 
the main strategies for cloud security construction in electric 
power companies. Authors in [20] propose a hybrid cloud-
based distributed model to enhance data storage and security in 
e-commerce applications. The applications are deployed on 
multi-tier distributed cloud systems where all servers are 
virtualized and load balanced. This approach provides better 
storage performance, data handling capabilities and security.  

The present paper examines the challenges and 
vulnerabilities associated with virtualization security and 
proposes a method to overcome these issues. 

A. Cloud Virtualization Implementation Issues  

The hosting VMM serves as the central control point for 
allocating resources to virtual instances and releasing them 
when processing is complete. Because of its central role in 
creating, managing, and releasing resources, this control point 
is vulnerable to malware attacks, security vulnerabilities, data 
leakage, isolation failures, and Denial-of-Service (DoS) 
attacks. Addressing these challenges requires robust security 
measures, continuous monitoring, and efficient resource 
management to ensure the secure and effective operation of 
cloud services [21]. The key challenges in implementing cloud 
virtualization are: 

 Reduced performance: A significant issue with 
virtualization is that as the number of virtual resources 
derived from a single physical resource increase, the 
performance of these VMs tends to degrade, resulting in 
increased latency. This performance degradation can be 
noticeable to users. 

 Authorized users and access: The risk of attacks and 
unauthorized access to resources is often higher for 
authorized users because basic security measures typically 
prevent regular users from causing significant damage in 
the early stages. Since authorized users can easily exploit 
the virtual environment and have legitimate access to 
resources, identifying them when they are engaged in 
harmful activities is the biggest challenge. This insider 
threat is a major concern. 

 Resource availability: Achieving consistently high levels of 
resource availability typically requires cloud providers to 
make significant investments in infrastructure and 
virtualization frameworks to ensure that logical resources 
are equipped with robust security measures to protect 
physical and virtual assets. 

 Service privacy: When customers request cloud resources, 
they interact directly with the cloud services. During these 
interactions, data and confidential information related to the 
cloud services are exchanged over network transactions. 
Unauthorized users may attempt to hack into customers' 
confidential data, posing serious risks.  

 Migration of instances: Typically, instances or VMs built 
from physical machines exist as files that can be moved 
between physical machines. However, while they are 
moving, they are open to attack and potential problems. 
Malware or viruses can infect these instances and cause 
disruptions such as changing the settings and configurations 
of other virtual instances, corrupting files and folders, and 
even corrupting the underlying physical machines. This can 
result in data leakage, abnormal behavior of virtual 
instances, and occasionally impact the host OS. A corrupted 
OS on physical machines might fail to allocate necessary 
resources to virtual instances or release resources 
prematurely.  

 Service Level Agreement (SLA): A cloud service provider 
and its users have a critical contract known as an SLA, that 
defines+ the terms and conditions before resources are 
provisioned. It plays a key role in setting expectations for 
service availability, response times, and resource reliability, 
while delineating the responsibilities of both parties. This 
agreement specifies how users may use allocated resources 
without violating the terms and conditions, and provides 
guidelines for the provider on issues such as provisioning 
resources, maintaining quality standards, performing 
backups, isolating malicious activity, and continuously 
improving service delivery. 

II. PROPOSED APPROACH 

In the present study we propose a novel approach to 
mitigate the persistent threat of malware and other security 
risks that often disrupt the normal operation of VMs. When the 
VMs encounter situations where they are rendered ineffective 
due to threats, the application workflow is disrupted. To avoid 
such problems, it is essential to create an environment where 
each VM can operate seamlessly with the necessary resources 
provisioned by the VMM. A promising solution is to take 
advantage of the cloning feature available in Java programming 
and the Security Supervisors (SSs). Cloning is a way to create 
an exact replica of an object. A SS should include various 
security measures such as methods for identifying and 
resolving problems, preventing unauthorized access, techniques 
for obfuscating data origins, and strategies for detecting and 
thwarting intruders, attackers, malware, and viruses. It should 
also incorporate updates and patches necessary for the VMs 
and the application and be adaptable to incorporate the latest 
techniques and emerging solutions. Regular redesign and 
periodic updates are essential to ensure that the SS is always 
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employing the most current, sufficient, and effective security 
measures and enables the integration of specific security 
solutions directly into the VMs. However, implementing such 
security solutions within the SS can result in performance 
issues. The algorithm below outlines the overall execution flow 
of the proposed system: 

Step 1: Set up a cloud environment with 

adequate physical computing resources. 

Step 2: Create 1 to N VMs as per 

requirements. 

Step 3: Install a SS for each VM. 

Step 4: Apply variable size inputs and 

analyze the overall response time of each 

VM. 

Step 5: Create clone instances 2 and 3 for 

each VM by allocating the required 

resources. 

Step 6: Allocate the workload to the clone 

instances instead of the actual VMs by 

selecting 2 or 3 clone instances. 

Step 7: If any running instance is 

affected by threats, then stop that 

instance and migrate its work to any of 

the new instances and continue the process 

without interruption. 

Step 8: Install SS for each instance as a 

second layer of protection layer for the 

cloud environment. 

Step 9: Repeat step 6 and then step 7 

until the work is completed. 
 

Figure 1 depicts the initial installation of SSs for each VM 
and figure 2 shows the creation of 2 additional clone instances 
for each VM. Having multiple clones of the same VM ensures 
business continuity even if one instance is compromised and 
the users can seamlessly switch to one of the remaining 
instances to continue running applications without interruption. 
It should be noted that deploying multiple clones requires 
sufficient storage and compute resources to effectively support 
each instance. This approach is an important step in protecting 
VM environments in CC from security vulnerabilities. As 
shown in Figure 3, in addition to using the cloning feature, we 
enhance VM security by deploying SS in both the VMs and the 
cloned instances. This two-layered protection strategy fortifies 
VMs against potential threats and significantly increases their 
availability even during disruptions caused by external factors.  

 

 

Fig. 1.  SS creation for each VMs. 

 
Fig. 2.  Creation of instances for each VM. 

 

Fig. 3.   SS creation for each instance. 

III. EXPERIMENTAL RESULTS 

Figure 4 illustrates the standard status where all VMs are 
functioning normally without the inclusion of the SS or the 
cloning mechanism.  In this scenario, the VM response times, 
VMM response time, and memory usage per VM are within 
normal limits.  

 

 

Fig. 4.  VM response times without SS or cloning. 
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In Figure 5, the SS is integrated without the cloning 
mechanism. In this scenario, if VM1 becomes infected for any 
reason, it is evident that the response time and memory 
consumption of VM1 increases. In addition, the overall 
response time of the VMM is increased compared to the 
normal values observed in the previous case.  

 

 

Fig. 5.  VM response times with SS but without cloning. 

 

 
Fig. 6.  VM response times with cloning but without SS. 

In Figure 6, the cloning mechanism is used without the SS. 
All VMs operate normally without any infections and show 

standard resource consumption values for both the VMs and 
the VMM. However, the overall response time of the VMM 
increases as a result of creating instances using the cloning 
mechanism, which also results in higher memory consumption 
by the VMs.  

 

 

Fig. 7.  VM response times with cloning and SS. 

 
Fig. 8.  VM response times with cloning, SS and infection spreading to 

another VM. 

Figure 7 illustrates the scenario where the cloning 
mechanism is present along with the SS. In this scenario, an 
infected instance of VM1 experiences increased response time 
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and memory consumption. The overall response time of the 
VMM is also increased, along with increased service time for 
VM requests.  

In Figure 8, the infected instance of VM1 spreads the 
infection to the instance of VM3. Despite this, the SS 
successfully deallocates resources from the infected instance of 
VM1, making its values zero in the results. However, the 
memory consumption and response time of VM3 increases due 
to its infection. 

IV. CONCLUSION AND FUTURE SCOPE 

In this study, we explored the security challenges associated 
with cloud virtualization and proposed an innovative approach 
to mitigate Virtual Machine (VM) vulnerabilities. Our 
approach improves VM management by deploying multiple 
instances of the same VM, ensuring resilience against VM 
corruption caused by external threats. If one instance of a VM 
becomes infected or fails, the remaining instances seamlessly 
continue to operate without interruption, maintaining service 
continuity. This capability enables users to meet their 
operational needs even in the event of VM failures due to 
external attacks. We recommend that IT infrastructures should 
consider using the cloning feature to implement multiple 
instances of the same VM to increase resilience against 
external threats. Implementing this approach by providing dual 
Security Supervisors (SSs) in the VM as well as cloned VMs 
can significantly strengthen VM security, as depicted in Figure 
2 of our study. However, it's important to note that this 
approach requires additional memory space to accommodate 
multiple VM instances, as well as high computing power to 
support applications with enhanced security features. These 
considerations are essential for effectively implementing and 
maintaining resilient VM environments in cloud computing.  

The following is the future scope of VM cloning: 

 Use of Intrusion Detection Systems (IDSs) to improve the 
efficiency of the devops workflow. 

 In the era of devops, especially containerization, VM 
cloning can support the easy integration of containerized 
applications and balance the workload of kubernetes 
clusters.  

 Integrating VM cloning with automation can further 
improve security. For example, when VM cloning is 
performed using AI automation with Deep Learning (DL), 
the DL algorithms can automatically verify security 
compliance standards for encryption, authentication, 
authorization and auditing. 
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