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ABSTRACT

Digital Transformation(DT) in higher education has become essential in improving both educational
delivery and operational efficiency. However, this transition also exposes institutions to increasing
cybersecurity threats, often associated with various barriers reported in the literature. Although these
barriers have been widely studied, no research has yet systematically prioritized them in the academic
context. This study, conducted within the framework of DT in Morocco, addresses this gap by classifying
and prioritizing these barriers to better understand how they contribute to the spread of cybersecurity
threats. Using methodologies such as the Analytic Hierarchy Process (AHP) and the Analytic Network
Process (ANP), we not only prioritized the major barriers but also developed specific strategies to counter
the resulting threats, revealing significant variations in the prioritization of cybersecurity strategies. These
differences arise from the complex interactions between the barriers identified by the ANP, highlighting
the importance of considering interdependencies when developing effective cybersecurity strategies.
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I.  INTRODUCTION

Digital Transformation (DT) has become a central pillar of
economic and social development in the modern world. It is
widely recognized for its ability to stimulate innovation and
redefine business models across various sectors, including
education [1]. DT is no longer just a response to technological
advancements but has become a necessity for businesses and
institutions seeking to maintain their competitiveness and avoid
obsolescence [2]. Numerous studies have explored the
optimization of digital transformation, viewing it as a crucial
lever for change and adaptation in an increasingly digitized

global environment [3]. However, the diversity of definitions
and approaches to DT complicates its analysis and
implementation [4]. In this context, organizations and
governments acknowledge the need for quick and effective
adaptation to remain competitive in an ever-evolving market
[5]. In the higher education sector, DT leads to profound
changes in teaching practices, infrastructure, curricula,
administration, human resource management, and information
governance [6]. The COVID-19 pandemic accelerated this
transformation, forcing institutions to rapidly adopt distance
learning methods while taking into account the diversity of
their structures [7]. Morocco, through the Morocco Digital

www.etasr.com

Chahid et al.: Digital Transformation in Higher Education Obstacle Assessment and Development of ...



Engineering, Technology & Applied Science Research

Vol. 15, No. 1, 2025, 19809-19815 19810

2020 initiative, has embarked on the digitization of its
universities [8]. However, the country ranks 77th globally
according to the Global Innovation Index 2021 [9], revealing
the complexity of this transition, exacerbated by numerous
obstacles that also increase vulnerabilities to cybersecurity
threats. To address this gap, this study aims to classify and
prioritize the obstacles to DT in Moroccan universities,
considering their impact on the spread of cybersecurity threats.
To do so, multi-criteria analysis methods, such as the Analytic
Hierarchy Process (AHP) and the Analytic Network Process
(ANP), were used. These approaches help evaluate the relative
importance of each obstacle and identify specific strategies to
counter the associated threats.

II.  OBSTACLES TO DIGITAL TRANSFORMATION
IN HIGHER EDUCATION

DT in higher education faces numerous obstacles [10-13],
including  strategic, technological, and organizational
challenges, which not only slow down the transformation
process but also increase vulnerabilities related to
cybersecurity. Institutions face deficits in strategic planning
and the absence of a clearly defined vision, along with
governance issues and inadequate policies. On the
technological front, the integration of IT in higher education is
hampered by insufficient infrastructure and inadequate support
services. Additionally, the lack of digital skills combined with

organizational and cultural resistance to change, prevents the
effective adoption of digital technologies. Economic and
budgetary constraints further limit institutions' ability to invest
in the tools and infrastructure needed for digital transformation.
These interconnected obstacles slow down the DT of higher
education institutions while exacerbating cybersecurity risks.
Table I presents the main obstacles to DT in higher education
institutions, grouped into five categories.

III. CYBERSECURITY THREATS AND RISKS
ASSOCIATED WITH DIGITAL TRANSFORMATION IN
UNIVERSITIES

Cybersecurity threats are a major obstacle to the progress of
DT in universities. Cybercrime, in particular, is seen as one of
the most significant challenges in this area [14-18].
Cyberattacks, especially those sponsored by states, often target
the critical infrastructure weaknesses of institutions [19].
Moreover, the vulnerability to opportunistic attackers is
heightened due to the lack of robust security protocols [20].
The management of internal threats, such as attacks initiated by
organization members or human errors, is also a challenge.
Developing efficient automated systems to monitor and analyze
these threats remains a complex task [21]. Table IT summarizes
the main cybersecurity threats in HEIs during their digital
transformation, grouped in five categories.

TABLE L. BARRIERS AND SUB-BARRIERS TO DT
Category of Barriers References Sous Barriers
[22-25] Deficiency in strategic planning (S1)
Strategic [22,23,26] Absence of a defined vision (S2)
(S) [27-30] Governmental vision, planning, and policies (S3)
[26,31, 22] Inadequate implementation planning, time constraints, competing priorities (S4)
[22,23, 32] Challenges in integrating IT into higher education (T1)
Technological [6,22,23] IT security risks (T2)
@V [3, 22, 23] Inadequate IT infrastructure (T3)
[6, 34, 35] Unsuitable IT infrastructure and support services (T4)
[22,23, 33] Lack of pedagogical expertise and experience (SHR1)
Skills and Human Resources [7, 26,31, 36] low level of dlgltdl literacy(SHRZ)
(SHR) [32, 35, 37] Lack of human resources (SHR3)
[38-41] Leadership skills and behavior (SHR4)
Organizational and cultural barriers [42-44] Lack of coordination between departments (O1)
(0) [22,23, 45] Human resistance to change (02)
[22-24] Shortfall in innovation (0O3)
Environmental [22, 23, 26] Economic climate (E1)
(E) [27-29, 46] Budgetary limitation (E2)
TABLE II. THREATS TO DIGITAL TRANSFORMATION IN HEIS
Threat Intention Threat Events References
. Unauthorized access, online fraud, identit Malware, phishing, exploitation of security vulnerabilities, denial-of-service
Cybercrime (CY) theft Y P £ (BDOS) attacks, and i,dentity theft (47, 48]
?Et:l[t)?c_)ig zzigg;l gggﬁ;ﬁzgﬁegfi‘iz::isfisgt;‘fzgjﬁzggg’ Advanced cyber espionage, targeted attacks, long-term network infiltration [47,49]
Human Errors | Unintentional errors due to negligence or lack | Accidental sharing of sensitive information, incorrect system configurations, non- (50.51]
(EH) of knowledge compliance with security policies, and poor access management ’
Opportunists Exp 1311:11;: egr iﬁ?trizts)l‘evictllrlgﬁ?l;rt?;cgfaz;?ﬁgvmuS Vulnerability scans, opportunistic attacks, and exploitation of crisis situations [51]
. Acting against 'the interests .Of an organization Data theft or sabotage, unauthorized access to sensitive information, and
Insider (IN) for personal gain, revenge, ideology, or under . . . [52-54]
. . manipulation of internal systems
third-party coercion
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IV.  METHOD AND DATA COLLECTION

A. The ANP and AHP Approaches

ANP is defined as a multi-criteria theory of measurement
used to derive relative priority scales of absolute numbers from
individual judgments (or from actual measurements normalized
to a relative form) that also belong to a fundamental scale of
absolute numbers [55]. Similarly, AHP is defined as a
systematic approach for problems that include the thought of
different criteria in a hierarchical model. AHP reflects human
thinking by grouping the elements of a problem requiring
complex and multi-aspect decisions [56]. Both concepts were
developed in [57] as means of finding an effective and
powerful methodology that can deal with complex decision-
making problems. In the ANP method, dependencies among
various criteria are considered differentiating it from the AHP.
The ANP uses a network without the need to specify levels.
Dominance or the relative importance of influence is a central
concept in, AHP. A judgment is formed from the fundamental
scale of the AHP by answering two questions: (a) Given a
criterion, which of the two elements is more dominant with
respect to that criterion, (b) which of the two elements
influences a third element more, with respect to a criterion
[58]7 In pairwise comparisons, entered values mirror the
relative effect among elements with respect to a control
criterion. These entered values are based on the importance of
each criterion. The network structure consists of different
clusters, and these clusters contain various nodes or
elements.These clusters are connected to each other based on
the relative influences among the nodes. Authors in [59]
developed a numerical scale for assigning the weight for
criteria or alternative by giving a value between 1 (equal
importance) and 9 (extreme importance).

B. Data Collection

As noted in [60], the AHP and the ANP do not require large
samples as they are not statistical methods. In fact, authors in
[61] emphasize that these approaches focus on the analysis of
decisions rather than the characteristics of the individuals
making them. For this study, the data for the pairwise
comparisons of factors were collected from 32 business and IT
managers from various higher education institutions (HEIs) in
Morocco, following the methodology of [62]. A convenience
sampling method was used, with respondents selected based on
their key roles in managing digital transformation and
cybersecurity within their institutions. The sample consisted of
35% business managers and 65% IT managers, a distribution
justified by their respective expertise in these areas. The data
were collected through a questionnaire based on pairwise
comparisons, allowing for the prioritization of obstacles to
digital transformation. The first phase of the study identified
five main categories of obstacles and 17 sub-obstacles, drawn
from a detailed literature review (see Tables I and II). Based on
these sub-obstacles, five cybersecurity strategies specific to the
associated threats were developed by experts, relying on the
results of pairwise comparisons. These strategies, presented in
Table III, were designed to mitigate vulnerabilities related to

DT in higher education institutions. It is noted that experts
emphasize the importance of solid cybersecurity training for
every strategy, which demonstrates that such training plays a
crucial role in improving security practices within institutions
by addressing human vulnerabilities, a point widely supported
by the literature. Authors in [63] demonstrated that the
DeapSECURE program at ODU, effectively bridges the gaps in
traditional cybersecurity programs by exposing students to real-
world challenges. Additionally, authors in [64] highlight that
well-structured training programs significantly influence user
behavior, thereby reducing human vulnerabilities. It has also
been shown that increasing training hours is directly correlated
with a reduction in cyber incidents [65]. Lastly, pedagogical
approaches based on gamification, such as the GenCyber
program at Purdue University, enhance student engagement
and their cybersecurity skills [66]. The analytical network
model used in this research is illustrated in Figure 1.

TABLE III. THREAT CATEGORIES AND SUGGESTED
STRATIES
Threat Type Strategies
Cybercrime SCY (Advanced security infrastructure, Cybersecurity

training programs, Automatic update policies, Regular

CY .

(€Y) backups and recovery tests, Incident response plan)

State SES (Research risk assessment, Enhanced access control,
Espionage Partnerships with government agencies, Secure

IEES) g communications, Regular security audits, Sensitive

Information Security Training)

SEH (Clear policies and procedures, Ongoing awareness

Human Errors - . .
and training, Identity access management, Accessible

(EH) technical support, Periodic security practice reviews)
SOP (Training on physical security and network access
Opportunists protection,Physical security of buildings, Securing Wi-Fi

(OP) networks, Strict password policies, Proactive network
monitoring, Regular penetration tests)

SIN (Specific training on internal risks, Monitoring risky
behaviors, Access rights management, Privacy policies,
Anonymous reporting channels)

Internal Risks
(IN)

V. RESULTS AND DISCUSSION

Table IV shows that the highest priorities among the sub-
factors belong to SHR2 (0.545), followed by S1 (0.325), and
finally T1, (0.196). The main obstacles to DT in higher
education are related to human skills, strategy, and technology.
A clear strategy, robust technological infrastructure, and a high
level of digital literacy are essential. Although organizational
and cultural barriers are less critical, they remain important, as
do environmental and budgetary constraints, even if these seem
to be less urgent challenges. Our study stands out with its
rigorous quantitative methodology, which prioritizes the
obstacles in a precise manner, unlike the qualitative approaches
of other studies. For instance, [67] provides an in-depth
analysis of strategic and organizational obstacles, but without
measurable prioritization, while [11] proposes a systematic
framework based on expert validation. Studies [68] and [69]
focus respectively on inclusivity and the balance between skills
and innovation,offering complementary perspectives, while
[70] emphasizes the importance of digital culture and
transformational leadership.
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Technological

Fig. 1.

Cybersecurity is an aspect often neglected in previous
studies [11, 32, 42, 43, 71, 72]. Table V presents an analysis of
cybersecurity strategies identified in the literature on DT. For
example, authors in [73] emphasize in the importance of
strategies aimed at managing cyberattacks by focusing on
sustainable management practices and authors in [15]
recommend the use of advanced technologies such as
blockchain and quantum computing to mitigate threats such as
ransomware and identity theft. Authors in [74] stress the need
for continuous training and awareness of human risks, while
authors in [75] highlight the importance of developing practical
skills to support DT. These studies provide an overview of
existing strategies, but they do not explicitly prioritize different
types of threats or internal interactions that may exacerbate
these risks. In contrast, Table VI presents the results of our own
analysis using multi-criteria methods such as AHP and ANP to
prioritize cybersecurity strategies in a specific context.
Although the most critical strategies, such as SCY and SE, and

The priority
strategy

Skills and
Human
Resources

Organizational
and cultural
barriers

Environmental

ANP model for barriers.

the least critical, SEH, retain the same order as in AHP, a
change is observed between the SOP and SIN strategies. With
ANP, SIN moves from the fourth to the third place, while SOP
drops by one position. This change is explained by the
interactions between sub-obstacles, which give more weight to
the behaviors and activities of internal actors within
universities. For instance, a sub-obstacle like the low level of
digital literacy (SHR2) may exacerbate IT security risks (T2),
thereby increasing vulnerabilities and the risk of internal
attacks. Unlike the strategies from the literature presented in
Table V, our analysis, illustrated in Table VI, integrates these
internal interactions and prioritizes threats more precisely.
Thus, our work makes a unique contribution by providing a
measurable prioritization of cybersecurity strategies, allowing
higher education institutions to better prepare for specific
threats, such as internal and opportunistic risks, which are often
underestimated in the strategies identified in the literature.

TABLE IV. OVERALL PRIORITY OF THE BARRIER SUB-FACTORS
Barrier Factor . Sub-factor Overall sub-
factors riorit Barrier sub-factors riorit facto priorit Rank
p y P! y P! y

Lack of strategy (S1) 0.546 0.325 2

Strategic 0.59 Lack of clear vision (S2) 0.232 0.138 4
(S) : Government vision, plan, and policy (S3) 0.083 0.049 14

Lack of implementation action plan, lack of time, and other priorities (S4) 0.137 0.081 9

Difficulties embedding IT into higher education (T1) 0.484 0.196 3

Technological 0.406 IT security risks (T2) 0.260 0.105 8
(T) : Lack of adequate IT infrastructure (T3) 0.096 0.038 17
Unsuitable IIT infrastructure and support services (T4) 0.159 0.064 13

Lack of pedagogical skills and experience (SHR1) 0.232 0.126 7

Skills and Human The low level of the digital literacy (SHR2) 0.546 0.545 1
Resources (SHR) 0.545 Lack of human resources (SHR3) 0.137 0.074 10
Leadership skills and behavior (SHR4) 0.083 0.045 15
Organizational Lack of coordination between departments (O1) 0.163 0.040 16
and cultural 0.248 Human resistance to change (02) 0.539 0.133 5
barriers (O) Lack of innovation(O3) 0.296 0.073 11

. Economic environment (E1) 0.666 0.131 6
Environmental(E) |~ 0.197 Budgetary constraints(E2) 0.333 0.065 12
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TABLE V. ANALYSIS OF CYBERSECURITY STRATEGIES IN
DIGITAL TRANSFORMATION STUDIES

Ref. Main Strategies | Methodology | Strategy Prioritization
-Cybersecurity Emphasizes the importance

(72] strategies Cyberrisk | of cybersecurity to counter
-Cyberattack analysis cyberattacks during digital
management transformation.
-Use of a@vanced Recommends advanced
technologies . . .
(blockchain Cybersecurity technologl_es to mitigate

[15] ) ? . -based threats, particularly against
quantum computing) approach ransomware and identity

-Protection against

theft.

ransomware

-Cybersecurity Highlights the importance of

training Training and | training and awareness to

[73] . L .

-Human risk awareness minimize human risks,

awareness aligned with SEH and SIN.

-Development of Supports the importance of

. . Study of . .
cybersecurity skills developing practical
[74] 2. European . .
to support digital initiatives cybersecurity skills to better
transformation protect digital infrastructures.
TABLE VL STRATEGY WEIGHTINGS AND RANKINGS
Weighting and ranking strategies with AHP and ANP
SCY SES SEH | SOP SIN
Weights in AHP 0.372 0.280 | 0.082 | 0.141 0.117
Ranking in AHP 1 2 5 3 4
Weights in ANP 0.880 0.628 | 0.186 | 0.257 | 0.270
Ranking in ANP 1 2 5 4 3
VI. CONCLUSION

The current study makes a significant contribution to the
understanding of the barriers to Digital Transformation (DT) in
higher education, particularly regarding their impact on
cybersecurity threats. By using multi-criteria analysis methods
such as AHP and ANP, we were able not only to classify and
prioritize these barriers but also to develop specific
cybersecurity strategies to counter the associated threats. One
of our main contributions is the recognition of the importance
of interconnections between sub-barriers and their influence on
institutional vulnerabilities, which allowed us to propose more
effective cybersecurity strategies tailored to the realities of
higher education institutions.

However, this work has some limitations. Firstly, the
sample used for pairwise comparisons is relatively small (32
experts), which may limit the generalization of the results.
Secondly, the study focused on Moroccan universities, and
while the findings may be relevant internationally, they might
need to be adapted to different cultural and economic contexts.
Finally, we did not exhaustively explore certain dimensions
such as the long-term psychosocial impacts of cyberattacks on
staff and students, a crucial aspect that deserves more in-depth
analysis in future research. Despite these limitations, our
research opens promising perspectives for better management
of cybersecurity risks in the digital transformation of
universities.
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