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ABSTRACT

Amidst the rising demands for data security across expansive networks, blockchain technology is
witnessing an upsurge in its adoption, particularly within Internet of Things (IoT) applications, services,
and smart cities. Blockchains offer an immutable property that bolsters security and aids in the structured
management of distributed ledgers. Nevertheless, ensuring scalability remains a formidable challenge,
especially within decentralized Ethereum systems. Current methods often fall short of offering tangible
solutions, and the scrutiny of Ethereum-based cases reveals persistent deficiencies in addressing scalability
issues due to inherent system complexities, dependency on resource-intensive consensus algorithms, lack of
optimized storage solutions, and challenges in ensuring synchronous transaction validation across a
decentralized network. This paper proposes a foundational scheme underpinned by a unique graph-based
topology and hash bindings for nodes that join the system. The proposed scheme establishes an innovative
indexing mechanism for all transactions and blocks within the IoT framework, ensuring optimal node
accessibility. Transaction and block replications occur over the joining nodes' graphical structure,
ensuring efficient subsequent retrieval. A standout feature of the proposed scheme is its ability to enable
participating nodes to forgo retaining a complete ledger, making it non-reliant on individual node
capabilities. Consequently, this facilitates a broader spectrum of nodes to participate in the consensus
system, irrespective of their operational prowess. This study also offers a novel empirical model for Proof-
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of-Validation (PoV), which reduces computational intricacy and expedites the validation process in stark

contrast to prevailing blockchain systems.

Keywords-blockchain; scalability; graph; Ethereum; immutable; consensus system; Proof-of-Validation (PoV)

I.  INTRODUCTION

Blockchain technology is a distributed ledger or database
system that has gained significant support, primarily due to its
robust data security capabilities [1]. Beyond safeguarding
sensitive transactions, blockchain can accelerate data transfers,
reduce compliance costs, authenticate product origins, and
streamline contract management processes [2, 3]. However,
these advantages come with challenges, since traditional
blockchain models face issues such as increased energy
consumption, susceptibility to malicious activities, regulatory
uncertainties, persistent scalability challenges, and broader
adoption concerns [4-6]. Numerous studies have attempted to
address these impediments, offering innovative solutions [7-
10]. However, scalability, defined as a blockchain's capacity to
handle increasing volumes of transactions and maximize
network node efficiency, remains a critical yet often unsolvable
issue, particularly in decentralized systems such as Ethereum
[11]. Enhancing scalability requires a fundamental reevaluation
of decentralization and security mechanisms within existing
blockchain architectures [12-14]. The block size increases as
the number of transactions increases, leading to a proportional
increase in resource demand [15]. Continuous blockchain
replication across all post-mining nodes consumes significant
network resources. This becomes increasingly problematic in
large-scale networks, particularly in Internet of Things (IoT)
applications, where blockchain data can become unwieldy over
time [16-18]. In addition to these challenges, there is the
economic aspect. Transaction fees in blockchain networks can
be prohibitively high, creating a disparity in transaction
verification priorities [19, 20]. Users who can afford higher
fees gain priority, leading to transaction backlogs for others and
exacerbating the network imbalances that hinder scalability.

In response to these multifaceted issues, this paper
introduces a different computational approach to enhance the
scalability of decentralized blockchains with a focus on
Ethereum. A graph-based mechanism is proposed that
integrates a unique block and a transaction structure supported
by a hash tree. This new technique incorporates a distinct
graphical network layout and an efficient analytical model for
Proof-of-Validation (PoV) at the consensus layer. Further
innovations are also suggested, such as replication strategies at
the storage layer and advanced retrieval mechanisms in the
view layer, all underpinned by a refined reward/penalty system.
The contribution of the current study is multifaceted, focusing
on developing an innovative approach to Ethereum blockchain
scalability. The proposed core is a novel graph-based method
enhanced with hash bindings. This method establishes a unique
network topology specific to decentralized Ethereum
structures. Additionally, this approach includes security
features and distinct analytical modeling. These elements work
collaboratively to ensure scalable and secure operations within
the IoT. Another crucial result is the introduction of an
innovative proof of the validation mechanism. This mechanism
utilizes an auditor node to authenticate blocks and transactions,

significantly enhancing lookups' efficiency. In addition, the
proposed scheme was comprehensively investigated using a
simulation-based test environment. This environment was
designed to rigorously benchmark the proposed design against
existing Ethereum architectures.

A. Different Scalability Approaches

Most recent studies on addressing scalability performance
in blockchain focuses on the following approaches:

1) Typical Scalability Enhancement Approach

According to existing practices in achieving scalable
blockchain performance, two systems have evolved: one is
revising the blockchain structure, and the other introducing
methods outside the blockchain [21]. Blockchain scalability
can be achieved by considering storage management [22],
adopting a parallel multiprocessor to minimize mining latency
and maximize the number of transactions per second [23],
layer-2 solution [24], parallel mining architecture [25], a
generic computational model for assessing blockchain [26],
Byzantine tolerant methods [27], and evaluating the locality of
content to minimize storage cost [28]. On the other hand, in
[29], a directed acyclic graph was proposed to address the
inherent scalability constraints of blockchain, supported by an
accelerator based on parallel memory processing. These
models demand robust computational resources to implement,
which might be an obstacle in resource-constrained
environments. The landscape was further enriched in [30],
which proposed a cloud-centric model to decentralize
Ethereum blockchain frameworks, and in [31], which focused
on cross-sharding techniques for Ethereum 2.0.

2) Machine Learning-based Approaches

Machine learning algorithms can quickly study complex
data patterns by implementing innovative caching strategies to
improve overall system performance and adjust dynamic block
size. In [32], machine learning techniques were used to study
smart contract vulnerabilities via multidimensional feature
assessment. In [33], Ethereum was aligned with a
reinforcement learning model to optimize pricing strategies.
Machine learning, with its potential to reshape conventional
systems, presents a great interest but also inherent challenges.
These issues include extensive resource consumption,
protracted training durations, and a pronounced dependence on
pre-trained datasets, which raises concerns about their
adaptability in liquid decentralized ecosystems. Further
schemes based on machine learning were proposed in [34-36].
In [37], deep learning with a genetic algorithm was proposed,
where multiple machine-learning approaches were studied to
identify malicious events on Ethereum. Such powerful models
carry the risk of overfitting and may sometimes need to be
revised when applied to diverse scenarios.

3) Encryption-based Approaches

Although encryption approaches cannot directly address
scalability, they play a critical role in constructing a robust
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foundation toward scalable blockchain performance by
enhancing security, privacy, and efficiency in various ways. In
addition, the emphasis on encryption methodologies,
highlighted in [38-41], signals a priority to fortify security, but
this often comes at the cost of increased latency.

4) Miscellaneous Approaches

A software-defined network is another unique approach to
improving blockchain scalability by providing a flexible and
programmable network infrastructure. The involvement of
smart contracts is inevitable in blockchain, where software-
defined networks can be used to orchestrate network resources
to support the demand. In [42], the integration of a software-
defined network with an optimized blockchain mechanism
reduced malicious traffic to reduce energy and CPU
consumption ~ while  minimizing operational delays.
Furthermore, game theory can be used to revise blockchain
scalability through various means. The phenomenon of
consensus mechanisms in blockchains can be designed using
game theory, considering the rational behavior of the nodes. It
can also reshape the blockchain incentive allocation process,
improving overall efficiency. Game theory mechanisms
promise reduced storage costs and enhanced network
throughput but come with challenges, especially in
computational intensity [43, 44].

B. Challenges in Scalability

Given the extensive exploration in the literature, several
methods have been proposed to enhance the performance of the
Ethereum blockchain. However, persistent challenges remain,
especially in the realm of scalability.

1) Learning-based Algorithms

Their increasing adoption in blockchains aims to identify
optimal solutions. However, it has challenges such as high
resource consumption, prolonged training times, reliance on
training data for accuracy, and unpredictability in transaction
rates over iterations, rendering Ethereum less suitable for
dynamic decentralized blockchain services.

2) Computational Complexity and Scalability

Current Ethereum systems are based on unstructured
overlays and lack efficient mechanisms for identifying joining
nodes or accessing block content. Transaction and block
lookup mechanisms are non-deterministic, hampering
Ethereum's scalability.

3) Decentralization and Consistency

Many existing schemes delegate block generation to a
selected set of joining nodes, compromising decentralization
and affecting scalability. Inconsistencies arise when distinct
joining nodes append different longer chains, leading to a
significant drop in transactions per second.

4) Storage Complexity

Most strategies have joining nodes that store the entire local
ledger, replicate it, and escalate memory complexity. This not
only burdens storage but also impacts the view layer.

5) Sharding

Sharding, often employed for scalability, splits the system
into subsets of nodes that work on a ledger. Although it
mitigates storage issues, it does not address the intricacies of
communication when a block or transaction is present.

II. RESEARCH PROBLEM

The immutable nature of blockchain technology makes it a
secure bulwark for data, ensuring the orderly management of
distributed ledgers. However, as this field burgeons, achieving
scalability in decentralized systems such as Ethereum presents
a complex challenge. Despite their innovation, current
Ethereum strategies have revealed recurrent scalability issues.
Although learning-based algorithms are promising, they
struggle with extensive resource demands, prolonged training
phases, reliance on preprocessed data, and variable transaction
rates. Such factors render Ethereum less than ideal for dynamic
blockchain operations.

Ethereum's reliance on unstructured overlays poses another
challenge, particularly in accurately identifying new joining
nodes and accessing block content. This inefficiency leads to
non-deterministic transactions and block lookups, exacerbating
scalability problems. The pursuit of decentralization makes
these complexities worse. Strategies that centralize block
generation in specific nodes may improve efficiency but at the
cost of the fundamental decentralized principle of blockchain.
This approach also hinders scalability, mainly when nodes
introduce divergent chains that affect transaction rates.
Moreover, the prevalent storage practice, which requires nodes
to maintain a complete local ledger, intensifies memory
complexity, impacting storage capacity and viewing interface.
While sharding techniques attempt to address storage concerns,
Ethereum needs help managing the communication challenges
associated with transactions or blocks.

In summary, although extensive research in the blockchain
arena has led to significant insights and advances, scalability
remains a formidable challenge, particularly within Ethereum.
This study aims to address these issues by introducing a graph-
based decentralized architecture approach to enhance the
scalability of the Ethereum blockchain. The proposed system
can improve transaction rates per second, throughput, latency,
resource consumption, and computational processing time.

III. MATERIALS AND METHODS

In the proposed scheme, a novel framework to ensure
enhanced scalability towards the usage of Ethereum-based
blockchain operations is developed. Conventionally, there are
various methods to incorporate scalability in Ethereum
blockchain operations, such as sharding, Proof-of-Stake (PoS),
Layer-2 solutions, etc. This study employs the PoS approach,
which is more energy-efficient and permits validators to create
and validate new blocks. Such a transition form minimizes
network resource consumption and leverages scalability. The
proposed scheme was implemented over a distributed scheme
using a graph of nodes indexed with three entities:

e The name of the index.
e The numerical value of the index.

e The IP address of the node.
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The complete formulated graph can search and explore the
address of all nodes characterized by a particular numerical
index (or name of the index) based on its respective numerical
value. The initiator of the search for the node is returned with
the IP address of the corresponding nodes if the formulated
distributed graph consists of the target index. In a different
case, only the IP addresses of the nodes of the highly correlated
indices are returned to the target search.

The proposed scheme assumes that the participating nodes
join the formulated graph in a highly decentralized approach
(Figure 1). It considers a system to be partially synchronized,
which indicates that message delivery and execution speed are
bound within the operational times, achieving partial
synchronization of the proposed scheme. Also, it deploys a
timeout method and initiates the time for the processes to
identify an event of failure in the case of an asynchronous
process without any bounds. The scheme uses three methods to
ensure that all nodes are synchronized in the trusted
environment of Ethereum:

e The primary method uses a consensus approach to agree
with the blockchain state across all nodes.

e The secondary method uses peer-to-peer networking, where
blocks and transactions are broadcasted to the network, and
verification with validation of the nodes is performed.

e The tertiary method uses the PoS system, where validators
offer incentives or penalties to follow the rules.

According to this model, Ethereum considers a block as a
dedicated block, when it successfully verifies the consensus,
followed by appending it to the ledger terminal. In the
proposed system, a dedicated block represents a block
constructed using the consensus layer toward storage. This
means that the block forwards the defined verified consensus,
which is added at the end of the ledger. Hence, the difference
between the standard and dedicated blocks is that the system
generates the former, whereas the consensus layer generates the
latter.

The proposed scheme considers all prior blocks as
dedicated blocks from a time perspective. The proposed
mechanism determines the strength and stability of each joining
node in Ethereum. The term "joining nodes" represents the
participating peer nodes in the proposed graph-based network.
The scheme presents a specific field consisting of the attributes
of joining nodes on the path of a query, with the final node on
the search path assumed to be the outcome of the search
process. Using transactions, each Ethereum is registered by the
joining node with a data object called strength, which can also
be used to perform the updating operation for a new set of
transactions. The variable a signifies the level of financial
assets of the owner, representing the remittance of financial
information (cryptocurrency) between two nodes during
payment transactions.

The cost of generating a transaction is covered using the
stability set of the joining node. Hence, a tuple is constructed,
which consists of a stability set, a strength set, a prior block,
and the numerical value of the index representing information
about all participating joining nodes. Based on the numerical

value of the index, each joining node is visualized as a
connection with other nodes cumulatively represented in this
tuple. The prior block represents the hashed value of the prior
dedicated block, which consists of all transactions currently
undertaken in Ethereum. A hash-binding method is used, in
which a matrix of hash values is formed with a representation
of a data structure capable of reading and writing data. This
mechanism permits one-way data binding, where it is
challenging to derive source information from the hashed value
to offer a degree of data security. It also contains updated
information regarding the strength and stability sets. The
scheme also assumes the use of an authentication technique to
validate the legitimacy of the formulated graph in the presence
of adversaries. Adversaries are further considered to gain
control over a node to some extent while consistently
developing various strategies to introduce lethal attacks on the

system.

Ilni! transaction | | Init Block |
y y
Hashed Hashed
Construct
Indexer value of value of
Transaction Block

v v

Perform Indexing |
graph
Generate Proof Hash values Add prior
of Validated —| are digitally f—| o RO
Search _l signed 9
. IP Address of Blockowner
index Joining Nodes [ J: index of
Auditor Newly Joined
‘ Nodes
[Vatidate Blocks|<e |' Perform Auditing Inclex of new
| | | nodes
| :
Transaction _I Deploy. View hashing
permitter
Fig. 1. The proposed method.

A. Block and Network Structure

This section discusses the novelty of the features associated
with hash-binding in the proposed scheme concerning block
and network structure generation. The scheme considers
transaction y in the Ethereum to be depicted by a tuple (hd, @,
a, Pos, ht, sig). In this tuple, the first entity id is a hash of a
dedicated block in Ethereum to represent the prioritized order
between all blocks and transaction y without dependency on the
synchronization clock. The priority of a block increases over
transactions when indexed with hd. Variable @ represents the
identification of the owner node in the formulated graph that
yields the transaction. Variable a represents the state transition
of the "strength set" of the node (owner). The Pos (Prove-of-
search) represents validated evidence of the search carried out
over the joining node in the formulated graph to explore the
auditor of the defined transaction. The auditor's role is to
validate the block in the proposed blockchain network.
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Variable &t represents the hashed value of transactions, which
is calculated in (1) by applying the hash function over the
concatenation of hd, ®, a, Pos.

ht = hash{hd || ® || a || Pos} (1)

The final variable sig represents the digital signature of the
auditor and the owner, considering its hash value.

In the equivalent process, block 8 of the proposed scheme
is denoted as the tuple (hd, @, cy, Pos, ht, sig). All variables are
the same as previously except for ¢y which represents
cumulative transactions within a block in Ethereum. The hash
value computation for block /¢ is empirically expressed by (2):

ht = hash{hd || ®|| cy || Pos} )

The distinction between (1) and (2) is that the former
represents the hash value of the transaction, and the latter
represents the block's hash value. It should be noted that the
proposed scheme uses the formulated graph to define blocks,
transactions, and joining nodes, leading to accountability and
easy management in Ethereum. This also signifies that a
formulated graph can be used to explore the presence of joining
nodes and their associated transactions and blocks. The
numerical value of the index and the name of the identifier of
the joining nodes are considered in the hash value of a public
key using a hashing function that can resist collision (Figure 2).

/1
I Block3.h
/
Genesis |« Block-1 |« Block-2 [« Block-3 [«4— - B,ni,;arh
genesis.h Block1.h Block2.h Block3.h ‘
null genesis.h Block1.h Block2.h \
1
y3 Block3.h

Fig. 2. Proposed architecture with hash-binding.

The malicious attempt of any intruder is resisted by
enabling topology formulation using an index of nodes where a
uniform localization of joining nodes is performed in the
formulated graph. There are negligible chances of such index
values of nodes being manipulated because indices are
subjected to a hash function towards their public key with
collision-resistant capabilities. This form of hash function is an
arbitrary choice associated with the position of the participating
nodes (or joining nodes), which restricts the decision to allocate
the necessary power of an attacker to manipulate. The index's
numerical value in the formulated graph is its corresponding
hash value ht, whereas the index's name is a prior attribute hd.
The proposed scheme generates a search for the numerical
value of the index associated with the previous attribute hd in
the formulated graph that yields a numerical value of the index,
which is the hash value Ar and the IP address of the joining
node. In an equivalent process, the system can obtain the IP
address of the joining node that bears the information of the
consecutive block (or transaction) in Ethereum from the name
of the index present in the formulated graph. This will also

eventually mean that all consecutive intermediate blocks in
Ethereum will possess their index name in the form of hash
value htz. Such a characteristic ensures that the block updates
the views towards the end of Ethereum by the joining nodes.
This can be achieved by initiating a search towards the name of
the index associated with the end block of the local Ethereum.
The result of this search is a cumulative block of Ethereum
added to the local network along with the currently verified
transactions. An additional contribution of this scheme is that it
does not require the complete Ethereum to be repositioned
locally. The prior and consecutive blocks of the joining node
can be retrieved using only a single-ledger block.

B. Proof of Validation

Unlike the conventional blockchain mechanism, the
proposed scheme formulates a modified PoV mechanism for
Ethereum, using a consensus layer to improve the scalability of
the blockchain. Upon successful validation of the consensus in
the PoV, the scheme verifies the block/transaction. For a
transaction to be validated, it must be part of a verified block
dedicated to Ethereum. PoV requires a fixed number of
auditors to perform the analysis. The hash value At must be
digitally signed by several auditors to validate the
blocks/transactions in the PoV. The operations towards PoV
operations are performed in multiple steps.

1) Generation of Transactions

The task performed by the auditor is of prime importance in
the PoV of the proposed system for each transaction y. The
empirical expression for the numerical value of the index for
the i"™ auditor in the formulated graph is given by (3).

alD, = hash(y.hd || y.® || y.a ||i) ®

oID; is the auditor's index whose numerical information is
searched for by the transaction owner considering the entire
formulated graph. The IP address is only forwarded to the
owner if the system finds the numerical value of the index for
alD; in the formulated graph. Otherwise, joining nodes with the
index's most significant value of numerical information is
forwarded to the owner. The formulated graph further
generates proof of the validated search in either process. The
proposed scheme depicts Pos; as a variable representing
validated evidence of exploration towards the numerical value
of the index of a specific auditor i which further consists of
indexers and cumulative IP addresses of the joining nodes
residing over the exploration path in the formulated graph. The
proposed scheme considers the i auditor the final joining node
that lives in an exploration channel to the auditor node alD;.
The transactions are further appended with the evidence of a
validated search by the owner of the transaction carried out for
all auditors, followed by an evaluation of the hash value ht. The
hash values At are further digitally signed, and the generated
value is added to the prior signature value sig.

Furthermore, the transaction owner seeks to verify
transaction y to auditors, who later assess its authenticity and
correctness. The outcome of the validated transaction is
confirmed by the signature received by the transaction owner
on the hash file or denial from the auditor. The advantages of
this transaction operation are the following.
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e The proposed scheme ensures a better form of robust
transaction with the condition that states that the prior value
hd should consistently direct towards the dedicated and
audited hashed block considering the ledger, where there is
no presence of any form of consequent blocks with any
owner's transaction.

e The proposed transaction y is considered to offer higher
precision with the condition that the verified transition state
of the owner is represented by a attribute.

e The proposed transaction also ensures higher precision
towards the value of hash hr where digital signatures are
verified along with authentication Pos associated with all
the auditors of a given transaction j.

e The proposed transaction strategy allocates rewards to all
nodes that participate in the auditing process.

The proposed system represents the transaction if the field
of strength depicts an authenticated transition state associated
with the owner's financial assets. Moreover, (1) is used to
assess the authenticity of the hash function by cross-checking
the presence of authenticated and legitimate digital signatures.
However, adopting this feature requires the owner to have
sufficient resources to obtain this validation service. The
numerical representation of the index assigned to transaction y
is (y.hf), and the name of the index for transaction y is (y.hd)
which is further appended to the end of the ledger, offering
more chances of being discovered.

2) Verification of Blocks

The proposed scheme considers the block's owner
generated by the joining node in Ethereum. Consider y,, as the
minimum number of transactions; the block owner adds the
newly generated blocks to the ledger as a new block f.
Eventually, the cumulative transactions ¢y now include the new
block . The numerical value of the index associated with the
specific auditor is computed by the block's owner considering
the prior hash value, that is, hd which is now added at the end
of the ledger. The system allows the PoV auditor to assess the
consistency and authenticity of block £ upon receiving the
request to carry out validation. The auditing is expressed by

alID, = hash(hd || ® || cy || i) 4)

This equation highlights the auditing mechanism, which is
nearly equivalent to a transaction. The prime contribution of
the proposed verification scheme is that it offers a higher
degree of consistency because its prior hash value hd is
directed to the existing end of the Ethereum chain. There is also
a higher possibility of inconsistency, as the current end of
Ethereum could only be updated while verification was carried
out for the newly generated blocks. This problem can be solved
by continuously monitoring the end of the ledger's updates
using an arbitrarily selected PoV auditor. Finally, the validated
block f is included in the formulated graph by the owner, who
is further rewarded for this act. The term reward represents a
constant attribute of the proposed scheme that rewards nodes
that participate in producing Ethereum blocks. The proposed
scheme considers a higher reward generation value than

internal validation processing to simplify the validation
process.

3) Replication

To make the proposed scheme highly efficient, it must have
greater availability and retrieval capabilities. To this end, the
local storage unit enabled by the owner is where blocks or
transactions are replicated. The system also replicates the PoV
auditors, and all selected entities are forwarded to formulated
graphs. By performing this selection and updating the graph,
every participating joining node can carry out the process of
efficient exploration of blocks and transactions. The scheme
also ensures at least one trustworthy replicate for each block
and transaction. Therefore, the replication process is such that
the complete information of the ledger does not require access
or storage. The entire access mechanism is on demand, based
on each block and transaction.

4) Retrieval Technique

From an application perspective, the proposed Ethereum
scheme offers an improved view of joining nodes by permitting
them to join the network. The proposed scheme uses a "view
permitter" for novel joining nodes arbitrarily selected for
sharing Ethereum views. The numerical value of the index is
computed using the novel joining nodes via the view permitter.
Assuming njn and nulD are newly joined nodes and the
numerical value of the index, respectively, this study considers
njn.nulD as the numerical value of the index associated with
the novel joining node. The view permitter vp; is the index's
numerical value for the /™ view permitter. In the graphical
structure, the proposed scheme determines the numerical value
of the index of vp; by computing a validated exploration
process in Ethereum. The new joining nodes are contacted
based on the search outcome, and information about their view
is acquired. An iterative process is permitted for the value of i
to accomplish a stabilized view of the blocks. The mechanism
for securing the view is defined by

vp, = hash(njn.nuID | i) 3)

The " view permitter identity is generated by hashing njn
nulD and i. Local views must be updated with new block
entries to survey the updates of the cumulative joining nodes.
This part of the implementation offers a direct extraction of the
updated joining node state by other joining nodes without any
dependency on monitoring newly joined ledger blocks. This
saves sufficient computational time and contributes
significantly to enhancing the scalability of its operation. This
operation is performed by considering each new block
represented by different numbers of graphical nodes based on
unit transactions. These are termed indexers of transactions,
where indexers represent the positions where the data are
stored in blocks of Ethereum. In addition, the transaction block
retained within the dedicated block of Ethereum is described as
an indexer with n/D=y.®. The block owner incorporates the
transaction indexer nodes correlated with each block, followed
by a replication over the auditor of the PoV block. The
proposed scheme removes the indexer node from the graph,
which the owner and all auditors compute using a decentralized
approach. However, the proposed scheme identifies a malicious
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event if a new update is received and the termination of the
indexer does not follow it. It should be noted that the process of
removal of the indexer is performed by the auditors of the PoV
and block owners with a buffer period of certain blocks while
witnessing new transactions. The proposed scheme also adopts
a measure to address any possibility of network-based artifacts,
such as asynchronicity. In this process, some of the addresses
of blocks can be eliminated when the PoV's auditors and the
block's owners record a new transaction. By undertaking this
operation, PoV auditors and block owners are facilitated with
buffer time to search for new updates without threat. The
system assumes that the interval size of the block is constant
and can be customized based on any Ethereum-based
application.

5) Reward Allocation

The proposed scheme has an exclusive mechanism for
allocating rewards and penalties to control the risk factors
associated with the decentralized usage of Ethereum. It should
be noted that the security assessment of the transaction block is
performed by the PoV auditor, which is arbitrarily selected
through the consensus layer. The possible actions of an attacker
are authenticated through the PoV. For this purpose, the ledger
gains possession of an invalid block to identify the possibility
of a threat. When the proposed scheme works according to the
operation stated until prior modules, it is deemed to follow a
routine operation; however, a malicious operation can be
noticed when the defined operations are violated. The severity
of a malicious operation can be assessed by the PoV auditor,
arbitrarily selected by determining the blocks or transactions
that have been submitted. The scheme configures the functional
attributes of Ethereum in a unique form that does not allow any
malicious node to win the trust of the PoV auditor. The
identification module immediately alerts to any malicious event
that has not bypassed the PoV as an intruder. Each joining node
can assess the legitimacy of the other joining nodes by acting
as an auditor and achieving a reward if the report of a malicious
event is valid. Apart from the auditor's specific task, every
joining node can assess the legitimacy of the other. When an
auditor identifies a positive malicious event, particular
evidence of this transaction is generated by an auditor in the a
field, subject to an equivalent PoV validation. The idea is to
assess the validity of malicious events reported by joining the
nodes. After verifying the transaction, it is positioned on a
dedicated ledger block. Concurrently, the system assigns a
penalty to the joining nodes if they generate malicious events.
Finally, the joining nodes are blacklisted and separated from
the normal joining nodes.

IV. RESULTS AND DISCUSSION

Using Python, the proposed scheme was evaluated with
2000 nodes with variable block sizes of 10-50 transactions,
considering 1000 transactions for each node. Analysis was
performed in a 64-bit i5 Windows environment with 16 GB of
memory. The proposed scheme incorporates an amendment to
conventional Ethereum by revising a unique form of block
structure in a decentralized manner and hash-binding to address
possible security vulnerabilities. In short, this amendment
offers higher scalability and extensive decentralization without
producing a novel architecture. The idea is to provide effective

decision-making to facilitate all joining nodes with fair chances
of participating in consensus without much dependency or
affecting their stake.

A. Assessment Environment

As the proposed scheme introduces a novel Ethereum-
based blockchain design, a benchmark analysis should be
performed and compared with existing Ethereum-based
blockchain approaches. Thus, this study considers three sets of
discrete Ethereum-based blockchain operations as existing
systems and selects the following approaches.

1) Enterprise Blockchain (EBC)

This method was proposed in [45], achieving the
immutability characteristic of the blockchain along with
decentralization. This approach models zero dependency on
any intermediaries, while edge devices trade the data in IoT
with third parties. Encryption is computed using Advanced
Encryption Data in a cloud environment. The results showed
low latency and effective resource utilization. The primary
motive for selecting this model is its simplified methodology,
adopted most frequently by existing schemes.

2) Extended Secure Searchable Encryption (ESSE)

This model was introduced in [46], where machine learning
was adopted to offer better performance in IoT-based
healthcare use cases. The model applies homomorphic
encryption to secure the search within its database, whereas a
trust factor is integrated with the blockchain to improve
security performance. This model uses convolution neural
networks and Long Short-Term Memory (LSTM) to identify
threats in the blockchain. The analysis considers 100 blocks
over the hyperledger fabric using Ethereum to access different
information such as the cost, the number of transactions, the
resources, and others, over 5000 iterations. The main reason for
adopting this model is that most existing security schemes
adopt deep/machine learning approaches, with promising
results in terms of security and efficiency. Hence, adopting this
approach for comparative analysis ensures a high degree of
effectiveness assessment for the proposed approach.

3) Ethereum-based Shared Manufacturing (ESM)

This model was discussed in [47], where the concept of
shared manufacturing was shown to achieve better
immutability properties on the blockchain. The model
discusses cross-chain transactions and can be applied to a
large-scale production unit with a faster mechanism to assess
smart contracts. It offers a higher scalability score over the
practical environment of the consumer side chain, where
Ethereum relates to the conventional side chain to accomplish
the outcome. The outcome was assessed in terms of service
costs and service time. The primary reason for selecting this
model for comparative analysis is that the model exhibits the
most simplified Ethereum implementation towards a practical
manufacturing environment with effective scalability scores in
its performance.

Table I highlights the differences and similarities between
all the critical elements involved in the proposed and existing
schemes. Although all schemes have similar agendas to address
identical security problems, their methods differ significantly.
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The three models for comparative analysis must be assessed
initially in a discrete test environment. Therefore, minor fine-
tuning was conducted as follows:

e All existing schemes were converted into Ethereum
functions in the same developed environment where the
proposed system is implemented.

e The sizes of the blocks, data size, transactions, etc. were
homogenously considered uniform for both the proposed
and existing schemes to arrive at unbiased outcomes over
multiple performance metrics.

e As the use cases of all existing studies differ, existing
approaches extract only the core implementation approach
and discard the different use cases to arrive at a uniform
decentralized blockchain implementation. The operations
conducted by the proposed scheme are mainly associated
with the construction and joining of a formulated graph in a
hash tree, performing an initial configuration for a new
node to participate in the blockchain network, the validation
of blocks and transactions, and storage.

TABLE L SCHEME DIFFERENCES AND SIMILARITIES

Differences Similarities
Encryption: AES

EBC Signature: Elliptical Curve Digital
[45] Signature

Attack: Cyberattacks

Encryption: Homomorphic

ESSE Signature: Attribute-based signature . s
[46] K Design: Decentralization
Attack: Replay attack .
n - Problem: Data security
Encryption: Nil .
ESM . . . Focus: Access control
[47] Signature: Identity-based signature
Attack: Side-channel attack
Encryption: Via hashing
Proposed Signature: Novel & simplified

signature
Attack: Al-based cyber threats

B. Discussion

The experiment was conducted with regard to standard
performance metric parameters such as transactions per second,
throughput, latency, resource utilization, and processing time.
The results were analyzed to assess the impact of the proposed
model on the scalable performance of the Ethereum-based
blockchain design. The proposed model is expected to maintain
higher security strength and sustainability toward consistent
transactions in an extensive IoT network.

1) Analysis of Transactions per Second

Regarding transaction performance, the proposed scheme
offers improved transactions per second. Each blockchain (both
proposed and existing) was allowed to be iterated for 2000
simulation rounds, where the transactions were recorded for
each approach (Figure 3).

According to Figure 3, the proposed scheme offers more
transaction support than ESM, because the ESM mechanism
involves exploring cross-chain technology, where a frequent
assessment demands the prosumer's supply and demand
structure. This operation is slightly iterative, and its reliable

parameters are frequently altered, thereby degrading the
number of transactions when exposed to a large IoT
environment. Hence, ESM is suitable for small-scale
decentralization with homogeneous data management. This
problem is addressed using a neural network-based approach in
ESSE, where a hybrid deep-learning-based approach can offer
more transactions than ESM. However, issues regarding a large
stream of incoming heterogeneous data still need to be
addressed, where training operations must be re-performed for
predictive analysis. Hence, the ESSE scheme is suitable for
small-to-medium-scale decentralized blockchain applications
with fewer chances of significant data fluctuations. Moreover,
the mechanism discussed in EBC is one of the most simplified
architectures of Ethereum and uses a conventional encryption
method.
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Fig. 3. Comparative analysis of transactions per second.

In addition, advanced encryption protocols offer more
hardware acceleration, which is suitable for meeting large-scale
security demands in IoT. This mechanism suits medium-scale
decentralized blockchain operations, where the core system can
govern the upper and lower time-window limits. However, the
pitfall of this approach is that its vital management mechanism
still needs to be executed on centralized logic by the manager
node, which is finalized during data transfer.

On the other hand, the proposed scheme introduces an
entirely novel scheme of decentralized Ethereum graph
topology, unlike any of the above-mentioned existing schemes,
offering more importance on indexing the name and numerical
value of the blocks. A closer look at the empirical expression of
the proposed scheme shows that a similar evaluation of the
verification of blocks and transactions is used with a slight
change in its input argument, which makes the process work
relatively fast and reliable. This results in less dependency
while verifying the hashed block and transaction data,
supporting a more significant number of transactions in each
unit of time. Most of the execution involved is based on
assessing the conditional logic, which reduces the
computational effort and ensures a faster validation period to
process the maximum number of blocks. In addition, the hash
data update mechanism is instantaneous and memory efficient,
supporting the following stream of incoming data in the IoT.
Hence, the proposed scheme offers highly scalable
performance towards a large data stream without sophisticated
operation.
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2) Throughput Analysis

The proposed scheme considers the use case of an IoT,
where the throughput is computed for participating IoT nodes
that use the proposed Ethereum operation. The idea is to
explore the impact of newly incorporated features in Ethereum
on data transmission performance in [oT.

Figure 4 illustrates that the proposed scheme offers
significantly better throughput than EBC, ESSE, and ESM. The
reason for such throughput scores is as follows: ESM claimed
to provide higher transaction throughput in its environment,
where decentralization entirely depends upon cross-chain
technology. However, when exposed to the proposed
assessment environment, significant data are omitted from the
record-off-chain, where the sharding principle is used for
scalability. Unfortunately, the validation is highly time-
consuming, and more computational effort is required, as it still
needs to be feasible to support individual shards in interacting,
resulting in potential declination toward throughput.
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Fig. 4. Comparative analysis of throughput.

ESSE uses LSTM along with CNN to better diagnose faults
in predefined attack models. However, when subjected to the
proposed environment, learning models perform well in
intrusion identification if they are well-defined during training.
When analyzed with arbitrary attack values, the training time
shows a slight improvement. More resources and operational
blocks are involved in validation, resulting in a slightly
increased throughput compared to ESM. EBC is a simplified
architecture that is operationally found to sustain medium
classes of a network but not higher classes. This is the main
reason why EBC performed suboptimally compared to ESSE.
However, the proposed scheme delivers improved throughput.
This is due to the decentralized block management and the
transmission of blocks for validation. The proposed scheme
considers the transaction minimum to be incorporated within a
block during the initial rounds, which enables scalability based
on the formulated graph.

Further allocation of rewards/penalties ensures proper
operation of block management in a decentralized manner,
which significantly ensures the contribution of all parameters to
accomplish a common objective of scalability by improving the
graphical structure for maximum coverage. Hence, the
throughput continues to increase, even under peak traffic
conditions. Additionally, the involvement of PoV auditors
assists in effectively replicating blocks that render better search
operations with faster retrieval techniques. Another
justification for the better throughput in the proposed scheme is

its independence from monitoring the trace of novel ledger
blocks, enabling each joining node to retrieve the updated
information of another joining node of equivalent interest.
Hence, better data transmission performance is ensured.

3) Analysis of Latency

Latency is another performance metric that indicates better
scalability performance in the proposed scheme. It is computed
by assessing the duration between the transaction submission
and the conformance of the IoT network considered. The
scalability of the blockchain is significantly affected by
latency. The optimal latency performance is a direct indication
of superior scalability in a decentralized blockchain
implementation environment. Figure 5 shows that the proposed
scheme offers significantly reduced latency compared to
conventional blockchain techniques. The proposed scheme
comprises a more significant number of conditional checks and
a smaller number of computations using hashing and
validation. This significantly reduces its latency.
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Fig. 5. Comparative analysis of latency.

4) Analysis of Resource Consumption

Resources such as energy and bandwidth consumption were
considered. As the scheme was evaluated in a large IoT
environment, it is evident that resource consumption gradually
increases with increasing transactions. However, optimal
scalable performance will always maintain a higher
consumption score within a tentative limit. Figure 6 shows that
the proposed scheme offers a reduced consumption of
resources compared to existing schemes. ESM manages global
and local blockchain information split under four different
layer-based operations. The local operation is performed for the
physical, cyber, and decision layers, whereas the global
operation is performed for the service layer. Therefore, it
increases the dependency of computational resources to interact
with each layer, whereas negotiation operations between
operators and consumers have more validations under a unique
discovery contract. Although this offers significant security, it
is associated with substantial computational costs. ESSE
encounters a similar problem, where most of the iterative
training operations consume more resources.

Further adoption of homomorphic encryption in EBC
requires a dedicated backup of the client-server application,
which linearly increases dependency on resources. In contrast,
the proposed scheme introduces a formulated graph that
generates indexers without dependence on calling the data into
any intermediate validation task. This significantly reduces the
dependency on energy, memory, and bandwidth consumption.
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The proposed scheme ensures reduced energy consumption due
to the adoption of fewer iterations. The proposed scheme
ensures lower bandwidth consumption using transaction
indexers and distributed hashing. Reduced memory
consumption is achieved by splitting blocks based on the
number of nodes, whereas existing shardless schemes only
consider blocks. Eventually, the proposed scheme ensures the
accessibility of transactions and blocks with a higher
probability at any specific time.
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Fig. 6. Comparative analysis of resource consumption.

5) Analysis of Processing Time

Processing time refers to the overall time required for the
proposed blockchain operation to be completed. Observations
were performed for 500 iterations and averaged. The lower the
processing time is, the higher the supportability towards
scalable performance.
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Fig. 7. Comparative analysis of resource consumption.
Figure 7 shows that the proposed scheme offers

significantly reduced processing time compared to existing
blockchain operations. Due to the adoption of a unique
topology in the graph, faster update, faster validation process,
and reduced iterative operation, the proposed scheme offers a
shorter processing time, potentially assisting in achieving better
scalability performance. It should be noted that the designed
environment for assessment was run in a simulation-based
model, where the churn trace of Ethereum was considered for
each node with an anticipated duration of 3 hours to generate
the first round of transactional details. Furthermore, it was
simulated over a variable size of nodes and joining nodes,
where an extensive simulation was carried out to understand
the outcomes. The proposed scheme was evaluated from the
security perspective of service, data availability, integrity, and
privacy. The data integrity and privacy of the proposed model
represent a visualization of the joining node from the
perspective of the ledger nodes that are not altered. It is

dedicated only to new blocks associated with the authenticated
number of transactions to the existing end of the ledger node,
based on authentication by the auditor of the PoV module.
Hence, no node other than the validator or authorized joining
node is allowed to perform validation checks. The availability
of the dedicated block was ensured to be always accessible.
The proposed system assesses the availability of services in the
form of consensus availability. Service availability represents
all the regular nodes that execute their operation according to
the protocols defined in the proposed Ethereum design in the
presence of an honest auditor node of the PoV. This is done to
authenticate the genuity of the blocks and transactions.
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Fig. 8. Comparative analysis of processing time.

Based on the previously stated results, the proposed model
offers higher data privacy and integrity preservation, even
when an adversary's power to disrupt the system is
exponentially increased. It should be noted that if a similar
adversarial power is implicated in conventional Ethereum or
Bitcoin models, the blocks and transactions are entirely
compromised in terms of data integrity. This is evidence that
the modified PoV model controlled by an auditor is a
significant novel contribution toward enhanced data security,
which is absent in the conventional blockchain architecture.
The proposed PoV model is more capable than the validation
operation performed by traditional hashing in the hyper ledger.

The deployment environment was also assessed on a large
IoT environment with a distributed cloud system over millions
of transactions for thousands of nodes and 50,000 blocks. It
should be noted that the proposed scheme offers only 15 MB of
storage overhead for each participating node to manage the
blocks and transactions and retain the security strength of the
proposed Ethereum design. Hence, greater storage space
optimization is obtained by adopting the proposed scheme, in
contrast to the conventional architecture of a centralized or
decentralized blockchain. The storage overhead recorded for
the traditional scheme is approximately 8 GB for each node
evaluated in a similar test environment. The proposed scheme
was evaluated for various functional operations during the
configuration and validation stages. The duration of the data
retrieval was approximately 370 ms in the proposed assessment
environment. It was confirmed to be approximately 320 times
faster when configuring a new participating node than
conventional  blockchain  operation, which consumes
approximately 4-5 hours of run time.
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V. CONCLUSION

With its transformative potential to ensure data security and
structured ledger management, blockchain technology faces a
quintessential challenge to scalability, especially within
Ethereum-based decentralized systems. This study mitigates
this problem by proposing a graph-based decentralized
mechanism specific to the Ethereum blockchain, which
integrates the concepts of graph topology, a modified Proof-of-
Validation (PoV) model, and memory utilization techniques.
Such a combination creates a unique scheme that can overcome
the limitations of existing models. This was evidenced by the
benchmarked results achieved in terms of throughput, latency,
resource consumption, and processing time. Furthermore, the
strategic liberation of nodes from maintaining a complete
ledger not only streamlines storage but also bolsters the
system's adaptability to the dynamic demands of the IoT. The
balanced approach ensures that no node, regardless of its
hashing capacity, faces undue burdens and preserves the
decentralized essence of blockchain while enhancing
scalability. Although the proposed model exhibits significant
strides in scalability enhancement, future research directions
should involve deeper investigation into refining the
authentication techniques, exploring adaptive algorithms to
further optimize the graph topology in real time, and devising
advanced security protocols to counter evolving adversarial
strategies. The ternary scope of future work will include trust-
based policies as an additional supplement to significantly
strengthen hashing. Further studies can be conducted to
optimize blockchain operations for streaming services.
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