Engineering, Technology & Applied Science Research

Vol. 14, No. 6, 2024, 17761-17768 17761

Hierarchical Models of Information Systems
Security Metrics: A Comparative Sectoral

Approach

Ansar Daghouri

Interdisciplinary Research Laboratory in Sciences, Education and Training, Higher Education and
Training School, Hassan I University, Settat, Morocco
ansar.daghouri@uhp.ac.ma (corresponding author)

Khalifa Mansouri

Laboratory: Modeling and Simulation of Intelligent Industrial Systems, ENSET of Mohammedia, Hassan

II University, Casablanca, Morocco
khmansouri @hotmail.com

Received: 2 August 2024 | Revised: 5 September 2024 and 8 September 2024 | Accepted: 14 September 2024

Licensed under a CC-BY 4.0 license | Copyright (c) by the authors | DOI: https://doi.org/10.48084/etasr.8401

ABSTRACT

Information system security metrics are critical in assessing and mitigating data protection risks.
Executives must improve the security of their information systems. However, it is important to note that
there is a wide variety of metrics available and that generic measurements may not be effective for the
broader enterprise. This article provides an overview of information system security metrics and
introduces a novel hierarchical model for them. Adopting a comparative approach across five sectors
(health, finance, industry, government, and education), the Analytical Hierarchy Process (AHP) was used
to design and evaluate the model in each sector context. The objective was to identify the variation in
security criteria based on the sector. The results obtained confirm that the criteria weights vary according
to the sector involving a change in the hierarchical evaluation model.
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I. INTRODUCTION

In today's digital age, ensuring the security of Information
Systems (IS) is a critical concern for organizations across
multiple sectors [1]. Pursuing relevant and effective
cybersecurity measures in this complex landscape presents an
ongoing challenge [2]. The literature offers numerous security
metrics used in various fields [3], but most of them are
irrelevant or ineffective. An example of a commonly utilized
metric is the number of viruses detected or deleted in a firewall,
which lacks usefulness as it does not provide information on
the number of undetected viruses [4]. IS security has become a
crucial foundation for any organization, ensuring data
confidentiality, accessibility, and integrity [5], as well as
protecting processes and operations [6]. However, as cyber
threats continue to evolve and businesses adapt to technological
advances, it is imperative to enhance the current IS security
metric models [7], especially in diverse sectoral contexts. This
justification relies on several crucial aspects. First, the diversity
of sectors indicates unique requirements and risks regarding IS
security metrics [8]. Generic models often fail to capture
sectoral nuances, which can result in unaddressed
vulnerabilities [9]. This study aimed to examine sectoral
differences and develop a hierarchical model adapted to each

context, providing a more targeted and effective approach.
Technological advancements have led to the emergence of new
threats and vulnerabilities, necessitating a constant review of IS
security metrics [10]. The proposed hierarchical models aim to
evolve with these changes, providing greater flexibility and
data adaptability to address emerging security challenges. This
vision is crucial for optimizing the effectiveness of information
security metrics and proactively addressing industry challenges
[11]. In summary, this study is a necessary response to the
evolving threats and sector-specific needs related to
information security. Hierarchical models were developed and
compared across five sectors, namely health, finance, industry,
government, and education, to offer innovative solutions that
enhance IS security resilience within modern organizations.

This study introduces a novel hierarchical model for
information system security metrics, which has been
specifically designed to address sector-specific needs. The
model is structured into three levels: strategic, tactical, and
operational. The strategic level is concerned with the
overarching governance and policy frameworks, whereas the
tactical level addresses operational mechanisms such as data
protection and incident management. The operational level
addresses technical aspects, including the security of networks
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and applications. The innovation of this study lies in its sector-
specific comparative approach, which employs the AHP
method to evaluate and adapt the model across five distinct
sectors. This approach not only elucidates sector-specific
variations in security criteria, but also provides a flexible
framework that is amenable to adaptation in response to
emerging threats and evolving regulatory requirements. The
integration of these elements into a unified model signifies a
substantial advancement in the adaptation of security metrics to
a multitude of organizational contexts.

II. LITERATURE REVIEW

A. Security Metrics

A metric is a measurement unit that aids in decision-
making, enhancing performance and accountability by
collecting, analyzing, and reporting relevant data [12]. In terms
of security, metrics are a collection of quantitative and
qualitative measures employed to evaluate different aspects of
cybersecurity [13]. These measures aim to objectively evaluate
the strength of systems, networks, applications, and security
practices [14]. Security metrics quantify different aspects, such
as security control performance, policy effectiveness, attack
resilience, and compliance with standards. Security metrics
cover areas, such as confidentiality, integrity, availability,
authentication, security, and awareness [15], each offering
specific criteria to assess IS security. There are multiple
guidelines available for organizations to follow when
implementing security metrics. Some of the frequently
referenced standards are [16, 17]: ISO/IEC 27001 [18],
ISO/IEC 27002 [19], NIST SP 800-53 [20], COBIT (Control
Objectives for Information and Related Technologies) [21],
and ITIL (Information Technology Infrastructure Library) [22].
Assessing and quantifying cybersecurity is vital to protecting
systems and ensuring the safety of confidential data. According
to the literature, several metrics that provide a comprehensive
view of an organization are available [23-25].

e Vulnerability metrics are a crucial component in evaluating
the strength of a system. They enable the quantification of
the identified vulnerabilities, the duration required to
resolve them, and other factors related to system security.

e Threat detection metrics assess how well threat detection
systems perform. This category consists of metrics such as
the detection rate of threats and the rate of false positives,
providing important information on how well a system can
detect suspicious behavior.

e Compliance metrics assess compliance with security
standards and regulations. Such metrics gauge how well an
organization follows set standards and ensure effective
information governance practices.

e Security incident metrics evaluate how often and how
serious security incidents are. They are crucial for
determining an organization's ability to withstand threats.
This group of measures also covers incident response time,
which is essential for reducing potential harm.

e Patch management metrics assess the efficiency of patch
management by gauging the speed at which patches are

discovered, tested, and implemented to maintain system
robustness.

B. MCDM Methods

Multi-Criteria Decision Making (MCDM) is an analysis
method deployed to solve complicated problems utilizing
numerous criteria [26]. This section aims to create a strong
base by presenting the fundamental concepts of MCDM and
conducting a thorough examination of the AHP [27], which
will serve as a guide for assessing alternatives. The reason for
choosing the AHP is that it is well-suited to the hierarchical
and complex nature of this decision problem, has a systematic
way of conducting pairwise comparisons [28], is flexible,
includes consistency checks, is widely applicable, and
promotes stakeholder participation. All of these factors work
together to strengthen the reliability and credibility of this
decision framework.

1) The Analytic Hierarchy Process (AHP)

Created by Thomas L. Saaty [29], AHP is based on the idea
of simplifying complex decisions by breaking them down into
a series of simpler comparisons. This systematic classification
system helps to represent the relationships between the
elements of a decision. The following steps outline the AHP
[30-31]:

o Establish the hierarchy by recognizing the ultimate goal
(O), criteria (C), and alternatives (A) and arranging them in
a hierarchical format.

e Pairwise comparisons involve comparing elements with
each other and indicating their relative preferences using a
scale from 1 to 9. Next, a matrix is created to compare the
criteria and another matrix to compare the alternatives:

Ai; e Qqp

ey

o T

where a;= 1 when { =j and aj = 1/61,]

e Calculate the average of each column of the comparison
matrices to obtain the relative weights for both criteria (W)
and alternatives (W,). Then, calculate the weight vector for
the criteria using:

w, =1/, 21 Cyj 2)
where n is the number of the criteria.

e Aggregate the weights to obtain the final weights of the
criteria (Wepna) and alternatives (Wagng) using:

Werina = Ym = Ve 3)
where m is the number of levels in the hierarchy.
III. METHODOLOGY

A. Purpose of the Study

This study aims to develop, improve, and evaluate
hierarchical models of information security measures
employing a comparative sectoral approach. The AHP is
deployed to combine the criteria (subcriteria) of the
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hierarchical model to detect important weight differences. Data
were collected from the five sectors utilizing an online survey.
This study focuses on the fields of health, finance, industry,
government, and education, deliberately selected to provide
thorough insights into the efficiency of the hierarchical models
in various organizational settings. These sectors were chosen
based on:

e Strategy Significance: Each of these industries has an
essential role in both society and the economy. The health
and financial sectors are crucial foundations, with industry
and government fueling economic growth. Education is
essential for future development. By selecting these
industries, the study focuses on critical strategic areas.

e Variety of Sensitive Information: These industries manage
and store a substantial amount of sensitive data. The
healthcare field handles private medical data, the financial
sector oversees important financial information, the
industry manages proprietary trade information, the
government deals with sensitive national security data, and
education stores the personal information of students,
professors, and employees.

e These sectors differ in organizational complexity, which
requires for hierarchical models to be flexible.

e Regulations often impose strict data security measures on
the chosen sectors. Thus, hierarchical models must consider
these regulatory constraints, which are specific to the sector
they need to comply.

e Each sector individually encounters different vulnerabilities
and threats. An example is how the financial industry is
often a common target for financial scams, whereas the
healthcare industry is at risk of cyberattacks targeting
medical information. It is crucial to consider these specific
challenges when creating hierarchical models.

e Inter-sectoral learning: Comparative analyses across
various sectors can help promote intersectoral learning. The
lessons learned in one industry can be modified and
implemented in different areas, promoting a joint and
interdisciplinary method to secure information systems.

B. Methodology

The method followed consists of the following main steps,
as summarized in Figure 1.

e Explore existing IS security metrics and standards by
examining existing models and frameworks in the literature
related to IS security with a particular focus on hierarchical
aspects.

e Analyze the security metrics used in the five sectors (health,
finance, industry, government, and education).

e Propose a hierarchical model of IS security metrics that
takes into account the complexity of sectoral environments.

¢ Conduct a sectoral comparison by applying the model to the
five sectors considering the specificities of each. Use the
AHP to identify significant variations in security
approaches.

e Assess the effectiveness and applicability of the proposed
hierarchical model in terms of measuring IS security
metrics across diverse sectors.

Systematic Literature
Review

v v v

Analyzing current
sectoral metrics

Identifying meta-
metrics and criteria

Identifying Information
Systems Security Metrics

Developing
hierarchical model
for expressing IS

Conducting
sectoral
comparison

l

IS security metrics analysis
and assessment

Fig. 1. The method.

C. The Proposed Model

The proposed model is inspired by information security
management principles and cybersecurity best practices. The
concepts incorporated can be linked to various information
security standards and frameworks, such as ISO/IEC 27001,
ISO/IEC 27002, NIST SP 800-53, COBIT, and ITIL. The
proposed model for evaluating IS security metrics is based on
stratification into three distinct levels, as shown in Figure 2.
Each level represents a crucial aspect of security and
contributes cohesively to the overall organizational security
posture.

e Strategic level: The strategic foundation includes important
aspects, such as information security governance, security
policies, standards, and regulatory compliance. This layer
establishes the overall structure, defining the organization's
directions and commitments regarding security. It also
integrates the key elements of resource and risk
management.

e Tactical level: At the tactical level, the focus is on the
concrete operational mechanisms that support IS security.
This includes data protection, access controls, threat
management, intrusion  detection, and  incident
management. These operational elements are essential for
the effective implementation of policies and standards
defined at the strategic level.

e Operational Level: Finally, this level focuses on the
technical and technological aspects of security, including
network, system, and application security. Daily activities
at this level involve elements, such as firewalls, patch
management, application security testing, and real-time
monitoring to maintain a secure environment.
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Iv.

Information System Security Metrics

Fig. 2.

RESULTS AND DISCUSSION

A. Implementation of AHP

As depicted in Table I, the hierarchical model consists of
three levels, each composed of a set of criteria that are further
decomposed into subcriteria. A questionnaire survey was
conducted to collect data from decision-makers in the five

sectors.
TABLE L. HIERARCHICAL PRESENTATION OF CRITERIA
Criteria Subcriteria

Information security
governance (Cy;)

Security policies (Cyy1), Security standards (Cy;»),
Regulatory compliance (C,3), and Risk management
(Cia)

Resource
management (Cj,)

Security budget allocation (C,;), Dedicated security
personnel (C»,), and Training and awareness (Ci23)

Data protection(Cs;)

Access controls (Cy1), Data encryption (Cy2), Identity
and access management (C,;3), and Physical security of
equipment (Czy4)

Intrusion detection (C»;), Network monitoring (Cx),

Threat Vulnerability management (Ca,3), and Activity log
management(Ca,) .
analysis (Cy4)
Incidents Incident response plan (C3,), Incident simulation tests

management (C,3)

(C232), Incident reports (C»33), and Post-incident
analysis (Cpas)

Network security
(&)

Firewalls (Csy;), Wireless security (Cs;2), Content
filtering (C3;3) and Network intrusion detection (Cj4)

System security (Cs,)

Match management (Cs,;), Antivirus and antimalware
(Cs22), Secure system configuration (Cs,3), and System
monitoring (Cszs)

Application security
(&)

Application security testing (Cs31), Application access
controls (Cs3,), Secure development (Cs33) and
Certificate management (Cj34)

Monitoring analysis
(&)

Log analysis (Cs41), Real-time monitoring (Css,),
Abnormal behavior detection (Cs43), and Compliance
reports (Cias)

. —>
:i Tactical Level —
~——

Operational Level

_— Information
security governance
————> Strategic Level
)
Resource

e
manag ement

~—

! S
Data protection

v

~—
)

Threat management

.
Incidents

management

.
Network security

[ —
.
System security

[
)

Application
security

—

Monitoring analysis

~——

The proposed model.

1) The Health Sector (Sector 1)

Based on the hierarchical model presented in Table I, and
following the steps of AHP, Figure 3 portrays the pairwise
comparison matrix for this sector.

1 3 5
C”:[olz i] C,=l033 1 7]
: 02 014 1

1 033 02 5

c.o—|3 1 o025

3=|s 5 1 s

02 02 02 1

Fig. 3. Aggregated pairwise comparison matrix (Sector 1).

Figure 4 shows the normalized decision matrix, calculated
using (2).

0.83 0.83

Cn = [0.17 0.17

C,=1021 0.24 053

0.13 0.03 0.07

0.31
0.31
0.31
0.06

0.65 0.72 0.38]

0.14
0.14
0.71
0.14

0.05
0.15
0.78
0.03

Fig. 4. Normalized decision matrix (Sector 1).

The priority weights for each criterion, calculated using (2),
are:

Wi1=1.67/2=0.83 Wi»=0.96/3=0.32

Wi3=0.24/3=0,08

Wi3=0.61/4=0.15

Wi=0,94/4=0,23
Wiz3=2,36/4=0,59
Wi34=0,26/4=0,06

Wi12=0.33/2=0.17
Wi1=1.76/3=0.60
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2) The Finance Sector (Sector 2)
Figure 5 displays the pairwise comparison matrix for this

4) The Government Sector
Figure 9 displays the pairwise comparison matrix for this

sector. sector.
1 5 3 1 5 7
11 1 02
Cn = [ Ciz=10.2 1 3 Cyr = [ ] Cyr =102 1 3
11 5 1
033 033 1 014 033 1
1 02 014 0.33 1 014 02 033
C.=|5 1 033 3 Cco.=|7 1 3 3
=173 1 5 vs =15 033 1 3
3 033 02 1 3 033 033 1
Fig. 5. Aggregated pairwise comparison matrix (Sector 2). Fig. 9. Aggregated pairwise comparison matrix (Sector 4).

Figure 6 illustrates the normalized decision matrix. Figure 10 showcases the normalized decision matrix.

0.65 0.78 0.42 0.75 0.79 0.64
0.5 0.5 0.17 0.17
Cin = [0 5 05 Ciz = [0.13 0.15 0.42] Cy1 = [0 83 0.83 Cryz = [0-15 0.16 0-27]
) ) 0.21 0.05 0.14 ' ' 0.10 0.05 0.09
0.06 0.04 0.09 0.03 0.06 0.09 0.05 0.04
Con = 0.31 0.23 0.22 0.32 Cre = 0.43 0.68 0.71 041
3 0.43 0.71 0.68 0.53 s 0.31 0.22 0.24 041
0.18 0.07 0.13 0.11 0.19 0.22 0.08 0.14
Fig. 6. Normalized decision matrix (Sector 2). Fig. 10.  Normalized decision matrix (Sector 4).

The priority weights for each criterion are: The priority weights for each criterion are:
Wiv3=2.24/4=0.56
Wiva3=1.18/4=0.29

Wiv34=0.63/4=0.16

Wiz=1.1/4=0.27
Wi33=2.37/4=0.59
Wi34=0.51/4=0.13

Wivi=0.33/2=0.17
Wivin=1.67/2=0.83
Wiva=2.17/3=0.72

Wiv2,=0.58/3=0.19
Wiv23=0.25/3=0.08
Wiv31=0.25/4=0.06

Wimn=1/2=0.5
Wi=1/2=0.5
Wip=1.87/3=0.62

Win=0.71/3=0.24
Win=0.41/3=0.14
Wi1=0.24/4=0.06

3) The Industry Sector (Sector 3)

Figure 7 displays the pairwise comparison matrix for this ~ 2) The Education Sector

sector. Figure 11 depicts the pairwise comparison matrix for this
L o2 1 5 7 sector.
Cun = [5 1 ] Ciz =102 1 3 1 02 1 5 7
0.14 033 1 Cpy = [5 : Cry = [ 02 1 3]
1 014 0.2 033 014 033 1
=7 1 3 5 1 014 02 033
Curs 5 033 1 3 7 1 3 3
3 02 033 1 Cvs=|5 033 1 3
. 033 1
Fig. 7. Aggregated pairwise comparison matrix (Sector 3). 3 033
Fig. 11.  Aggregated pairwise comparison matrix (Sector 5).

Figure 8 shows the normalized decision matrix.

Figure 12 demonstrates the normalized decision matrix.
17 0.17

0.
Cinn = [0.33 0.83

C,,,2=[0.15 0.16 0.28
0.10 0.05 0.09

0.74 0.79 0.64]

c =[0.17 0.17
Vi~ 10.83 0.83

Cvzz[

0.75 0.79 0.64
0.15 0.16 0.27

0.06 0.09 0.5 0.03 010 0.05 0.09
c,..=|044 068 071 0.3 0.06 0.09 0.05 0.04
M 031 022 0.24 032 044 0.68 0.71 041
019 0.4 0.08 011 Cvs =1031 022 024 041
019 022 0.08 0.14

Fig. 8. Normalized decision matrix (Sector 3).

Fig. 12.  Normalized decision matrix (Sector 5).

The priority weights for each criterion are:

Wis=2.37/4=0.59 The priority weights for each criterion are:

Wy3,=2.24/4=0.56
Wy33=1.18/4=0.29
Wy3=0.63/4=0.16

Wini=0.33/2=0.17 Win2:=0.58/3=0.19

Wy11=0.33/2=0.17
Wyi=1.67/2=0.83
Wy2=2.17/3=0.72

Wy2,=0.58/3=0.19
Wy23=0.25/3=0.08
Wy31=0.25/4=0.06

Win=1.67/2=0.83
Wii=2.17/3=0.72

Wi3=0.24/3=0.08 ~ Wyy33=1.07/4=0.27

Wii31=0.24/4=0.06 ~ Wy3,=0.51/4=0.13
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B. Discussion

In the context of applying the AHP, the main criteria (and
subcriteria) were selected from the literature. The hierarchical
model developed was tested in five sectors to identify the
variance of security criteria based on the sector type and to test
the possibility of having a general model to evaluate the
security of the IS regardless of the sector. The model consists
of three levels. At the strategic level, two main criteria are used
to assess it: information security governance and resource
management. Based on the AHP results, information security
governance is particularly crucial for the healthcare sector
(83%) due to the sensitive nature of the data processed and
stored (confidentiality and protection of patient data). This goes
beyond simple resource management by defining policies,
procedures, and standards to ensure security. In the education
sector, resource management (83%) is essential for curriculum

planning, teacher and room allocation, improving the
educational experience, pedagogical prioritization, and
innovation.

Weights of Criteria (Strategic Level)

Sector 4

0

Sector 1 Sector 2 Sector 3 Sector 5

Main Criteria

mC11 mC12

Fig. 13.  Weights of main criteria (Strategic level).

Regarding the tactical level and the results provided in
Figure 14, it is evident that data protection and threat
management are considered more important than incident
management due to their preventive and proactive roles in
information security. Incident management occurs after a
security incident has taken place. Focusing on data protection
and threat management is substantial for mitigating damage,
learning from past incidents, and improving future
preparedness. This also strengthens an organization's overall
resilience to potential threats on a tactical level.

Weights of Criteria (Tactical Level)

0,7
0,6

.05

£

304

g0,3
0,2
BIMIMN|
. ] [ | ] ] ]

Sector 1 Sector 2 Sector 3 Sector 4 Sector 5

Main Criteria
mC21 mC22 m(C23

Fig. 14.  Weights of main criteria (Tactical level).

Based on the weights presented in Figure 15, network
security monitoring and analysis rank last among the five
sectors, with respective weights of (15%, 6%, 6%, 6%, 6%) for
network security, and (6%, 13%, 13%, 16%, 16%) for
monitoring and analysis. While network security is
undoubtedly important, it is often considered a requirement.
Other security aspects, such as application and system security,
may depend on a secure network infrastructure. Overall
security at the operational level depends on a holistic approach.
In some cases, the focus may be on system and application
security due to the need to protect sensitive data, ensure the
availability of critical systems, and prevent software
vulnerabilities.

Weights of Criteria (Operational Level)

|

|

o & &

02 | el ||

. | 0 Wm W ﬁ““ w ﬁ"'“’
0

Sector 1 Sector 2 Sector 3 Sector 4 Sector 5

Main Criteria

E(C31 m(C32 m(C33 m(C34

Fig. 15.  Weights of main criteria (Operational level).

According to the results outlined in Figure 16, which
summarizes all criteria weights in the five sectors, the criteria
weights differ from one sector to another due to the
specificities and unique priorities of each sector in terms of
information security. For example, information security
governance is more important in the financial sector. These
differences in weighting highlight the adaptability of the AHP.
However, these variations in weights remain minimal in the
five sectors, and future work can discuss the possibility of
having a general model to evaluate IS security, by focusing on
the weights of the subcriteria.

Weights of Criteria
09
038
07
06

| = =
o5 | i
o | | |
ol | i
S alal 10 b1 Y
0,1
0 III II I In I,Il I,Il

Sector 1

Sector 2 Sector 3 Sector 4 Sector 5

Main Criteria

mCll mCl2 m(C21 w(C22 m(C23 m(C31 mC32 m(C33

Fig. 16.  Weights of main criteria across the five sectors.

V. CONCLUSION

The security of information systems has become a key
concern. In light of the increasing number of threats and the
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strategic importance of information systems in a range of
fields, it is vital to implement robust security metrics. This
study presented a novel hierarchical model of IS security
metrics, developed using the AHP, across five strategically
important sectors: health, finance, industry, government, and
education. These sectors were selected because of the diversity
of sensitive data and the distinct vulnerabilities they present.
The hierarchical model offered an approach that addresses
sector-specific requirements, thereby advancing beyond the
generic models that are typically employed in this field. By
evaluating and adapting the model across distinct sectors, this
study reveals important sector-specific variations in criteria
weights, thus enhancing the precision of the resulting security
metrics. Although the results indicate minimal variation in the
weights of the criteria across sectors, this finding highlights the
necessity for further investigation into the weights of
subcriteria to enhance the model's applicability. Future work
should concentrate on validating the model within each sector
and examining these variations in greater detail.

This study makes a significant contribution to the field by
offering a more detailed and adaptable framework for the
assessment of the information system security. This framework
aligns with the latest threats to information systems and meets
the specific requirements of different sectors. The comparative
sectoral approach of the model demonstrates its relevance and
potential to improve security resilience in a range of
organizational contexts.
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