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ABSTRACT

This paper introduces a novel hybrid data steganography method that combines the new techniques of
LSB1 and LSB2. The proposed method simplifies data-hiding and extraction operations by utilizing a
patch method. A unique Private Key (PK) divides the message into two parts. The first part is processed
using the LSB1 method, while the second one is treated with the LSB2 method. The PK information is
utilized to create secret keys, namely keyl and key2. The keys are generated by converting two Chaotic
Logistic Keys (CLKs) and establishing the sequence of cover Stego bytes for concealing and revealing data.
The secret message is protected within a secure key area by utilizing the PK, which improves security by
preventing unwanted access. The secret message's effective extraction depends significantly on the PK's
content. Any alterations to the key during the extraction step will be deemed unlawful, possibly leading to
a compromized secret key. Moreover, the suggested approach is followed and assessed by using different
messages. The results are comprehensively studied, ensuring a robust evaluation of the quality, efficiency,
and security improvements of the data steganography process. The experimental results confirm the data
steganography's quality, efficiency, and security enhancements.
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I.  INTRODUCTION

Least Significant Bit (LSB) steganography is a technique
for concealing information within digital content, such as
photos, in an invisible to the human eye way [1]. This method
involves altering the least significant bit of a pixel value in an
image to hide data, maintaining good visual quality, and
increasing the storage capacity of the steganographic image [2].
While altering a pixel's LSB has a negligible effect on color
perception, researchers have developed advanced techniques
like filtering-based algorithms that use the Most Significant
Bits (MSB) to hide large amounts of data in bitmap images [3].
Additionally, methods like LSB2 have been introduced to
enhance storage capacity by increasing the maximum length of
the hidden message [4]. LSB steganography enhancements
include simulated annealing to improve the hidden telemetry
data capacity and the new LSB matching approaches to
minimize pixel modification [5]. Furthermore, techniques that
modify color palettes instead of individual pixels have been
developed to enhance user perception and reduce random noise
in the image, making data concealment and security more
effective [6]. The process involves utilizing a digital color
image as the cover media, resulting in the steganographic
image. This image justifies its use due to its large file size,
which allows for hiding lengthy communications [7].

In this context, the cover media usually appears as a digital
Color Image (CI). The resulting steganography medium is
known as the Steganographic Image (SI). Using a digital CI as
the cover media in data steganography is justifiable because of
its big file size. This enables the hiding of lengthy
communications and increases the ability to conceal data [8].
Digital CIs are represented by three-dimensional matrices, with
each primary color channel (blue, green, and red) represented
by a two-dimensional matrix [9]. A matrix-based
representation simplifies CI processing by converting image
operations into matrix operations [10]. Digital Cls enable the
independent processing of individual color channels by
manipulating each color matrix separately [11]. It is also
practical to adjust particular sections of the CI [12]. This type
of flexibility allows for targeted adjustments or improvements
to particular areas in the image, providing precise management
of the data concealment process and reducing the effect on the
cover image's overall visual appeal. The LSB approach entails
altering the LSB of the CI by substituting them with secret data
bits from the hidden message [13]. The conventional LSB
approach is recognized for its simplicity and computational
efficiency. Nevertheless, it is constrained by a limited data-
hiding capacity, so the LSB inversion technique has been
devised to overcome these restrictions [14]. This method
enhances the SI's quality by decreasing the chances of finding
concealed data, which means that the LSB inversion approach
differs from the typical LSB method because it does not
substitute the original data with the secret data [15]. The LSB
inversion approach preserves the visual quality of the SI while
hiding the secret data by flipping the LSBs instead of replacing
them [16]. Data steganography involves concealing data before
transmission and disclosing them upon reception, requiring that
the data concealment and retrieval operations use the same
public key, with the cover media typically being a digital CI
and the steganography media produced referred to as the SI.

The data-hiding operation can be efficiently carried out by
ensuring that the pixel values and message characters are
within a compatible numerical range. Thus, the integrity and
coherence of the cover image when modifying the LSBs, LSB1
or LSB2, of the pixel values in digital CI are maintained.
However, there will be a slight impact on the pixel color, with
changes in the latter resulting from LSB1 modifications
typically ranging from -1 to +1 and LSB2 modifications
varying from -3 to 43, certifying that these changes are not
noticeable to the human eye and maintaining the visual
coherence and integrity of the image, making it challenging for
humans to discern any differences between the SI and CI [17-
22]. Numerous techniques have been developed for data
steganography, with many of them being based on the LSB1
and LSB2 methods. The LSB1 method utilizes the LSBs of
consecutive bytes in the CI to store the message bits character
by character in groups of 8 bytes within the cover image. It is
capable of hiding data up to one-eighth the size of the CI, but it
is not considered secure. The LSB2 approach overcomes this
constraint by using the least significant bits of consecutive
bytes in the cover picture to encode the message bits,
enhancing the data-hiding capacity to one-fourth of the size of
the cover image and providing increased security compared to
the LSB1 method, making it more challenging to identify and
extract the concealed message [23-26]. An innovative method
uses modulus arithmetic instead of straight substitution,
functioning in the spatial domain by depicting pixels as
decimal values between 0 and 255, allowing for greater
capacity without compromising the SI quality.

This study suggests an enhanced iteration of the LSB2
method, known for its simplicity and ability to conceal
extensive messages, but often criticized for its lack of security.
The proposed method creates a confidential PK with eight
components to rearrange hidden bits in the cover image,
reorganizing the bits of individual characters to improve
security and allowing the primary key to be easily substituted
without altering the method. Experiments utilizing various
messages and cover graphics demonstrate the strategy's
efficacy, with the results being analyzed to evaluate the SI's
quality and increased data transfer rate. This paper introduces a
steganography technique that involves modifying color palettes
inside the color space. This technique emphasizes altering the
image's color palette rather than manipulating individual pixels.
The objective is to improve user perception by minimizing
random noise in the image. Modifying the color palette
transforms pixels of the same hue into a uniform new color,
maintaining the integrity of areas with constant colors. This
method improves data concealment and security by embedding
messages into visuals, making the detection of the location and
method of message concealing difficult. The main
contributions of this work are:

e Hybrid Data Steganography Method: A novel hybrid data
steganography method, combining the new techniques of
LSB1 and LSB2, is introduced. It simplifies data-hiding and
extraction operations deploying a patch method and a
unique PK that divides the message into two parts,
processed separately by LSB1 and LSB2.
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e Improved Security Mechanism: The proposed method
improves security by using PK information to create secret
keys, keyl and key2, generated from chaotic logistic keys,
establishing the sequence of cover Stego bytes for
concealing and revealing data, and protecting the secret
message within a secure key area to prevent unauthorized
access.

e Comprehensive Evaluation: The research ensures a robust
evaluation of the data steganography process's quality,
efficiency, and security by using and assessing the
suggested approach with different messages and studying
the results comprehensively, confirming the enhancements
in data steganography.

II. BACKGROUND

A. Patch Hiding and Extracting

LSB1 and LSB2 techniques are commonly followed for
concealing and retrieving messages at a character level.
Implementing the data hider and the extractor using these
methods may incur added complications and necessitate
sophisticated programming logic [14, 19, 24-28]. This research
introduces a new method that utilizes data patching to hide and
retrieve messages efficiently in a burst-like manner. The
technique is outlined in Algorithm 1 and shown in Figure 1.

Algorithm 1: Patch hiding and extracting
algorithm

1. Get_Cover_Image_and_Extract_Dimensions ()
1.1. Get_Cover_Image ()

1.2. Extract_Cover_Image_Dimensions (CI)
1.3. Width=Get_Width_of_Cover_Image (CI)
1.4. Height=Get_Height_of_Cover_Image (CI)
2. Transform_Picture_Matrix_into_One-
Dimensional_Row_Matrix ()

2.1. Transform Picture_Matrix_into_Row_Matrix
(CI)

3. Obtain_Message_and_Calculate_Length (L)

3.1. Get_message ()

3.2. Calculate_Message_Length (L)

4. Translate_Message_into_Decimal__
Representation ()

4.1. Translate_Message_into_Decimal ()

5. Convert_Decimal_Message_into_Binary_
Message ()

5.1. Convert_Decimal_Message_into_Binary ()

6. Transform_Binary Message_into_Single_Column_
Matrix()

7. Ensure_Cover_Bytes_Equal_to_Message_Length
_Times_8()

8. Convert_Cover_Bytes_into_Binary_
Representation ()

8.1. Convert_Cover_Bytes_into_Binary ()

9. Modify_ LSBs_of_Cover_Bytes_to_Match_Binary_
Message ()

10. Convert_Modified_Cover_Bytes_into_Decimal
_Format ()

10.1. Convert_Modified_Cover_Bytes_into_Decimal
()

11. Restore_Modified Cover_Bytes_to_Original
_Positions ()

12. Reshape_Row_Matrix_into_3D_Matrix_to_Obtain
_Stego_Image ()

[n1 n2 n3]=size(a);

236 232 230 229 226 229 233 237 235 231 228 230 233 235 al=reshape(a,1,01*n2"n3);
L=length(m);

— ‘r % a2=a1(1,1:L*8);

| ’V‘i‘ AR
11101100 L=length(m);

11101000 11101100 ml=uint(m);

11100110 11101000 m2=dec2bin(m1,8)
11100110 11100111
11100101 11100111
11100010 11100100
11100101 11100010
11101001 11100100
11101101 11101000
11101011 11101100
11100111 11101010
11100100 11100110
11100100 11100100
11100110
11101001
11101011

a3=dec2bin(a2,8)

[ G—

m3=reshape(m2,L1*8,1)

AB
65 66

01000001
11100100 01000010
11100111
11101001

11101010

236 232 231 231 228 226 228 232 236 234 230228 228 231233234 _

[

OCMMNOOOOOCOOOOMMOO

Fig. 1. LSB2 method of patch data hiding.
The implementation of the LSB method for data extraction
using patching is displayed in Algorithm 2 and Figure 2.

Algorithm 2: LSB method extracting algorithm
1:0btain_Stego_Image_and_Retrieve_Size_Informat
ion ()

1.1: Obtain_Stego_Image ()
1.2:Retrieve_Stego_Image_Size_Information (SI)
1.3: Width = Get_Width_of_Stego_Image (SI)

1.4: Height = Get_Height_of_Stego_Image (SI)
2:Reconstruct_Image_Matrix_into_Single_Row_Matr
ix()

3:Retrieve_Length_of_ Hidden_ Message (L)
4:Extract_Stego_Bytes_from_Image_Row_Matrix ()
5:Convert_Stego_Bytes_into_Binary_ Representatio
n()
6:Extract_LSBs_from Binary_ Representation_of_ St
ego_Bytes ()
7:Reshape_LSBs_into_8_Column_Matrix()
8:Convert_Binary_Message_into_Decimal_Represent
ation ()
9:Retrieve_Hidden_Message_by_Converting_Decimal
_Results_into_Characters ()

The LSB2 data-hiding (see Algorithm 1) and the extracting
method employing patching (see Algorithm 2 ) can be
implemented by using the same scenario but two LSBs, as
portrayed in Figures 3 and 4.

B. Private Key

The proposed method combines the LSB1 and LSB2
methods for message hiding and extraction, incorporating a
patching process. It introduces using a PK to generate two
secret keys, keyl and key2, which will be utilized for LSB1
and LSB2 steganography, respectively [29].
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Fig. 2. LSB method of patch data extraction.

[n1 n2 n3]=size(a);

L=length(m);
a2=al(1,1:L*8);

v m="AB";
L=length(m);
ml=uint(m);
m2=dec2bin(m1,8)

11101100

11101100 11101000
11101000 9 -
11100110 1110011 m3=reshape(m2,1*8,1) 65 66
11100110 00
ki 10 01000001
H11p0010 10 01000010
11100101 00
11101001 01

01

00

=

236 232 230 230 228 225 229 232

Fig. 3. LSB2 data-hiding using patching.
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Fig. 4. LSB2 data extracting using patching.

al=reshape(a,1,n1*n2*n3);

The PK has a complex structure, as illustrated in Table I. It
consists of the following components:

e L: Represents the length of the secret message to be hidden.

e P : Symbolizes the fraction parameter associated with
message 1 and is used in the hiding process. Depending on
the implementation details, this parameter's specific role
may vary.

® 1, X5, I3, X3 These parameters are associated with Chaotic
Logistic Map Models (CLMMs), which are variations or
applications of the logistic map in the context of modeling
complex systems or generating chaotic sequences. The
logistic map itself is a mathematical model describing
population growth. In the CLMM, the logistic map's iterative

equation x,,, = r,x, (l—x”) is often employed as a tool for

generating chaotic sequences or studying chaotic dynamics
in different systems, and it is necessary to create two sets of
CLKs. CLMMs are utilized as mathematical tools to
produce sequences with chaotic behavior. The parameters r;,
X1, 12, X serve as inputs to the CLMMs and impact the
properties of the produced chaotic sequences.

e CLKs: keyl and key2 are the two CLKs created by the
CLMMs. The keys are derived using a sorting algorithm on
the chaotic sequences produced. keyl defines the sequence
of cover bytes for data concealment, whereas key2
determines the sequence of cover bytes for data extraction.
Non-sequential bytes for concealing and retrieving
information are utilized so the keys may not adhere to a
consecutive order.

TABLE L PK STRUCTURE
PK
P | L | n | 1 rn]x
Example
035 ] 100 [ 377 ] 012 [ 391 [ 02

Using the same PK in both stages is essential to maintain
integrity and consistency in the message concealment and
extraction procedure. Any changes to the primary key during
extraction are unauthorized and may lead to the extraction of a
corrupted or destroyed secret message. The CLKs produced are
greatly influenced by the PK content, emphasizing the need to
preserve the latter's integrity.

Figure 5 provides an example of the above statements
manifesting the generation of keyl and key?2.

III. THE PROPOSED METHOD

The proposed method leverages a PK to facilitate various
operations. Initially, the confidential message is divided into
two distinct components: message 1 and message 2. Message 1
undergoes scrutiny utilizing an enhanced LSB1 technique,
whereas message 2 is subjected to an updated LSB2 approach.
To ensure secure processing, two secret keys, keyl and key2,
are generated by executing two CLMM. keyl1 is designated as
the secret key governing the LSB section, while key2 assumes
responsibility for the LSB2 section. This strategic division and
encryption scheme aims to enhance the security and efficacy of
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the proposed method in concealing confidential information
within cover images. Algorithms 3 and 4 explain how the
sequential flow works.

Message='"Amman’
P=0.35

R

Mes1="A";

rl=3.71;x1=0.1;

51386724 Keyl

converting bytes without rearrangment
236 232 230 230 229 226 229 233
converting bytes

229 236 230 233 226 229 232 230

Mes2="mman’;

r2=3.91; x2=0.135;

13361614411197810155212  Key2

converting bytes without rearrangment

237235231228 228 230 233 235 233 234 236 236 235 234 233 232
converting bytes

235231 230 232 234 228 237 236 233 233 235 234 233 228 235 236
133

1582 1s8

Fig. 5. An example of keyl and key2 generation.
Algorithm 3: Execution of the concealment phase
1. Acquiring the cover image
1.1:0btain_Primary_Key (PK)
1.2:0btain_Cover_Image ()
1.3:Ascertain_Cover_Image_Dimensions ()
l1.4:Transform Picture_Matrix_to_Single_Row_
Matrix

2: Preparation Message
2.1l:Retrieve_Message_and_Calculate_Length (L)
2.2:Split_Message_Using_Private_Key (P)
2.3:Determine_Length_of_Each_Message (L1, L2)
2.4:0btain_Cover_Bytes_for_Each_Message ()
3:Generate the secret key
3.1l:Extract_Disordered_Parameters_from Private_
Key (PK)

3.2:Run_CLMM_to_Produce_Keyl ()
3.3:Run_CLMM_to_Produce_Key?2 ()

Embedding message in the LSB
:Use_Keyl_to_Acquire_Cover_Bytes_for_ Message
(
:Convert_Messagel_to_Binary_ Format ()
:Transform Binary Messagel_into_Single_
olumn_Matrix()
4.4:Translate_Cover_Byte_into_Binary__
Representation ()

4.5:Assign_LSBs_of_ BCl_to_BMI1C()

4.6: Convert_BCl_Back_to_Decimal_Representation
()

4.7Reposition_Cover_Bytes_Using_Key ()
5:Embedding message in the LSB2
5.1:Use_Key2_to_Acquire_Cover_Bytes_for_Message
2()

5.2:Convert_Message2_to_Binary_Format ()
5.3:Transform_Binary_Message2_into_Two_Column_
Matrix ()

5.4:Transform Cover_Byte_into_Binary_
Representation ()

5.5:5et_LSBs_of_ BC2_to_BM2C ()
5.6:Convert_BC2_to_Decimal_Representation ()
5.7:Reposition_Cover_Bytes_Using_Key ()
6:0btaining a Steganographic Image
6.1l:Regenerate_Initial_ Bytes_of_Cover_Image_Row
_Matrix

4
4.1
10
4.2
4.3
c

6.2:Reinstate_Second_Cover_Bytes_into_Picture_
Row_Matrix ()
6.3:Transform_Row_Matrix_into_3D_Matrix_to_
Create_Stego_Image ()

Algorithm 4: Synopsis of the proposed
extraction method

1:Get the Stego image
.1:0btain_Private_Key (PK)
.2:Retrieve_Stego_Image ()
.3:Ascertain_Stego_Image_Size (SI_size)
.4:Transform Picture_Matrix_ to_Row_Matrix ()
:Generate a secret key
.l:Extract_Disordered_Parameters (PK)
.2:Run_CLMM_to_Produce_Keyl ()
.3:Run_CLMM_to_Produce_Key2 ()

Prepare the stega byte

.1:Find Length_of_Messagel (L1)
.2:Find_Length_of_ Message2 (L2)
.3:Retrieve_Stego_Bytes_for_ Messagel ()
.4:Retrieve_Stego_Bytes_for_ Message2 ()
Extracting LSB1l data
.1:Use_Keyl_to_Retrieve_Steganographic_Bytes_
for_Messagel ()
4.2:Translate_Steganographic_Bytes_to_Binary_
Format ()

4.3:Extract_LSBs_from_ Binary_Output ()
4.4:Reassemble_LSBs_into_Matrix()
4.5:Convert_Outcomes_to_Decimal_ Form_for_
Messagel ()

5:Extracting data from LSB2
5.1:Use_Key2_to_Retrieve_Steganographic_Bytes_
for_Message2 ()
5.2:Translate_Steganographic_Bytes_to_Binary_
Format ()

5.3:Extract_LSBs_from_Binary_Output ()
5.4:Reassemble_LSBs_into_Matrix ()
5.5:Convert_Outcomes_to_Decimal_Form_for_
Message2 ()

6:Combine messages and transform into
characters
6.1:Combine_Messages_to_Create_Hidden_Message ()
6.2:Translate_Hidden_Message_to_Characters()

B WWWwWwWwWwWwNDNDNNNRE R

IV. RESULT ANALYSIS

This study uses a system that combines short and long
messages along with different cover graphics to attain the best
results.

A. Visual Analysis

To retain a message's secrecy, small alterations must be
made to the SI while preserving its visual resemblance to the
original cover image. The changes should be undetectable to
the naked eye. The study's method was used to process a
message of 1000 characters. Figures 6 and 7 display the
outcomes obtained from this method. Figures 6 and 7
demonstrate the similarity between the SI and the cover image.
Additionally, the color histograms of the cover image closely
resemble those of the SI, which showcases the latter’s quality.
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1000
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1000 f--------k

500|-
500 f---n--

0 100 200 0 100 200

Fig. 6. Cover image (example).

1000

500

1000
1000

500 |-B -
500

0 100 200

Fig. 7.

Stego image (example).

B. Quality Analysis

Various measurements, such as the Mean Square Error
(MSE) [30], Peak Signal-To-Noise Ratio (PSNR) [31],
Correlation Coefficient (CC) [32], and the Number of Sample
Change Ratio (NSCR) can assess the quality of a picture [33-
34]. An effective data steganography technique should strive
for a low MSE, a high PSNR, a CC close to 1, and a low
Normalized Steganographic Capacity Rate value. The study's
proposed strategy involved using and implementing several
messages with the selected cover image shown in Figure 7.
Quality parameters were computed for both the original and
SIs, and the findings are displayed in Table II. The results
demonstrate that the proposed method has effectively fulfilled
the quality standards. The MSE rose as the message length
increased, the PSNR declined, and the NSCR grew, as depicted
in Figure 8. The CCs were calculated and continuously
exhibited values near 1, suggesting a high association between
the cover and the Stego images.

For better-quality parameter values, a larger cover image
should be utilized. Enlarging the cover image can enhance the
overall quality of the SI. The efficiency of the proposed method
is not compromised even with a greater image size.

TABLE II. QUALITY PARAMETER RESULTS
Message length (bytes) MSE PSNR NSCR
100 0.0029 169.4116 0.1214
200 0.0056 162.7618 0.2424
300 0.0090 157.9216 0.3670
500 0.0140 153.5340 0.6098
750 0.0217 149.1257 0.9255
1000 0.0290 146.2306 1.2155
2000 0.0580 139.3049 2.4512
3000 0.0865 135.3027 3.6995
4000 0.1159 132.3747 4.9290
5000 0.1465 130.0304 6.2072
Remarks Low High Low

MSE

1 1 1 1 1 I 1 1
1000 1500 2000 2500 3000 3500 4000 4500 5000

PSNR

500 1000 1500 2000 2500 3000 3500 4000 4500 5000

NSCR

| | I | | | I I
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Message length (byte)
Fig. 8. Quality parameters vs message length.

C. Sensitivity Analysis

It is crucial for the proposed method to utilize the same PK
during both the hiding and extraction phases. Any
modifications or changes made to the private key during the
extraction phase will be considered an unauthorized attempt to
extract a potentially damaged message. To make a
demonstration, PK1 was employed during the data-hiding
phase to process the message "Improving data steganography."”
Subsequently, the remaining PKs were utilized during the data
extraction phase, as outlined in Table V. The extracted
messages resulting from this process are listed in Table V. The
results presented in Table III indicate that the extraction phase
of the proposed method is susceptible to even minor alterations
in the contents of the PK. Any modifications made to the PK
during the extraction phase can lead to corruption or loss of the
secret message.

TABLE III. USED PKS IN THE EXTRACTION PHASE
PK1: PK4:
P1=0.35; L=28 P1=0.35; L=28
r,=3.71;x,=0.1; r,=3.71;x,=0.1;
r;=3.91; x,=0.135; r,=3.65; x,=0.135
PK2: PKS5:
P1=0.35; L=28 P1=0.75; L=28
ri=3.95; x,=0.1; ri=3.71; x,=0.1;
r>=3.91; x,=0.19; r>=3.91; x,=0.135;
PK3: PK6:
P1=0.35; L=28 P1=0.35; L=18
ri=3.95; x,=0.1; ri=3.71; x,=0.1;
r=3.91; x,=0.135; r>=3.91; x,=0.135;
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TABLEIV. QUALITY PAREMETER RESULTS
PI.( mn Extracted message Remarks
extraction phase

PK1 Improving data steganography Correct
PK2 <xi;DDj_@unclv-ta NDan 3ARDdi Damaged
PK3 <3%Y(j_@ data steganography Damaged
PK4 Improving@1£60° 03 x"tAAE#'EO Damaged
PK5 ho Azb#PV; 410c Ub #@08 ic"@Tal Damaged
PK6 jtqgboDgY:TFcapJG¢ Damaged

Comparing the results of PSNR, MSE, and NSCR with the
findings of previous studies can provide an insight into the
proposed method's performance and applicability, as evidenced
in Table V. It can be seen that the proposed method surpasses
the others within the border of this paper’s technique.

TABLE V. QUALITY PARAMETER COMPARISON
Ref PSNR MSE NSCR Conclusion
(35] High Low Moderate Effective for preserving

image quality

Strong correlation, suitable

[36] Moderate for detection

Moderate High

Challenges in preserving

Moderate . .
image quality

[371 Low High

Balanced performance,
suitable for various
applications

[38] Moderate | Moderate High

High fidelity, suitable for

[39] High Low imperceptible steganography

Moderate

Superior quality, efficiency,

Proposed High Low High security, and throughput

D. Speed Analysis

This study applied the proposed method to process the
previous mentioned messages, measuring the Hiding Time
(HT) and Extraction Time (ET). Hiding (HTP) and Extraction
(ETP) Throughputs were also calculated to assess the method's
efficiency. The obtained results are presented in Table VI.

TABLE VL. SPEED RESULTS
“;I;f;?ﬁe HT ET HTP ETP
(byte) (s) (s) (kB/s) (kB/s)
100 0.0184 0.0041 5.3076 23.7370
200 0.0216 0.0060 9.0440 327744
300 0.0239 0.0069 12.2530 422255
500 0.0312 0.0099 15.6273 49.5169
750 0.0407 0.0148 18.0054 49.3955
1000 0.0510 0.0209 19.1601 46.8059
2000 0.1026 0.0542 19.0426 36.0374
3000 0.1704 0.1042 17.1946 28.1110
4000 0.2533 0.1749 15.4232 22.3335
5000 0.3510 0.2529 139117 19.3050
Average
1685 [ 01064 | 00649 [ 144970 [ 35.0242

Table VI demonstrates that the proposed method offers
acceptable data regarding the HTP and ETP. On average, the
HTP is measured at 14.4970 kB/s, while the ETP is calculated
at 35.0242 kB/s. The results also reveal that increasing the
message length produces proportional increases in both HT and
ET. Notably, using longer messages (exceeding 500 bytes) will
decrease the throughput, as illustrated in Figure 9. To mitigate
this issue, it is recommended to divide the message into smaller

blocks, each with a size of less than or equal to 500 bytes.
These blocks can be then treated as separate messages,
allowing for more efficient processing and higher throughput.
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Fig. 9. Speed parameters vs message length.

E. Security Analysis

The PK in the proposed method consists of six components,
each represented by a double data type. Consequently, the
resulting key space can be presented as 2% X 6 combinations,
which is a vast key space, which significantly enhances the
resistance against hacking attacks. The large number of
possible combinations makes it computationally impossible to
exhaustively search for or guess the correct PK, thereby
ensuring the security and robustness of the method. To
demonstrate the superiority of the proposed method, the latter
is compared with several existing techniques, each evaluated
based on specific performance criteria. Table VII summarizes

the methodologies and performance metrics of these
techniques.
TABLE VII.  DIFFERENT TECHNIQUE COMPARISON
Ref Methodology Performance Criteria
Reliability and quality
[36] PSNR measurement metrics using PSNR
[37] CC for cover selection Improved §electlon of cover
images
(38] Cryptographic techniques in Security and computational

modern CI processing performance analysis

Histogram features of MFCCs for Emotion classification

[39] . e
emotion classification accuracy
[40] NTRU-LSB algorithm for Enhanced security metrics
cryptography and steganography
[41] Separable reversible data hiding Efficiency in data hiding
for 3D mesh models and recovery
[42] Pixel value differencing and LSB Adaptive steganographic
replacement performance
Hybrid Data Steganography:
Combination of LSB1 and LSB2 Quality (MSE, PSNR),
Proposed | techniques using a patch method efficiency, security (CC,

and PK with large key-space due to
complex PK

NSCR), and throughput

The proposed method integrates multiple LSB techniques,
LSB1 and LSB2, with a patch method and utilizes a PK with a
large key-space, providing significant improvements in several
key performance areas:
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e Quality: The method demonstrates superior MSE and
PSNR values, indicating the higher fidelity of the
steganographic process.

e Efficiency: The hybrid approach ensures efficient data
embedding and extraction processes.

e Security: Using a complex PK enhances the security
metrics, as evidenced by the improved correlation
coefficients and NSCR values.

e Throughput: The method supports high throughput, which
renders it suitable for practical applications.

Several existing methods primarily focus on specific
aspects, such as PSNR, CCs, or cryptographic security, often at
the expense of other critical performance criteria. The proposed
method, in contrast, provides a balanced and comprehensive
improvement across all evaluated metrics, constituting the
superior choice for steganographic applications.

V. CONCLUSION

This research introduces a new hybrid data steganography
method that enhances message hiding by splitting the message
into two sections. The first section uses an enhanced LSBI1
technique, while the second section employs an improved
LSB2 technique for data steganography. The suggested method
streamlines the data-hiding and extraction processes in LSB1
and LSB2 steganography by implementing a patching
mechanism. Data-hiding and extraction are performed using a
sophisticated Private Key (PK) that holds essential information
for message splitting and secret key generation (keyl and
key2). The keys are used to establish the sequence of cover and
Stego bytes, aiding in the embedding and extraction
procedures. Multiple messages were utilized during the
execution of the proposed strategy, and the experimental
outcomes were examined. The method's performance was
evaluated by analyzing quality indicators, including Mean
Square Error (MSE), Correlation Coefficient (CC), Peak
Signal-To-Noise Ratio (PSNR), and the Number of Sample
Changes Ratio (NSCR). The results showed that the proposed
method meets the quality standards determined by these
measures. The introduced method is fast and provides a
satisfactory throughput, ensuring effective data hiding and
extraction processes. The former also guarantees the
confidentiality of the secret communication, which is
important. The PK is essential for message security due to its
complexity, which creates a large key space that makes hacking
attempts difficult. Any alterations to the PK content during
extraction may result in the retrieval of a corrupted message.
Therefore, these alterations are deemed unlawful and
jeopardize the integrity of the confidential message.
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