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ABSTRACT

Achieving Quality of Service (QoS) in Wireless Sensor Networks (WSNs) is challenging, due to their
dynamic nature, and many parameters must be taken into account. The main objective of this work is to
propose a hybrid cryptographic system with trust-based routing to improve the QoS. This study considers
ways to improve QoS while maintaining security. To enhance the performance of the WSN, a framework
that uses a hybrid cryptographic system based on a logistic map and the trust-based routing protocol
CTBSR that can recognize and counteract a variety of security threats is presented. The findings of this
study support the claim that the proposed framework ensures better security than the existing approaches
in terms of confidentiality, integrity, and authentication. The performance of the framework introduced is
evaluated by employing the NS2 simulator.
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I INTRODUCTION d.1ssem1nate,. and analyze data. They haye certain characten.stlcs

) ) ] like versatile topology, self-organization, and multihop

A ereless'Sensor Network (WSN) is an 1nfrastructure-le§s communication that make them vulnerable to various security
consortium of interconnected sensor nodes. WSNs are dynamic threats. The presence of security attacks degrades the

in nature and due to this feature they can be deployed in a  performance of the WSNs. Due to the open communication
diverse range of applications. WSNs are employed to collect,
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medium of WSNs, any node can join the network and get
involved in data transmission. This feature attracts attackers to
launch their attacks through malicious nodes. Such a behavior
is not acceptable for applications where sensitive data are
captured and transmitted. The presence of malicious nodes
degrades the performance of the network because sometimes
they may discard the data transmitted by legitimate nodes. So it
becomes a prominent task to identify malicious nodes and
mitigate them from WSN.

In this research, a hybrid cryptographic method is proposed
that consumes less power and ensures secure data transmission.
Optimizing the power of sensor nodes is essential in enhancing
the lifetime of the network. A master node-based trusted
routing protocol is also introduced to ensure secure routing and
enhance the QoS of the WSN. Both approaches collectively
improve performance by reducing the power consumption of
sensor nodes. The main contributions of the current paper are:

e Analyzing existing cryptographic schemes and trust-based
routing protocols to determine their limitations.

e Designing a lightweight cryptographic scheme using the
logistic map approach.

e Enhancing a trust-based routing protocol that incorporates a
lightweight cryptographic scheme to ensure secure
communication in WSNs.

e Evaluating the performance of the proposed framework and
conducting a comparative study of the existing techniques
alongside the proposed framework by considering various
performance metrics.

Every sensor node should capture and transmit the sensed
data to the sink node by applying any routing algorithm
recommended for WSNs [1]. To ensure secure data exchange,
the routing algorithm shall be incorporated with security
schemes. This inclusion of a security scheme in routing will
increase the battery power consummation of the node. To
optimize the battery consumption, it is necessary to implement
routing algorithms and security schemes that use light weight
computation. Hence, it is crucial for the energy-intensive tasks
to be performed with considerable caution. One of the main
goals of a routing algorithm in WSNSs is to reduce latency while
increasing energy efficiency and network longevity. When
combined these components increase the routing mechanism's
effectiveness and functionality [2]. WSNs are susceptible to
various security threats and demand powerful security
measures. Authors in [3] recommended the use of ECC to
secure WSN from security threats. Authors in [4] utilized
TinyMD5 algorithm to convert sense data into one-way hash
value. Authors in [5] deployed TASRP multifactor routing
protocol to improve the performance of the WSN. This
protocol uses trust scores, residual energy, and path length to
generate reliable routing paths between trusted sensor nodes.
Authors in [6] designed the DTC-BR routing protocol to
improve the performance of MWSN. DTC-BR is a cluster-
based routing protocol that uses virtual MCZ.

Public Key Infrastructure (PKI) is a popular identity
authentication technique propounded for WSN-based
applications. This strategy, however, has some flaws, such as a

single point of failure and difficult key management. In order to
make message signing and signature verification in wireless
networks simpler, some studies concentrated on identity-based
batch verification algorithms. Several researchers focused on
boosting the effectiveness of batch verification approaches
rather than enhancing the capacity to recognize fraudulent
signatures [7-11]. Such batch verification techniques affect
performance. Many researchers have proposed numerous
cryptographic techniques to ensure secure communication in
WSNs. However, there has not been much progress made in
developing cryptographic algorithms that are more energy-
efficient and prolong network lifetime. Several researchers are
expanding WSNs to support scattered healthcare applications
by integrating cutting-edge technologies including cloud
computing, fog computing, and big data analytics [11, 12]. Itis
critical to lower the energy consumption of wireless nodes or
sensors in order to increase the lifespan of the network. Energy-
efficient techniques must be utilized to manage network life.
Authors in [13] proposed the WOA-SA technique to cut down
the wireless sensor's energy usage. The new Trust-Based
Secure Intelligent Opportunistic Routing Protocol (TBSIOP)
was proposed in [14], without emphasizing other QoS metrics
as CIA characteristics. It solely takes secure routing and energy
consumption into account and operates in multiple phases,
which demand high computational complexity. Authors in [15]
presented three main aspects that are clustering, duty cycling,
and routing. Still, this approach leads to computation overhead,
while the CIA triad is not justified in this method. Authors in
[16] introduced a model that describes the behavior of sensor
nodes and uses secure routing based on node information,
leading, too, to memory overhead. Authors in [17] proposed
NDSC-based PSO to maximize the lifespan of the WSNs.
Authors in [18] presented CR-WSN clustering approach to
enhance the performance of the WSN. Authors in [19]
proposed the CSCO algorithm for optimal CH selection to
improve the communication in WSNss.

It is difficult to achieve QoS in WSNs. Multiple factors
must be taken into account in order to attain QoS. This study's
major goal is to provide a hybrid cryptographic system with
trust-based routing to improve the WSN's QoS.

II. THE PROPOSED METHOD

This section enlightens the functionality of the proposed
system. To improve the QoS of the WSN, the following factors
were considered:

e Lightweight cryptographic approach for secure data
transmission to minimize power consumption: It is
necessary to employ a strong cryptographic approach to
ascertain secure data transmission. The cryptographic
scheme will operate by consuming less battery power from
a node. So, lightweight computations must be included in
the cryptographic scheme.

e Detection of malicious nodes: The presence of malicious
nodes may degrade the throughput of the network, because
malicious nodes may drop the packets intentionally without
forwarding them to the sink node.
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e Trust-based routing to reduce packet dropping: Trust-based
routing was considered. The trust value of every node is
assed and monitored.

A. Network Model

In the proposed network model, one node is designated as
the Master Node (MN). This node is included in the network to
provide secure communication in the latter. The MN is
responsible for generating keys for every sensor node and
monitors the behavior of nodes to detect malicious activity. All
sensor nodes must be registered with the MN to be involved in
the communication. After successful registration with the MN,
every sensor node is assigned with a unique id and a shared
Session Key (SK). The shared session key is generated by the
MN for every sensor node using logistic map based
cryptographic approach and it is encrypted by deploying the
public key of the sensor node. Every sensor node makes a
public and private key pair by applying the RSA algorithm.
The following steps are performed.

B. Logistic Map based Hybrid Cryptographic Algorithm

1. Every sensor node makes a pair of public and private keys
(PU, , PR,) by using the RSA algorithm, where PU, =
public key of a node, PR, = private key of a node.

2. Each sensor node registers with the MN. After registration,
the MN generates a unique ID and assigns it to the sensor
node. This unique ID appended with the hash of the ID is
sent to the sensor node. SHA algorithm is utilized as the
hashing function.

3. Prior to sending data to the MN, the sensor node requests a
session key by sending its ID along with its hash to the
MN.

4. The MN verifies the identity of the sensor node and
follows a logistic map-based approach to generate a
session key. The process is illustrated as:

a. The MN uses:
Zow =170 (1 =Z,) (D

where r is a control parameter whose value ranges from 3.83 to
4.0 and Z € [0.0, 1.0].

b. Create a series with the chosen r value, which is 3.99,
and put the values in the array KS[].

c. Pick one value at random from KS[] and enter it in the
K1 variable.

d. K2 = round(K1 * o), where o is a constant positive
integer which is generated randomly by the MN node
deploying a random number generation function.

e. Take into account a seed value for the linear feedback
left shift operation. Transform the seed value into a
binary sequence, and then conduct an XOR operation
between the values of bo, b4, b5, b7, b]o, b]z, b14, and b15
bits.

f. The output of XOR is provided as a feedback. The final
binary sequence is transformed into decimal value and
saved in K3.

g. Step f is again repeated by considering the binary value
of K3 as the seed value to create a new sequence and
store it in K4.

h. Then, the values of K2, K3, and K4 are XORed to
produce the SK.

SK =K2 (XOR) K3 (XOR) K4 2)

i. The MN node encrypts a key SK before sending it to
the sensor node using the sensor node's public key. The
hash of SK and encrypted SK are sent to the requestor
which is represented mathematically as:

Y = E(SK, Rpy) 3)

where Y represents the encrypted session key (SK), E is
defined as the encryption function with SK and the public key
of the requestor (Rpy).

H(SK)|[Y “

where H(SK) is the hash value of the session key generated by
the MN.

j- The sensor node utilizes its private key to perform
decryption after receiving the encrypted SK. The hash
value of the decrypted session key is computed and
compared with the hash value received from the MN.

X = D(SK,RPR) 5)

where X is the decrypted session key, D is the decryption
function with SK and the private key of the requestor (Rpg).

5. After acquiring the SK, the sensor node may send its
sensitive data by encrypting it by using SK. The following
equation represents the encryption process:

C =E(P,SK) (6)

where C = cipher text, E= encryption function, and P= plain
text.

6. When MN receives encrypted data from a sensor node, it
decrypts it by utilizing the same session key:

P = D(C,SK) @)

where P = plain text, D = decryption function, and C = cipher
text.

7. The set of SKs generated by an MN is stored as a
dictionary. This is mathematically expressed as:

Dn={ Hppx : SKy) ®)

where Dy = dictionary containing the SK of the N node and
Hipn = Hash(ID of sensor node), SKy= SK of the N node.

8. The same process of key generation, encryption and
decryption is performed between MN and the base station.
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This algorithm employs both symmetric and asymmetric
approaches for certifying secure data transmission.
Furthermore, this proposed hybrid cryptographic approach
consists of lightweight computations that consume less battery
power. The proposed cryptographic algorithm supports the
following properties

e Avalanche effect.

e Low computation time.

e Low key generation time O(n).
e Consumes less battery power.

C. Cryptographic and Trust-Based Secure Routing (CTBSR)
Algorithm

The other part of the proposed methodology is trust-based
routing. Trust-based routing allows only trusted sensor nodes to
communicate. Many trust-based routing protocols have been
proposed, but they have not considered cryptographic schemes
for data transmission. In the introduced routing scheme, once a
network is formed with the trusted nodes, data transmission
between nodes is done by applying the cryptographic
algorithm. It is an additional benefit, which provides
confidentiality in the network. CTBR is a behavioral model for
trust computation and routing in WSNs. In this algorithm, the
trust value of every node is computed and propagated in the
network to handle security attacks. The following parameters
are used to measure the trust value of a node:

e Loyalty in forwarding the packets.
e Available battery power or energy level.
e Continuance of nodes in the network

The trust value ranges between 0.0 and 1.0. Threshold trust
value is 0.7 and maximum trust value is 1.0. To measure the
loyalty of node, let packet transmissions from node A to node
B be considered. The loyalty can be measured as:

No.of packets forwarded sucessfully

L(A,B) =

No.of packets received+No.of packets discarded

The energy level of a node is measured by:

_ Ef(N) + Er(N)+Ec(N)
- T.E

EL

where EL is the energy level of a node, Ef(N) is the energy
consumed by a node in forwarding the packets, Er(N) is the
energy consumed by a node to receive the packets, and Ec(N)
is the energy consumed by a node to send control packets.

Node continuance in the network is measured based on
recorded timestamps. Trust value is defined as:

T = (L,EL C)

where T is the trust value of a node, L is the loyalty, and C is
the node continuance.

The trust values of the nodes are estimated and monitored
to detect malicious nodes. A node that exhibits lowest trust
value will be detached from the network by considering it
malicious node. This information is propagated in the network

so that the trusted nodes update their routing information to
bypass the malicious node. One of the nodes in a network is
designated as MN to monitor the entire communication in the
network. A MN must have the following properties.

e High node degree: MN has the highest degree among the
nodes in the network.

e Must exhibit high battery power or energy level.

e Must have higher memory than the other sensor nodes.
e Must have high trust value.

e Must be available in the network for longer duration.

An MN manages the network based on the trust value of
nodes. It uses rule based inference to designate a node as
legitimate or malicious. Once an MN detects a malicious
behavior, that information is propagated to all the nodes in the
network. This propagated information is utilized by the trusted
nodes to detach the malicious node.

III. PERFORMANCE ANALYSIS

The proposed network model was simulated in NS-2. The
following metrics were taken into account while assessing the
performance of the proposed technique.

e Packet delivery ratio: This metric represents the proportion
of successfully delivered packets to all packets received.

e Energy consumption: Is the amount of energy that a
network uses to run its operations.

e Throughput: This parameter represents the rate at which
data packets are sent successfully.

The simulation parameters depicted in Table I were
explored in order to assess the performance of the suggested
method.

TABLE I. SIMULATION PARAMETERS
Simulation Parameters(QoS) Values
Area of deployment 500 x 500

Total number of nodes 100 (maximum)

Total number of malicious nodes 5,10, 15, 20, 25, 30

Energy of a node 100J

Energy threshold 7071

Trust value 0.0to 1.0

Table II illustrates the services provided by the proposed
CTBSR algorithm. The proposed algorithm supports CIA triad.
Also, the CTBSR increases the life span of the network
because it uses lightweight computations that consume less
battery power. Table II justifies that the proposed algorithm
exhibits better security than the existing approaches to ensure
QoS in a WSN.

Packet delivery ratio, energy consumption, and throughput
of the proposed CTBSR along with the comparison with the
existing known algorithms can be evidenced in Figures 1-3.
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TABLE II. COMPARISON WITH EXISTING TECHNIQUES WITH RESPECT TO QoS
Algorithm Confidentiality Integrity Authentication Secure routing Energy aware
TBSIOP [15] No No No Yes Yes
E2SDRL [16] No No No Yes Yes
IASR [17] No No No Yes Yes
CTBSR (Proposed) Yes Yes Yes Yes Yes
s TBSIOP  smmm E2SDRL IASR CTBSR IV.  CONCLUSION
In this work, a secure framework to enhance the QoS of
100 . -
2 e — WSN is proposed. The proposed framework uses a logistic
e map-based hybrid cryptographic scheme along with the secure
z 50 CTBSR algorithm to improve the performance of the WSN.
2 The novelty of the proposed framework is that it applies a
a o hybrid cryptographic algorithm based on logistic map function
K 5 10 15 20 25 30 to generate session keys and pairs of public and private keys
ﬁ for secure information exchange. Furthermore, this hybrid

Malicious Nodes

Fig. 1. Comparison of the proposed and existing aproaches regarding
packet delivery ratio.

e TBSIOP ess=E2SDRL IASR CTBSR

100

50

5 10 15 20 25 30

energy consumption
(joules)
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Fig. 2. Comparison of the proposed and existing aproaches regarding

energy consumption.
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CTBSR

[y
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o

80 —_—
60
40
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o

5 10 15 20 25 30

No. of malicious nodes

Fig. 3. Comparison of the proposed and existing aproaches regarding
throughput.

The simulation results prove that the proposed CTBSR
algorithm exhibits better performance in the presence of
malicious nodes while consuming less battery power. This
algorithm detects and mitigates various attacks like black hole
attacks, wormhole attacks, and DoS attacks. Hence, the QoS of
the network is increased. The proposed algorithm considers
multiple factors to improve the QoS effectively.

cryptographic scheme is integrated with the trust-based routing
protocol CTBS, which provides secure communication
between trusted sensor nodes only under the supervision of the
master node. Furthermore, CTBSR provides confidentiality,
authentication and integrity of computed trust values. The
proposed framework enhances QoS by overcoming security
attacks that are launched by the malicious nodes. In the present
study it was found that many existing algorithms emphasized
on improving the security of WSN by either utilizing
cryptographic schemes or implementing secure routing
algorithms. The proposed framework deploys both a light
weight cryptographic algorithm and a trust-based secure
routing algorithm to ensure enhanced security in WSNs. The
simulation results justify that the proposed framework certifies
QoS parameters, like the packet delivery ratio, throughput, and
life span of the network by consuming less battery power. In
the future, more security attacks will be explored and a robust

protocol to overcome these attacks by incorporating
cryptographic signatures and smart intrusion detection
mechanisms will be proposed.
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