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ABSTRACT

This paper simulated the operation of vacuum state and single decoy state protocols in the BB84 and
SARG04 QKD schemes by utilizing the features of the commercial ID-3000 QKD system. Numerical
modeling identified an optimal signal-to-decoy state ratio of 0.95:0.05 and an intensity of #=0.85 for the
signal state and v;=0.05 for the decoy state, ensuring the highest key generation rate and a secure distance
of up to 50 km. These protocols were validated experimentally over various transmission distances with
standard telecom fiber, using the ID-3000 QKD system in a conventional bi-directional plug-and-play
setup. Simulations predicted secure key rates of 1.2 x 10° bits/s for SARG04 and 8.5 x 10 bits/s for BB84
at 10 km, with secure distances of 45 km and 35 km, respectively. The experimental results confirmed these
predictions, showing a 30% higher key rate and 20% longer secure distance compared to non-decoy
methods. The SARG04 protocol surpassed BB84 in key rate and secure distance, highlighting the two-
photon component's role in key generation. This study concludes that the decoy-state method significantly
enhances key generation rates and secure distances, optimizing QKD protocols for secure quantum

communication.
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I.  INTRODUCTION

The current state of affairs highlights the critical need for
extremely secure communication methods. With the prevalent
transmission of sensitive information, the risk of unauthorized
access and data breaches is heightened. Quantum cryptography
emerges as a promising solution to this pressing demand for
secure communication. Bennett and Brassard pioneered the
concept of Quantum Key Distribution (QKD) as a secure
communication technology in 1984 [1, 43], which promises
absolute security due to its grounding in the inviolable laws of
quantum  mechanics [2, 44]. However, practical
implementations of QKD protocols, such as the seminal BB84
protocol, face significant challenges due to the limitations of
the current technology. Notably, the inability to generate ideal
single-photon sources necessitates the use of attenuated laser
pulses, introducing vulnerabilities to eavesdropping attacks like
the photon number splitting technique [3, 34]. In this attack, an
eavesdropper can intercept and split multi-photon signals while
allowing single-photon transmissions to pass undetected,
compromising the security of the system.

Recognizing these vulnerabilities, Hwang [4] proposed an
innovative solution by introducing the concept of decoy states.
These additional test states, transmitted alongside the key-
generating signal, enable the determination of channel
parameters and the detection of potential eavesdropping
attempts. Building upon this foundation, authors in [5]
demonstrated that the integration of decoy states with the
entanglement distillation method could significantly enhance
the key generation rate and secure distance of QKD systems
compared to non-decoy methods. Several techniques have been
suggested to enhance the effectiveness of QKD using decoy
states [6]. The SARGO04 protocol was designed with decoy
states in mind and may offer higher secure key rates than BB84
without decoy states, but this does not necessarily mean that it
will be faster than all the other protocols (like B92 or E91)
when they also incorporate decoy states. The actual
performance and speed of the protocols depend on the specific
implementation details, channel conditions, and other
optimizations employed. These methods include adding extra
decoy states [7], following a non-orthogonal decoy-state
approach [8], detecting individual photons [9], utilizing a
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heralded single photon source [10, 11], adjusting the coherent
state source [12], and varying the laser pulse intensities [13,
14]. Some prototypes of QKD with decoy states have already
been developed and tested [15-22]. More recently, decoy-state
QKD has been successfully implemented in both optical fiber
[23, 24] and free space [25]. Numerous field-test QKD
networks [26, 27] have been developed employing decoy-state
QKD systems. When combined with Measurement-Device-
Independent (MDI) methodology [28, 29], which eliminates all
detector side-channel attacks, decoy-state QKD systems
surpassed the repeaterless secret key capacity [30, 31],
becoming more practical for real-world applications [32, 33].

In practice, all decoy-state QKD experiments are conducted
over a finite period, meaning the number of emitted signals is
limited. Consequently, estimating single-photon contributions
by adopting the decoy-state method, a researcher must consider
statistical fluctuations, a process known as finite-key analysis
of QKD [34]. When dealing with a finite data size, optimizing
the intensity choices of signal and decoy states, along with the
probabilities of sending these states, is crucial for improving
system performance. Therefore, comprehensive optimization is
necessary to determine these parameters based on specific
experimental conditions, such as optical misalignment, data
size, and channel loss. Numerous studies have been conducted
on improving channel performance [35-38].

In general, performing full optimization typically involves a
brute-force global search, which is difficult due to limited
computational resources. Therefore, it is only feasible for
functions with a small number of parameters. Authors in [39]
introduced the Local Search Algorithm (LSA) of Coordinate
Descent (CD), which greatly enhances the optimization speed
for symmetric MDI-QKD, which involves a larger number of
parameters. This algorithm has since proven to be an effective
tool for optimization in various QKD protocols, including
asymmetric MDI-QKD [40, 41] and twin-field QKD [42].
Despite these promising theoretical advancements, the practical
implementation of decoy state QKD protocols presents
substantial challenges. Determining the optimal intensities and
proportions of signal and decoy states, while accounting for
statistical fluctuations and experimental imperfections, is
crucial for maximizing the performance of these protocols.
Additionally, the integration of decoy state techniques into
existing commercial QKD systems requires careful
consideration of system parameters and the development of
specialized hardware and software components.

This study addresses challenges in decoy state QKD
protocols through extensive numerical simulations and
experiments with a commercial QKD system. The former
examines vacuum and one decoy state protocols in BB84 and
SARGO04 schemes, optimizing signal-to-decoy state ratios and
intensities to enhance secure key generation rates and practical
secure distances. By incorporating additional optical and
electronic components, these protocols are experimentally
validated across various transmission distances using standard
telecom fiber. This work demonstrates the effectiveness of
decoy state techniques in countering eavesdropping and
advancing their practical application in secure quantum
communication systems.

II. THE DECOY STATE METHOD

A. Protocol for the Vacuum State

In this step, Alice first turns off her photon source to
perform a vacuum decoy state. Through this decoy state, Alice
and Bob can estimate the background rate, Q, =y, and

vacuum

1
=¢, :5. A simple decoy state protocol with only a

vacuum state and a signal state will be presented. For the
vacuum state protocol, the lower bound of the gain of single
photon state is given by:
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B. Protocol for a Single Photon State

The goal of this protocol is to determine the lower bounds
for the single-photon Q; and two-photon gain Q, and the upper

bounds for the single-photon ¢ and two-photon €, Quantum

Bit Error Rate (QBER). It is hypothesized that using only one
decoy state is adequate for estimating these bounds. The focus
of the analysis is on figuring out a method to leverage a single
decoy state to estimate the stated bounds. The proposal is that
Alice randomly varies the intensity of her pump light between
2 values (one decoy state and one signal state). Specifically, the
intensity of one mode of the two-mode source is randomly
changed between v, and u, which satisfies the inequality
v, < u , where v, represents the expected photon number of the

decoy state and u denotes the expected photon number of the
signal state. The lower bound of the gain of the single photon
state for one decoy state protocol is given by:
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The lower bound of the gain of the two photon state is:
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where Qy’QO’QV] are the gains of 1,0,v,, respectively with
statistical fluctuations. N #,NO,Nvl are the numbers of pulses

used as signal and decoy states ( £,0,v,), and o is the standard
deviation.

After doing estimations for the lower bounds of Q; and Q,,
as well as the upper bounds of ¢; and e, for each decoy state
protocol, the ensuing equation can be employed to compute the
ultimate key generation rate of the proposed QKD system,
encompassing both the BB84 and SARG04 protocols [4].

Rypgy 2 R§384 = (10)
a{=Q, f(E,)H,(E,)+ O/ [1-H,(e/ )]}
Rgipcos 2 RSLARGM = 11)

-0, f(E)H,(E,)+ Q1 - H,(e )]+ 0,11~ H,(e))]

where ¢ is a factor related to the implementation (equal to 1/2
for the standard BB84 protocol since Alice and Bob use
incompatible bases half the time, or approximately 1 for the
efficient BB84 protocol [45]), fix) represents the bi-directional
error correction efficiency as a function of error rate (normally
f(x) > 1 with the Shannon limit f{x) = 1), and H,(x) is the binary
Shannon information function given by H>(x) = —x logy(x) — (1
—x) log, (1 — x). Specifically, g accounts for the protocol being

used, fix) models the efficiency of error correction, and H,(x)
refers to the binary entropy function. The key generation rate R
depends on these factors as well as the observed gain and
QBER.

C. Numerical Simulatios

Numerical simulations were performed to find the optimal
experimental parameters and the required distance for
implementing a specific decoy state protocol. The underlying
principle of numerical simulation is the ability to replicate the
performance of a QKD system by accurately modeling the
expected gains and QBERs for all potential states. This can be
achieved by knowing the intensities and proportions of the
signal and decoy states utilized. This simulation step is crucial
within the experimental context. This analysis evaluates the

gains obtained from the signal and decoy states (QU,Q ,QAV] s
QAVQ) as well as the overall QBERs associated with those states

(E " Evl , EA]V2 ). Then, the lower bound gains for single-photon

and two-photon events, along with the upper bound QBERs for
single-photon and two-photon pulses are determined. The
obtained values are finally substituted into (10) and (11) to
derive a lower bound for the key generation rate of both the
BB84 and SARGO04 protocols.

The decoy state mechanism employed in the present study
aims to simulate the functionality of an optical fiber-based
QKD system, specifically for the SARGO04 and BB84
protocols. The calculation of losses in the quantum channel can
be performed by utilizing the loss coefficient ¢ (dB/km), in
conjunction with the length of the fiber / (km). The expression

al

for the channel transmittance can be represented as 77,, = 10 10
, where the total transmission between Alice and Bob is
denoted by 7 =17,,7,,, With loss coefficient & =0.21 dB/km

in the performed experimental configuration, and 77,,

corresponds to the transmittance on Bob's side. The intrinsic
parameters of the ID-3000 commercial QKD system, as
specified in its data sheet, include the detection efficiency 77=

4.5%x107%, the detectors' dark count rate ( Yo = 5x107), the

probability of a photon hitting an erroneous detector (egerecior =
0.01), the wavelength (4 = 1550 nm), the repetition rate of 5
MHz, and the total number of pulses sent by Alice (N =
100Mbit). In order to attain an optimal key generation rate and
the greatest secure distance, optimal parameters are sought
through the implementation of numerical simulations. The
mean photon numbers of the signal state and decoy states,
denoted as u, v;, and v,, respectively, are systematically
adjusted within the interval [0, 1] with an increment of 0.001.
A comparable approach is employed to modify the proportion
of each state.

The simulation results presented in Figure 1 illustrate the
relationship between the key generation rate and the distance of
the fiber link for different decoy state protocols. The provided
figure depicts the outcomes acquired through the utilization of
the inherent characteristics of the ID-3000 commercial QKD
system. Curve (a) portrays the optimal rate at which secure
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keys can be generated using the SARGO4 protocol in the
absence of decoy states. Curve (b) depicts the optimal rate of
secure key generation for the BB84 protocol while employing
decoy states, with a specified value of u equal to 0.48 as
determined by the method outlined in [46]. Curves (c) and (d)
exhibit the secure key generation rate achieved by the vacuum
state protocol for the BB84 and SARGO4 protocols,
respectively. The secure key generation rate of the one decoy
state protocol for both the BB84 and SARGO04 protocols is
depicted by curves (e) and (f), accordingly. The comparison
reveals that the utilization of the recommended method in
fiber-based QKD systems for BB84 and SARGO04 protocols
yields superior results in terms of secret key rate and secure
distance compared to previous methods. The analysis of these
curves further suggests that the fiber-based QKD system,
deploying the proposed method for the SARGO04 protocol,
achieves a superior secret key rate and a larger secure distance
in comparison to the BB84 protocol. This implies that the
contribution of the two-photon component is of utmost
importance in determining the rate of key generation over all
distances. Through the implementation of the suggested decoy
state technique, it is possible to attain an elevated rate of key
generation as well as an extended secure distance.

Key Generation Rate (per pulse)

10* L 1 1 1 L 1
0 il 40 -1} @ 100 120 140

Transmission Distance (km)

Fig. 1. Relationship between the key generation rate and the distance of
the fiber link for different decoy state protocols.

III. EXPERIMENTAL SETUP

In order to implement the decoy state protocols, the system
incorporates further optical and electronic elements. These
additions facilitate the random attenuation of each signal to
match the intensity of either the signal state, weak decoy, or
vacuum state. The process of attenuation is achieved through
the utilization of a Variable Optical Attenuator (VOA) located
on Alice's side. It is imperative for the VOA to possess
polarization-independent characteristics to ensure an equal
attenuation of both pulses. The experiment deploys an Intensity
Modulator (IM) to dynamically attenuate signals.

Numerical simulation plays a crucial role in the
determination of ideal experimental parameters and the
necessary distance for implementing a specific decoy protocol.
The simulation incorporates the intensities, signal and decoy
state percentages, and calculates the gains and QBERs for all
states. The outcomes of the simulation are implemented in the

computation of the lower bound for the gains of single and
two-photon signals, the upper bound for QBER of single and
two-photon pulses, and eventually, the lower bound for the rate
of generating cryptographic keys in both the BB84 and
SARGO04 protocols.

The prototype of the QKD system is detailed in [47]. A
brief explanation follows: The key is encoded within the phase
difference of two pulses that propagate from Bob to Alice and
then return. The system seen in Figure 2 is commonly known
as a plug and play self-compensating configuration. Bob
produces a high-intensity laser pulse with a wavelength of 1550
nm. This pulse is divided equally into two beams using a Beam
Splitter (BS), with one beam traveling through a short arm
containing a phase modulator, and the other beam passing
through a long arm with a Delay Line (DL) of 50 ns.

All fiber optics and components utilized at Bob have been
designed specifically to effectively preserve polarization. The
short arm induces a 90-degree change in linear polarization,
resulting in both pulses exiting Bob's Polarizing Beam Splitter
(PBS) through the same port. The pulses are subsequently
transmitted to Alice, where they undergo reflection,
attenuation, and are subsequently returned as beams with
orthogonal polarization by the use of a Faraday mirror. At the
location known as Bob, the two pulses experience a reversal in
direction and proceed to return to the originating point, referred
to as BS. At this point, the pulses interact with each other,
leading to interference. Subsequently, the pulses pass via a
circulator denoted as C1, and are ultimately detected either at
D1 or D2. Due to the fact that the two pulses traverse an
identical path in reverse within Bob, the interferometer exhibits
self-compensation.

In order to implement the Vacuum State Protocol and the
One Decoy State Protocol, the pulse amplitudes are adjusted to
two distinct levels: 4, 0 and u, v;, respectively. Generating a
genuine "vacuum" state poses a significant challenge for high-
speed amplitude modulators, mostly attributable to their
constrained resolution capabilities. Nevertheless, if the
magnitude of the "vacuum" state's gain is in proximity, within a
few standard deviations, to the dark count rate, it can be
deemed an acceptable approximation.

In the implemented system, Alice employs a Variable
Optical Attenuator (VOA) to decrease the strength of the
pulses. Figure 2 presents a schematic depiction of the optical
and electrical constituents of the introduced system. The decoy
state experiment conducted in this study utilizes a
commercially available QKD system manufactured by id
Quantique SA. The experimental setup consists of two
components, namely Bob and Jr. Alice. In the conducted
experiment, the term "Alice" denotes the system employed by
the sender, encompassing Jr. Alice as well as supplementary
optical and electronic components integrated by the authors. To
implement the decoy state method, a decoy Intensity Modulator
(IM) was positioned in front of Jr. Alice, denoted as DA in
Figure 2. The modulator is designed to provide optimal
transmission when it is in its idle state. When Bob transmits a
frame, the decoy IM is in idle state. The classical detector is
responsible for detecting the initial pulse subsequent to its
transmission through coupler C2. This detection event prompts
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the generation of a synchronization signal, which in turn
triggers the Decoy Generator (DG). Upon triggering, the DG
depicted in Figure 2 undergoes a delay period prior to emitting
the modulation voltages. These voltages serve the purpose of
dynamically modifying the intensity of the NP signals, aligning
them with either the signal state or the decoy state as dictated
by the Decoy Profile. The Decoy Profile is prepared in advance
of the experiment and thereafter transferred from a computer to
the DG in the form of an arbitrary waveform. In order to
generate the Decoy Profile, a sequence of integers is generated

{I<n, <100}, with each integer representing the number of

pulses contained within a frame. According to the optimal
pulse distribution, a subset of the integers is designated as
signal states, while the remaining integers are designated as
decoy states. In the conducted experiment, Bob produces a
sequence of NP pulses, where NP represents the numerical
value of 624, and subsequently transmits this sequence to
Alice. The temporal duration separating signals inside a frame
is 200 ns. The subsequent frame is not produced until the
entirety of the preceding frame has been returned to Bob. In an
attempt to prevent Rayleigh scattering, the implementation of a
lengthy delay line inside the communication system of Jr. Alice
is employed to ensure the avoidance of signal overlap in the
channel between Bob and Jr. Alice.

SEf 50ns
o, @a0)
APD C 1 BS
BOB Alice Jr. Alice
Fig. 2. Experimental setup.

IV. RESULTS AND DISCUSSION

Numerical simulations were conducted in order to
determine the best settings. In the context of the vacuum state
protocol, it is established that a specific value is assigned to u =
0.85. The number of pulses employed to represent the signal
state and vacuum state are denoted as N,=0.95 N and N,=0.05
N, respectively. In the one decoy state protocol, the values of u
= 0.85 and v, = 0.05 are set. The numbers representing the
signal state, the weak decoy state, and the total number of
pulses (N = 100 Mbit) emitted by Alice in this experiment are
N,=095N and N, =0.05N , accordingly. Alice

transmitted the distribution of decoy states and base
information to Bob subsequent to the transmission of all N
signals. Bob subsequently proceeded to delineate the signals he
had received on a correct basis. It is assumed that Alice and
Bob have disclosed the measurement outcomes of all decoy
states, as well as a subset of the signal states. The experimental
results of the implementation of the vacuum state and one
decoy state protocols in the QKD system have been
documented and are illustrated in Figures 3-5. The provided
figures display the variations in the gain and QBER of the
signal state inside the vacuum state protocol, specifically for
the BB84 and SARGO4 protocols. These variations are
observed as the transmission distance is progressively

increased, as depicted in Figures 3 and 4. The findings of the
gain and QBER for both the signal and decoy states in the
SARGO04 protocol are portrayed in Figure 5, demonstrating the
variations as the transmission distance is extended. The data
indicates that with an increase in the transmission distance,
there is a simultaneous decrease in the gain of the signal and
decoy states. Additionally, the QBER of the signal and the
decoy states also experiences a decrease. The findings suggest
that the utilization of both the vacuum state and one decoy state
protocols has successfully attained low QBERs for the signal
state over distances ranging from 10 to 50 km. The obtained
signal gains were observed to be greater in magnitude
compared to the gains associated with the decoy state.
Additionally, the signal QBERs were discovered to be lower in
magnitude compared to the QBERSs of the decoy state.

0.012 0.14

0.01

2] S o1 L
5 0.008 = 2
5 a =z
= Spo0s %
& 0.006 ® 2
z N L z
5 \ - 006 S
= 0.004 &
o x F 004 &
.v-..
0.002 -
- - 0.02
I
0 Y 0

10 20 30 40 50 60 70 80 S0 100
Transmission Distance (km)

Fig. 3. The experimental results of the vacuum state for BB84 versus
transmission distance. The solid line illustrates the gain of the signal state. The
dotted line represents the QBER of the signal state.

0.003 0.3
0.0025
0.002
0.0015

0.001

Gain of Signal State
QBER of Signal State

0.0005

0
10 20 30 40 S0 60 70 80 90 100

Transmission Distance (km)
Fig. 4. The experimental findings of the vacuum state for SARG04 versus

transmission distance. The solid line illustrates the gain of the signal state. The
dotted line represents the QBER of the signal state.

0.003 0.6
0.0025 * 05

0.002 0.4

QBER

oGan

.0015 0.3

0.001 0.2

0.0005 0.1

0
10 20 30 40 50 60 70 80 90 100

Transmission Distance (km)
Fig. 5. The experimental findings of one SARG04 decoy state versus
transmission distance. The solid line depicts the signal state's gain and QBER.
The dotted line depicts the decoy state's gain and QBER.
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Based on the presented experimental results, Alice and Bob
have successfully determined the lower bound of gain
achievable for single-photon and two-photon  states.
Additionally, they have identified the upper bound of the
QBER for both single-photon and two-photon pulses.
Furthermore, they have evaluated the lower bound rate of key
generation for both BB84 and SARG04 protocols. In order to
regulate the influence of Eve in a PNS assault scenario, the
calculation of the ratio between the gain of the decoy state and
the gain of the signal state is performed. An anticipated gain
ratio for decoy states to achieve for signal states is expected for
every transmission distance. The presence of a substantial
departure from the anticipated value in the measured ratio
serves as an indication of a potential attack on the peripheral
nervous system (PNS) by an adversary named Eve. Figures 6
and 7 manifest the efficacy of the vacuum state and one decoy
state protocols in managing the presence of Eve (PNS) in both
the BB84 and SARGO4 cryptographic schemes.

Figure 5 displays the theoretical ratio (yo / Qu) (solid line

(a)) and the maximum fluctuation ratio ( Yo ! Qﬂ) (line (b)) for

the vacuum state protocol (SARGO04) at each distance. The
same figure also showcases the theoretical ratio for the vacuum
state protocol (BB84) (line (b)) and the maximum fluctuation
ratio for the same protocol (dotted line (c)) at each distance.
Figure 6 presents the secure areas of the vacuum state protocol
for both BB84 and SARGO4. The green area is the secure range
of the vacuum state protocol for SARG04 while the blue area
represents the secure range of the same protocol for BB84. This
implies that when the ratio is less than expected, no secure bit
rate is achievable, emphasizing the cost of privacy
amplification to eliminate the information leaked by the PNS
attack. Figure 7 discloses two secure regions from Eve's (PNS
attack) perspective in the one decoy state protocol. The green
region symbolizes the secure area of the one decoy state
protocol for BB84, while the green and blue regions depict the
secure area of the one decoy state protocol for SARG04. Both
the vacuum state and the one decoy state protocols demonstrate
that the secure region for SARGO04 is larger than the one for
BB84. As noticed in Figures 8 and 9, the maximum deviation
between the decoy state gain and signal state gain increases
with increasing transmission distance, in both vacuum
protocols.

(nig,)

10 20 30 40 50 60 70 80 90 100
Transmission Distance (km)
Fig. 6.

distance.

The ratio y,/Q, of vacuum state protocol against transmission

0.08

0.06
0.04 n
0.02

-0.02

te.e.)

-0.04
-0.06

-0.08
-0.1

-0.12

Transnussion Distance (km)

Fig. 7. The ratio Q,/Q, of a single decoy state protocol to the
transmission distance. The (a) solid line represents the theoretical 0,10,
ratio of a single decoy state protocol for both BB84 and SARG04. The (b)
solid line illustrates the maximum fluctuation ratio Q, /Q, of a single decoy
state protocol for BB84. The (c) dotted line depicts the maximum fluctuation
ratio @, /Q, of a single decoy state protocol for SARG04.

0.8
0.7
0.6
0.5 + 3
0.4

0.3
0.2

Maxaumum Fluctuation

0.1 -

0
10 20 30 40 50 60 70 80 90 100

Transnussion Distance (ki)

Fig. 8.
protocol versus the transmission distance for: (a) SARG04, (b) BB84.

Maximum fluctuation of the ratio y,/Q, for vacuum state

Maximum Fluctuation

10 20 30 40 50 60 70 80 90 100

Transnussion Distance (km)

Fig. 9.

protocol versus the transmission distance at each distance for: (a) SARG04,
(b) BB84.

Maximum fluctuation of the ratio QV‘ /Q, for one decoy state

Figure 10 presents the experimental results for the quantum
key generation rate as a function of fiber link distance using
different decoy state methods. Curve (a) shows the maximum
theoretically achievable secure key rate for SARG04 without
decoy states. Following the approach from reference [46],
curve (b) gives the optimal key rate for BB84 without decoy
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states at 4 = 0.48. Curves (c) and (d) present the secure key
rates obtained with the recommended vacuum state technique
applied to BB84 and SARGO04, respectively. Similarly, curves
(e) and (f) display the secure key rates attained with the
suggested one decoy state method on BB84 and SARGO04. The
experimental results match the simulations well. As expected,
the key rate decays with an increasing transmission distance.
Compared to previous approaches, the results disclose that
fiber-based QKD systems, leveraging the method proposed for
BB84 and SARGO04, produce higher secret key rates and longer
secure distances. Additionally, SARG04 outperforms BB84 in
terms of secret key rate and secure distance, indicating two-
photon signals which contribute to key generation at all
distances. Applying the introduced decoy state approach further
enhances the key rate and distance.

0.008

0.007

0.006 )

0.005 A

0.004

0.003

0.002

Key Generation Rate (per pulse)

0.001

10 20 30 40 50 60 70 80 90 100
Transmisgsion Distance (km)

Fig. 10.  Experimental results for the quantum key generation rate as a
function of fiber link distance using different decoy state methods. (a)
SARGO04 without decoy states, (b) BB84 with decoy states at u = 0.48, (c)
SARGO04-vacuum state, (d) BB84- vacuum state, (¢) BB84 one decoy state, (f)
SARGO4-one decoy state.

V. CONCLUSION

In summary, this study investigates the optimization of
Quantum Key Distribution (QKD) protocols using decoy state
techniques. The research focused on developing and validating
efficient decoy state protocols to enhance secure key generation
rates and communication distances, addressing the limitations
and vulnerabilities of the current QKD systems. Through
rigorous numerical simulations, optimal signal-to-decoy state
ratios and intensities for the BB84 and SARGO04 protocols were
determined, predicting maximum secure key rates of 1.2 x 10°
bits/s for SARG04 and 8.5 x 10* bits/s for BB84 at 10 km, with
secure distances of 45 km and 35 km, respectively. These
predictions were experimentally validated, aligning closely
with the simulated outcomes. The proposed decoy state
strategy showed a 30% increase in the secret key rate and a
20% extension in secure distance compared to non-decoy
methods. The SARGO4 protocol outperformed BB84,
highlighting the importance of the two-photon component in
key generation. The successful implementation of decoy state
techniques facilitates practical applications in secure quantum
communication, enabling robust and efficient QKD networks
with improved security and extended transmission distances.
This work suggests future research directions, including
integrating additional decoy states and advanced photon

sources to further optimize decoy state QKD protocols and
advance quantum cryptography.
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