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ABSTRACT

The focus of cloud forensics is cyber-crime cases, no matter the object, the subject, or the environment
involved. Each cloud computing environment has a variety of features that make it unique. Challenges
associated with cloud forensics can be found at every stage of the digital forensics process. We need to
begin by understanding the cloud forensics landscape (the cloud) in order to provide a holistic solution to
overcome these challenges. While designing the cloud forensics framework, the elements that make up the
cloud should be taken into consideration, which also impact the forensics process within the cloud. An
extensive survey of the current state of research in cloud forensics is presented in this paper. Also, a
conceptual cloud forensics framework that facilitates the identification, gathering, and analysis of cloud
computing events is proposed, utilizing the design science approach. The proposed conceptual cloud
forensics framework consists of six stages: identifying incidents, gathering evidence, preserving evidence,
analyzing incidents, documenting incidents, and investigating post-incident events. Each stage has several
activities and tasks to assist investigators dealing with cloud computing events. Unlike traditional
approaches to cloud forensic investigations, the conceptual framework developed in this study is highly

applicable.
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I.  INTRODUCTION

Over the past few years the Cloud has undergone a series of
radically improved processes. Due to its growing, it has started
to attract the attention of hackers as well. Issues related to trust
emerged from the early days of cloud computing [1]. There
was a reluctance on the part of organizations to move their data
into the cloud. Cloud computing, by contrast, includes many
advantages (mainly cost savings). In recent years, technological
advancements in the IT industry have resulted in more
sophisticated cloud implementations. In recent years, a growing
number of experts are available in the cloud domain and most
challenges have been addressed [2]. IoT (Internet of Things)

and big data analytics are two of the areas where cloud
computing has created a plethora of innovation through IoT
and big data analytics [3]. Cloud forensics is a branch of the
Digital Forensics (DF) field that focuses on gathering and
analyzing cloud-related incidents and data [4]. Several models,
approaches, and frameworks have been proposed for cloud
forensic analysis. These models have their advantages and
disadvantages, but their true value lies in their flexibility. The
current paper aims to develop a conceptual forensic framework
that recognizes, collects, and analyzes cloud computing data.
The developed conceptual cloud forensic framework consists
of six steps. Each of these stages plays an important role during
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the process of conducting an effective and comprehensive
investigation into an incident attributed to cloud computing.

This study's findings will allow investigators to collect,
preserve, analyze, and document relevant information resulting
from their investigations in a more efficient and effective way
than they could before. This framework can be used to enhance
security, manage resources more effectively, and improve
incident response by enhancing the efficiency of these
processes. It is essential for organizations to maximize the
power of cloud computing in order to remain competitive in a
constantly evolving world of cloud computing, giving them
valuable insights that will help them drive innovation and
success in a constantly changing environment.

II. RELATED WORKS

Authors in [3] presented a comprehensive survey of the
research trend in cloud forensics. They also proposed a cloud
forensics taxonomy based on the cloud computing paradigms
that have an impact on cloud forensics. In [3], a forensic
metamodel was proposed for cloud computing to resolve the
ambiguities and challenges that arise in cloud computing, such
as standardization and heterogeneity of the field. Authors in [5]
investigated how a website may be compromised using the
cloud. They also carried out a hypothetical case study on cloud-
based child pornography. Their study described forensic
acquisition, evidence preservation, and chain of custody as the
most challenging aspects of cloud forensics. Authors in [6]
provided an understanding of cloud forensics through the
review of various frameworks proposed in the literature, the
essential components in cloud architecture, possible threats
against cloud services, and various types of forensic
approaches. Authors in [7] compared traditional methods of
forensic investigation with those of IoT forensic investigation,
and the results showed that IoT forensic investigation was more
effective and efficient. They concluded that the approaches
presented in their paper are necessary for IoT-based DF to
function appropriately. Authors in [8] examined how cloud
technologies are impacting DF regarding privacy and security
issues, customer issues, and trust issues. Authors in [9]
reviewed the existing traditional approaches and found that
decentralized data processing rendered those approaches
impractical. Accordingly, they reviewed cloud computing
implementation issues in traditional DF. Authors in [10]
discussed some of the challenges and solutions associated with
cloud-based forensic architecture. Authors in [11] focused on
the importance of digital evidence in cybercrime and electronic
crime, and emphasized that digital evidence plays a key role in
DF analysis as it is one of the main factors that influence it.
Authors in [12] provided a detailed description of the
methodological aspects and the frameworks that are being used
in cloud forensics. They also critically reviewed the existing
issues in implementing cloud forensics stages and possible
resolutions. A detailed comparison of existing methodologies
was also conducted to show their similarities and limitations.
Based on the perspective and business needs of forensic
practitioners, authors in [13] provided a practical log
architecture framework. Their framework was tested on
ownCloud, a popular open-source platform that is widely used
by many companies. Authors in [14] comprehensively

reviewed all types of DF, with a focus on cloud forensics. They
first discussed various types of forensics classes, their
frameworks, weaknesses, and solutions. Then, they focused on
the existing challenges of cloud forensics. Their detailed
comparative study discussed several cloud computing
frameworks, including their advantages, disadvantages,
differences, and similarities and provided some research
directions for future studies. According to [15], three main
legal challenges arise owing to the current technological
landscape of cloud-based systems: territoriality (the possibility
of losing location), possession (the ownership of cloud
content), and confiscation procedure (problems related to user
authentication and data preservation). Authors in [16] discussed
the challenges associated with cloud and IoT forensics. They
also presented various innovative techniques in both domains,
which will contribute to a better understanding of these
approaches under one umbrella. As reported in [17], log-based
cloud forensics has become one of the most important aspects
of cloud monitoring. The authors presented a taxonomy based
on a literature study. They outlined several issues regarding the
existing log-driven cloud forensic schemes and some problems
that are still open to research. Authors in [18] developed an
investigation framework that leverages DF to investigate cloud
servers. Moreover, they reviewed previous related work based
on existing cloud forensics practices, fog forensics, edge
forensics, and law in order to emphasise the significant role that
cloud computing plays in digital forensics. Table I displays the
summarization of the existing reviewed works.

III. METHODOLOGY

This study focuses on developing a novel conceptual
framework based on the design science approach. The
methodology used in the present study is illustrated in Figure 1.

IEEE Explorer, Scopus, Web of Science,
Elsevier, Science Direct, Springer Link,
and Google Scholar

) Recognizing the search engines

Identifying the publication time,
keywords, article type, and the language

of the articles
S J

) Allocating searching protocols

) Gathering data from search engines 5086 aricles

200 relevant articles

) Filtering Gathered Data

13 pure articles

<> = 1F =82

) Analyzing Filtered Data

. J

Fig. 1. Methodology used in this study.

According to [19], the design science approach is used to
build an artefact that will enable humans to deal with the
problem domain in an effective way.

¢ Recognizing the search engines: The purpose of this step
is to identify the most popular search engines to gather
relevant articles through them. IEEE Xplore, Scopus, Web
of Science, Science Direct, Springer Link, and Google
Scholar were considered in this study.
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TABLE L. EXISTING WORK SUMMARIZATION

Year | Ref. Description

Analyzed the current research trends in cloud forensics. A

2022 | [3] taxonomy for cloud forensics based on cloud computing

paradigms is proposed.

It was proposed that cloud computing should incorporate a

2023 | [4] | forensic metamodel to address ambiguities and challenges, such

as standardization and heterogeneity.

An investigation was conducted into how the cloud could be
used to compromise a website and a hypothetical case study on

2012 | [5] cloud-based child pornography was conducted. The study

identified forensic acquisition, evidence preservation, and chain
of custody as the most challenging aspects of cloud forensics.

Provided an overview of cloud forensics methodologies, cloud

2012 | [6] |architecture components, and threats to cloud services, as well as

types of forensic approaches.

2013 | [7]

The authors conclude that the approaches presented in their
paper are critical to the successful operation of IoT-based DF.

The ways cloud technologies impact digital forensics today were

2013 | [8] investigated and privacy, security, customer, and trust issues

associated with cloud-based DF investigations, were examined.

Based on a review of existing traditional approaches, the authors

2015 | [9] concluded that decentralized data processing rendered those

approaches essentially unusable.

Cloud-based forensic architecture was discussed, along with
some challenges and solutions. A description of the different

2016 | [101 categories and investigation processes of digital forensics is
provided.
2017 | [11] Major focus was given on the importance of digital evidence in

cybercrime and electronic crime.

2017 | [12]

This paper describes the methodological aspects and frameworks
of cloud forensics in detail.

2018 | [13]

The proposed framework provided a practical approach to log
architecture.

2019 | [14] | All types of DF, emphasizing cloud forensics, were analyzed.

There are three major legal challenges associated with cloud-

2020 | [15] | based systems today. A number of issues are involved such as

territoriality, possession, and confiscation procedures.

The authors discussed cloud and IoT forensic challenges.

2020 | [16] | Furthermore, they presented various innovative techniques to

better understand how these approaches can be combined.

2021 | [17]

A literature study led to the development of a taxonomy. The

authors summarized several issues with the existing log-driven

cloud forensic schemes and outlined some problems that have
yet to be addressed.

The authors investigated cloud servers with a framework that
leverages DF. To emphasize the importance of cloud computing

2023 | [18] |in the field of DF, they reviewed previous related work based on

established cloud forensics practices, fog forensics, edge
forensics, and law.

Allocating searching protocols: This step identifies the
search protocols that will govern the search in the search
engines. The protocols used in this paper are the publication
time, keywords, article type, and the language of the article
in the standard form. The publication period was limited to
the years from 2010 to 2023, and the keywords were set to
"Cloud computing," "Cloud forensics,” or "Digital
forensics". The article types were set to journal articles,
conference papers, and book chapters. Only papers written
in English were considered in this research.

Gathering data from search engines: In this step, the
required data were collected from the search engines based
on the search protocols. The output of this step is shown in
Table II and Figure 2. A total of 3086 articles were
collected from the search engines. The discussed cloud

forensics different aspects are shown in Table III. Since
2010, the authors have put cloud forensics in the direction
of the investigation process. As a result, a total of 694
articles were identified. As shown in Table III, the three
directions that have received the most attention in the cloud
forensics field are challenges, reviews, and surveys (in
descending order). They are followed by case studies,
blockchains, and framework directions.

TABLE II. SUMMARY OF THE COLLECTED ARTICLES

Search Engines Keywords Total papers Year
IEEE Xplore 128
Scopus 479
- "Cloud computing,"
Web of Science | 04 forensics,” or 105 2010- 2023
Science Direct "Digital forensics” 194
Springer Link g o 360
Google Scholar 1820
Total 3086
TOTAL ARTICLES
O O I
LS 5 < A & <
& O & & S ¥
o o & & ~ 0
Q¥ o C Q & <
» ° < & 5
% N < S <
< O ™ \ N
((fv ‘V% L\% & Ob
N N s > ©
Fig. 2. Summary of the collected articles.

¢ Filtering gathered data: The data gathered in the previous
step are filtered based on the criterion of being focused on
the investigation process and framework directions.

e Analyzing the filtered data: The extracted 800 articles are
analyzed by evaluating their investigation processes,
contributions, advantages, disadvantages, methodology,
results, novelty, and their contributions to the cloud
forensics field.

Table IV displays the summarization of the analyzed
gathered models.

IV. RESULTS AND DISCUSSION

This section will discuss the development of a conceptual
framework for cloud forensic investigation. According to the
models presented in Table V, the developed framework
consists of 6 distinct processes (see Figure 3), which are
described in detail below.
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TABLE III. SUMMARY OF THE COLLECTED ARTICLES BASED ON THEIR DIRECTION
Year
Category 2010 [ 2011 | 2012 | 2013 [ 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021 2022 | 2023 | !
Investigation process | 2 14 28 33 49 64 52 57 66 84 76 87 73 | 694
Frameworks 0 1 3 5 10 9 18 14 5 7 9 11 8 6 106
Case Studies 3 8 21 24 24 48 58 58 62 79 65 73 83 53 | 659
Challenges 7 26 56 85 83 146 | 157 | 131 | 144 | 175 | 147 | 175 | 174 | 135 | 1641
Survey 2 13 34 47 56 89 | 112 | 97 107 | 140 | 110 | 139 | 137 | 115 | 1198
Blockchain 0 0 0 0 0 0 1 9 16 36 35 81 70 71 | 319
Review 5 15 31 64 58 84 | 100 | 95 121 | 137 | 121 | 153 | 165 | 129 | 1278
TABLE IV. SUMMARY OF THE ANALYSIS OF GATHERED MODELS
Ref. Focus Purpose Advantages Disadvantages Methodology Output
To be hichly scalable Use of cloud Did not address integrity A novel system based on
20] Virtual Machine (VM) fro 1%1 c}l/oAu d infrastructure to acquire | validation and large-scale VMware's cloud management and
acquisition . VMs from a highly deployment, nor did include | management SDK | allowed cloud-based VM
infrastructures. 7. . . .
scalable manner. additional investigation. acquisition
C Improvement of the .
Log acquisition in use of Eucalyptus log Secu}re private cl-oud Lacks high availability setup A dashboard‘based on
[21] private cloud . . environment using Eucalyptus Eucalyptus's cloud
. files in a private cloud for Eucalyptus .
environment . Eucalyptus. operating system.
environment
Underpinning elements Allows forensic analysis Need for more
of cloud computing, To offer forensics to be easily conducted. comprehensive real-life A set of questions that can
[22] | which are required for i Proposes a set of scenarios that cover a variety | Literature review | be used as part of a cloud
. open cloud facilities. . . . .
cloud services to be questions to aid cloud | of aspects and are supported forensics analysis.
forensically friendly. forensic analysis. by case studies.
Dlscus-ses the challenges Minimizes the time Struts and Hadoop | A framework for remote
faced in cloud forensics | To collect and analyze . . Lacks real-world o .
[23] . required for forensic . . distributed file data collection and
and corresponding data. . L implementations. .
solutions. investigations. system. preprocessing.
An acquisition system in To develop and Organizations can truly
[24] an Ir?fré;e truc til}rte as a validate a forensic | take back ownership of | Scalability issues are not Design science Forensic acquisition
Service (IaaS) ) acquisition system in | their data from the cloud adequately addressed. approach system in IaaS model
the TaaS model. service provider.
L To understand the Pm\.]lded seyera-l Addresses the advantages
Examination of cloud suggestions, guidelines, | As cloud data are stored on . -
. . . challenges and . . . and disadvantages of using
forensics solutions inthe | .. .~ . . and possible solutions remote servers, they are A systematic Lo
[25] limitations associated . S . cloud forensics in digital
context of DF . . .| for the investigation of | vulnerable to unauthorized approach . L
. .. with conducting DF in L investigations and presents
investigations. . forensic issues related to access attempts .
cloud environment . recommendations.
cloud computing.
L Wh?I.] P erforming Cloud forensic imaging will Several factors affect
To determine if acquisition from the .
S . . never be able to capture the . remote acquisition, and
forensic investigators |cloud, hybrid approaches . Hypothesis and . : .
Cloud-based DF R . complete evidence, so cloud this results in a non-linear
[26] . Lo will fail to secure all were preferred over L. L . case study, and . . .
investigations. . forensic investigations will relationship between image
necessary evidence on| complete approaches, FTK remote agent. TR
. . i always be based on acquisition time and
time. especially in time- . .
" - incomplete evidence. storage volume.
critical situations
Providing forensically
. reliable images, the Lacks a wider and more .
. .| To propose solutions . . . . A novel technique based
Non-volatile memory in . approach enables the | practical cloud environment Design science .
[27] to cloud forensics data| . . . on a cluster analysis of
TaaS. o virtual hard disk to be that reflects many virtual approach .
acquisition challenges. . . non-volatile memory.
restored as a forensic machines.
image any time.
Reveals the A framework for assessing
requirements for It was difficult to acquire and the virtual environment's
Detecting crimes with To inspect the modern| forensics tools to be analyze cloud virtual layers readiness for forensic
[28] clou dgbaee d bF state of cloud virtual | developed inorderto | using forensics tools because Experiments investigations and applying
_‘ level forensics. analyze cloud specialized forensics tools are state-of-the-art forensics
infrastructure in a sound lacking. tools to cloud
manner. environments.
To perform [mprove the ab.l lity FO A re_al—worl_d cloud . A novel cloud forensic
. track attackers, identify | computing environment is . . . Lo
. forensically sound . . . Design science |investigation model to help
[29] Cloud computing virtual machine not provided for the method

investigations into

cloud cybercrime.

weaknesses, and gather

necessary testing for the

digital evidence.

proposed model.

users investigate
cybercrime in the cloud.
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Digital forensic readiness

To explore a feasible
method for

To enable effective
incident response
procedures through the

Lacks real world

Distributed agent-

The proposed approach
uses a modified obfuscated
Non-Malicious Botnet
(NMB) that, when running
in a cloud environment in

[30] . . . .. computation of the . . . conjunction with forensic
in the cloud. implementing digital . implementation. based solutions. . -
. . agent-based solution logging capabilities for DF
forensic readiness. . .
large-scale digital readiness purposes,
evidence. operates as a distributed
forensic Agent-Based
Solution (ABS).
To examine how DF .
. Identified several
readiness can be challenges associated
performed in cloud . S L There is a drawback of
. with DF investigation in . . . .
. computing . collecting a large amount of Modified A high-level overview of
[31] Cloud environment . the cloud environment, .S .
environments by . . . forensic information at one | obfuscated NMB. the model
.. including technical, .
designing and : time.
. . operational, and
implementing a ;
- : systematic.
feasible technique
Provides a holistic view
To investigate of cybercrime, Lacks the kind of automation .
evidence usin encompassing concepts | that is necessary in order to A framework for forensics
[32] Cloud computing . & passing concep y S Modeling enabled cloud
forensics-enabled from the viewpoints of | make the whole investigation . .
. Lo L . . investigation.
cloud investigation. organisation, efficient and effective.
technology, and law.
. . Meta-analysis was
. To increase an It can be possible to .
Cloud forensics T P . The study focused only on 22|  Meta-analysis conducted to propose a
[33] . organization's ability | develop models using L . .
readiness . publications. approach cloud forensics readiness
to reply to damages. | meta-analysis results.
model.
Does not have the ability to
A . detect different types of As aresult of this secure
. Provides investigators . .
To provide cloud . . cloud attacks, encrypt files log system, investigators
. L. . with secure and reliable . . .
Cloud forensics log forensic investigators upload by the user, or set Encryption will be able to provide
[34] . . logs that can be used for . .
security scheme. with secure and . some parameters to algorithm (AES) |secure and reliable log files
. cloud forensics . . .
reliable logs. . L determine whether CSPs for use in cloud forensics
investigations. . . L
should approve or reject investigations.
cloud user requests.
During the evidentiary
Different extraction - . Fitbit trackers typically store stages of a forensic
. Provides investigators L . =
and analysis oy . . only a limited amount of . investigation, some types
L . with timely information . . Cellebrite UFED .
[35] Fitbit Versa techniques that can be . data, which may not provide of data that can be verified
that can be used in future . . and MSAB XRY
used to recover investications a comprehensive picture of as accurate could prove
different databases. & the user's activities. essential to the evidence
process.
. . Using this model, VMs A novel cloud forensic
A timely and forensically To help users . & L . .o
. Lo . . in the cloud environment . . investigation model to help
sound investigation is investigate cloud . . Lacks real world Design science . .
[36] . . . can be identified for . . users investigate cloud
necessary for cloud | crimesin a timely and implementation. method . . :
. L future use and help crimes in a timely and
crimes. scientific manner. L - -
digital investigations. scientific manner
To resolve challenges, .
R . . Proposed a forensic
ambiguities, and Practitioners will be able
. . . . . metamodel for the
issues associated with |to derive a unified model . .
. . . Lacks practical Metamodeling technology to resolve
[4] Cloud forensics cloud computing, for cloud forensics that . . Lo
. . . . . implementation approach ambiguities, challenges,
including can be instantiated in the : .o
N and issues that arise in
standardization and field. .
. cloud computing
heterogeneity.

e Incident identification: A security breach or incident in
the cloud environment begins with incident identification.
In case of potential incidents or security breaches, it is
crucial to promptly identify and acknowledge them. As
early as this stage, suspicious activities and abnormal
behaviors might be recognized by the security analyst and
may be used to detect security incidents. It is essential that
these incidents are recognized as soon as possible so that
the damage can be mitigated and further problems be
avoided. Without the timely detection of security risks and
potential data breaches, long-term dangers and security

breaches may occur. Identifying incidents effectively
requires appropriate monitoring and detection mechanisms.
With the help of secure tools and technologies, suspicious
behaviors or activities can be detected and alerted to as
soon as they occur. Potential security breaches can be
detected with the help of network traffic analysis, system

log analyzers,

and user behaviors analyzers.

In an

organization, the incident identification process should be
clearly defined, communication channels for reporting the
potentially escalating incidents should be established, and
roles and responsibilities be defined for incident detection.
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The importance of identifying and reporting incidents
should also be emphasized through regular training and
awareness programs. Many aspects of managing incidents
and security breaches may exist in the cloud environment,
and incident identification plays an important role in
developing a framework for managing them. Organizations
can ensure the security of their cloud infrastructure and data
by recognizing and acknowledging potential incidents
promptly and taking appropriate action to mitigate their
impacts.

identification

Post-incident
investigation

Incident
documenting

Incident
analysis

Evidence
preservation

Evidence
gathering

Incident
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Fig. 3 The novel conceptual cloud forensic investigation framework.

Evidence gathering: Immediately after the identification of
an incident, the investigation proceeds to the next stage,
gathering evidence, to prove the existence of a crime. It is
necessary for the investigators to attempt to gather as much
relevant evidence regarding the incident as possible to make
a more informed decision. Log files, a computer snapshot,
network traffic information, and user actions would be
examples of documentation that qualifies as such a record
in addition to any other physical or logical information that
would provide additional insights. The evidence-gathering
process is one of the most essential steps in the incident
response process, which is why it is so vital to the
effectiveness and efficiency of the entire process. Using this
method, the examiner can reconstruct the crime scene that
led up to the incident, determine its source reason, govern
the influence of the incident on the systems and data
affected by it, and evaluate the influence of the incident on
the affected systems and data. In addition to recording a
wide range of events throughout the day, system log files
are essential for gathering evidence. A system may stop
working for several reasons. The system may require to log
in, change a file, set up a network connection, or even start
a process. Depending on the situation, it can mean anything
from login attempts to file changes. Using these logs,
investigators can gain insights into the behaviors of users
and potential attackers, acquiring a lot of information about
the actions taken by these attackers or the abnormal

behaviors of users. Whenever a snapshot of a system is
created at a particular time, it shows its status. Snapshots
help a user timely view and gather critical information such
as the operating system configuration and running
processes. It is possible to identify any anomalies that have
occurred by examining the change in snapshots taken
before and after the incident. In addition, network traffic
data can be used as valuable evidence. This is one of the
most valuable tools to prove that a crime has been
committed. These data can also include IP addresses,
protocol information, and information regarding the data
transfer. Investigators may find it quite helpful to analyze
network traffic to identify any unusual or malicious activity,
such as attempts to gain unauthorized access to network
resources or the theft of confidential information. It is also
possible to obtain evidence because of the actions of a user.
Information such as logins, files accessed, and system
commands are some of the information that can be recorded
on the system. Investigation of a user’s actions may be
necessary to determine whether any unauthorized or
malicious activities have been carried out by insiders or
unknown external actors.

Evidence preservation: The preservation of evidence is
one of the most important steps to ensure that the evidence
gathered is both complete and authentic. Investigators must
prioritize storing and securing evidence carefully to prevent
evidence from getting tampered with or altered in any
manner that could affect its reliability in the future. To
ensure that evidence is protected and that it remains intact
over time, it is important to create a secure backup. It is
recommended that investigators store multiple copies of the
original evidence at different locations to ensure that it is
protected from accidental loss or damaged. Reconstruction
of the evidence should still be possible even if one of the
copies has been compromised. Evidence can be enhanced
with cryptographic techniques.

Incident analysis: Analysis of incidents is one of the most
important aspects of any investigation into an incident
related to cloud computing data. Investigators get engaged
in the analysis procedure through the stage of evidence
assembly, which is the process of gathering information
that will help them acquire better perception into the
incident in question. After carefully examining the gathered
evidence, the investigators will be able to gain a greater
understanding of the incident. To determine whether an
incident was caused by a vulnerability or weakness within
the cloud environment, it is necessary to perform a detailed
analysis of the evidence gathered during the investigation of
the incident. By analyzing an incident, the investigators can
discover how various factors contributed to the incident in
the first place, which in turn will allow them to uncover the
underlying causes of future incidents. As a result, it is
important to examine the network traffic data in detail along
with log files and system configurations.

Incident documenting: To succeed in investigating an
accident, several important things need to be documented to
ensure accuracy in the investigation process and to provide
a detailed explanation of what has taken place during it.
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Documentation serves as a comprehensive record of the
incident and all its details. Physical evidence can be
classified into several types, such as photographs, videos,
documents, and any obtained statements or. Each piece of
evidence must be correctly chained of custody to maintain
its integrity and ensure its admissibility in court.

¢ Post-incident investigation: At this stage, the investigators
seek to identify any necessary corrective measures oOr
improvements that should be implemented to ensure the
success of the project. One primary objective is to prevent
similar incidents from taking place in the future and to
enhance the overall security and resilience of the cloud
environment. It is the investigators' responsibility to
consider the root causes and contributing factors of the
incident during the post-incident investigation. The
investigation should be meticulously carried out, including
a review of all available logs, system configurations, and
any other documentation deemed necessary. The
investigators can then determine the underlying
vulnerabilities that led to the incident and gain a
comprehensive understanding of what happened. After an
incident has occurred, it is essential to identify any
corrective measures that need to be implemented as part of
the post-incident investigation process. During this process,
the existing security controls are analyzed and determined
whether they have been effective in preventing or
mitigating the incident in question. It will be possible to
recommend appropriate measures for addressing any gaps
or weaknesses identified during the assessment. Moreover,
the objective of the post-incident investigation is to identify
any way in which the security and resilience of the cloud
environment could be improved. A critical aspect of this
process would be ensuring that existing policies,
procedures, and protocols are right up to date and robust. It
may also include the assessment of the effectiveness of the
incident response plans and the identification of areas for
improvement in those plans. Investigators will be
composing a comprehensive report as soon as the post-
incident investigation has been conducted, which details
their findings and makes recommendations based on their
findings. Such report will serve as a valuable source for the
organization in regard to providing insights into the incident
and detailing how similar incidents can be prevented in the
future through the implementation of the necessary
measures.

The present study concentrates on two dimensions. The first
dimension consists of the research directions of the cloud
forensics, and the second is the development of the proposed
conceptual framework for the cloud forensics. With a look at
the first dimension, it can be seen that cloud forensics has
evolved into an integral part of the investigation process. In the
past few years, this area of the market has steadily expanded.
As Figure 4 illustrates, cloud forensics can be considered in
seven investigation process directions: investigation process,
framework, case studies, challenges, survey, blockchain, and
review direction.

Directions of Cloud Forensics
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Summary of the different directions adopted by the gathered

These directions have been highlighted by 694 articles
published during the timeframe considered in this study (2010-
2023). Cloud forensics has received the most attention in three
directions, as shown in Figure 4. Our discovered studies regard
mostly challenges, reviews, and surveys. Case studies,
blockchains, and frameworks have received less attention (the
list is set in a descending order). Researchers working in the
field of cloud forensics contribute to the development of robust
solutions and methodologies to address the challenges arising
from the use of cloud technologies in forensic investigations.
Surveys identify emerging trends and areas that require further
investigation and contribute to the body of knowledge by
providing valuable insights into the field. A case study
illustrates cloud forensics techniques in action and offers a
practical perspective. Researchers may gain a more
comprehensive understanding of challenges and solutions by
examining specific cases. The potential implications of
blockchain technology for cloud forensics, especially in
preserving and securing data, have attracted significant
attention. An investigation into cloud forensics is not possible
without frameworks, which are vital for providing structure and
support. Standardized methods enable efficient and
standardized data collection, analysis, and reporting.
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TABLE V. COMPARISON OF THE PROPOSED CLOUD
FORENSICS FRAMEWORK WITH THE EXISTING MODELS
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uoneAIasald souepIag
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2013 | [20]

2014 | [21]

2013 [[22]

2015 | [23]

2016 | [24]

2016 | [25]

2014 | [26]

2017 | [27]

2017 | [28]

2018 | [29]

2018 | [30]

2018 | [31]

2019 | [32]

2020 | [33]

2020 | [37]

2020 | [34]

2021 | [35]

2021 | [36]

2023 | [3]

2 |ede]2]e]e]e|X|2]X|X |22l |X X [X|X]|X
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Proposed
framework

A conceptual framework for cloud forensics, which is the
second dimension of this study, was developed. Based on Table
V, it is evident that the developed framework has a unique
process referred to as post-incident investigation. The proposed
framework for cloud forensics is more comprehensive when
compared to existing studies. For example, the incident
identification process has been covered by 12 studies, evidence
gathering by 14, evidence preservation process by 9, evidence
analysis process by 8, and incident documentation by only 6,
(Table V). None of the previous studies has covered the post-
incident investigation process.

V. CONCLUSION

In recent years, organizations have been able to access,
manage, and process information much more efficiently and
effectively than before due to the advent of cloud computing.
Several new challenges have arisen during the transition to the
cloud, due to the number of security incidents that can take
place in cloud environments. Traditional forensic techniques
cannot address the unique characteristics of cloud
environments. To identify, gather, and analyze cloud
computing incidents using a design-science approach, this
study proposes an innovative conceptual framework that uses
the design-science methodology for the analysis of cloud
computing incidents. This novel conceptual framework

comprises six steps: identifying the incident in question,
identifying the evidence, preserving the evidence, analyzing the
incident, documenting the incident, and post-incident
investigation. Using the framework developed in this study,
investigators will be able to identify an incident, collect
relevant evidence, preserve the collected evidence, analyze the
data, document them, and conduct post-incident investigations
in a more efficient and effective manner. As a future study, we
recommend the implementation of the developed framework in
real-world scenarios.
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