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ABSTRACT 

A blockchain is a distributed database that contains the records of transactions that are shared among all 

members of a community. Most members must confirm each and every transaction in order for a 

fraudulent transaction to fail to occur. As a rule, once a record is created and accepted by the blockchain, 

it cannot be altered or deleted by anyone. This study focuses on improving the investigation task in the 

database forensics field by utilizing blockchain technology. To this end, a novel conceptual framework is 

proposed for the forensic analysis of data from database systems engaging blockchain technology. This is 

the first time that blockchain technology is followed in database forensics for the purpose of tracing digital 

evidence. The design science research method was adopted to accomplish the objectives of the present 

study. The findings displayed that with the developed forensics framework, the data regarding database 

incidents could be gathered and analyzed in a more efficient manner. 

Keywords-database systems; digital forensics; database forensics; design science research; blockchain 

technology 

I. INTRODUCTION  

Database systems are software systems that are used to 
organize, store, retrieve, and analyze data [1]. Database 
systems have the function of providing an interface between 
the end user and the system so that the end user can create, 
read, update, and delete data in the database. Blockchain is a 
technology that uses distributed ledgers which enable the 
secure and transparent exchange of information without the 
need for a central authority to supervise the latter [2]. This is a 
kind of decentralized system in which a computer network 

records and analyzes a series of transactions in real time. 
Several industries, including finance, healthcare, and supply 
chains, have been drawn to blockchain technology because of 
its potential applications in these fields. Database forensics is a 
branch of digital forensics, which focuses on the analysis and 
investigation of database systems [3-6]. It involves extracting, 
preserving, and examining the data stored in a database system. 
Database forensic analysis plays a crucial role in uncovering 
valuable evidence and understanding the behavior of a 
compromised system [7, 8]. It is often implemented in 
cybersecurity investigations to identify and analyze malicious 
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activities, such as malware infections, unauthorized access, and 
data breaches. By examining the content of database systems, 
investigators can uncover information that might not be 
accessible through traditional file system analysis. 

One of the key advantages of database forensics is its 
ability to capture real-time data, providing insight into the state 
of a system at the time of an incident. This allows investigators 
to reconstruct events and understand the actions performed by 
an attacker or a malicious program [9]. Several forensic 
approaches have been proposed to deal with database systems 
and to investigate incidents from three dimensions: destroyed, 
compromised, and changed [11]. The concept of compromised 
databases has been more specifically defined as ffollows: a 
database is considered compromised when it has been found 
that components of the database management system (DBMS) 
have been compromised by an attacker while the database itself 
remains operational [10]. In a damaged database, data have 
been modified, deleted, or copied from the original location, 
but have remained in their original location. Depending on the 
extent of the damage inflicted, these databases may or may not 
be any longer operational. A modified database (external 
dimension) refers to the database that has been modified 
through normal business processes, not compromised or 
damaged when the event of interest occurred. However, the 
database has continued to function normally since the event of 
interest occurred [10]. However, the existing approaches have 
not been able to provide adequate safeguards for electronic 
evidence before, during, and after the incident’s occurrence. 

The purpose of this study is to develop a novel conceptual 
framework for gathering and analyzing data from database 
systems using blockchain technology. The proposed framework 
consists of two main stages: gathering data and analyzing data. 
The developed framework streamlines the process of extracting 
data from database systems, enabling practitioners to 
effortlessly capture and analyze them. 

II. RELATED WORKS 

Authors in [12] proposed an extraction process for data 
based on the relationships connecting columns in the tables of 
the database. Authors in [13] introduced a model for extracting 
fraud data from a database server. Following the metadata 
extraction process proposed in [14], the metadata of the 
database dimension are extracted and those who are permitted 
to take certain action are determined. Authors in [15] presented 
a data collection procedure subdivided in two stages: one stage 
related to selecting files and another stage with a focus on the 
collection of all the files. In [16], a file collection process was 
proposed for collecting Oracle files from specific locations and 
then moving them to an evidence collection server. Authors in 
[17], developed an artifact collection process for the collection 
and extraction of metadata and database files from 
compromised MySQL Server databases in order to collect 
physical and digital data. Similarly, a collection procedure was 
proposed in [18, 19] as a sub-process of physical and digital 
examination. Authors in [20] proposed the collection of non-
volatile artifacts such as based processes for the collection of 
log transactions, log files, database files, and volatile artifacts, 
like undo log, data caches, and redo logs. Authors in [21] 

recommended a collection and preservation process so that the 
investigators can collect MySQL, SQL, and operating systems 
detailed several logs. In [22], a collection process was 
developed to aid in gathering evidence from the replication of 
sources. Authors in [23] suggested an execution process 
allowing investigators to use forensic procedures and tools for 
the creation of forensic values and then collect the metadata 
values of the identified target files. 

The model developed in [24] reconstructed a database and 
restored its integrity in order to rebuild intruder activities. 
Authors in [25] utilized media analysis, data recovery, timeline 
creation, and string search processes as parts of their suggested 
model, while authors in [20] described their model as a part of 
the artifact analysis process used in the analysis of malicious 
activity and the reconstruction of timeline events. Authors in 
[13] suggested a process for financial and commercial data 
examination and applied it in uncovering illegal operations. 
Some other models have described the analysis process as 
restoration and searchability [14]. This was referred in [15] as 
the investigation on the data collection process. Furthermore, 
authors in [17] implicitly described the latter as a part of the 
reconstruction process along with the physical and digital 
examination procedure in [18]. Additionally, authors in [26] 
proposed a forensic analysis process that employed log 
management or log analysis tools to enhance the information 
volume analysis retrieved from log files in database forensics. 
In other models, the reconstruction and analysis processes were 
described as analysis database attack, analysis anti-forensic 
attacks [27], reconstructing evidence [23], reconstruction [26], 
forensic analysis [22], and reconstruction of volatile artifacts 
[28]. Moreover, authors in [29] conducted a survey 
concentrating on the latest research on forensic examination of 
RDBMS and NoSQL databases along with the survey of 
artifacts to be studied for database forensics. A prototype 
developed in [30] was focused on analyzing the possibility of 
rebuilding database contents from Redo logs of a MySQL 
DBMS, by gathering related data from the Redo Log files. 
Authors in [31] studied the database anti-forensics agents and 
the effects they pose at numerous phases of the database 
forensics processes. Authors in [32] proposed a model to 
perform a deep forensic examination of HarperDB using a 
grouping of two methods: Database Forensics (DBF), which 
presents related stages to perform databases forensic 
investigation, and common database forensic investigation 
process, which specifies appropriate stages to examine IoT 
environments. In [33], a unified incident response model was 
recommended for conducting investigation in the database 
forensics field. The model consisted of three steps: pre-, 
during-, and post-incident response. Their model followed 
incident investigation rules required in ISO/IEC-based 
guidelines for incident investigation processes. Furthermore, 
the authors in [34] proposed a consistent database forensic 
investigation procedure adopting the design science research. 
Their model was able to solve the redundancy of the existing 
investigation processes for the field of database forensics. It 
was created based on three key groups, i.e. planning, 
preparation and pre-response; acquisition and preservation; and 
analysis and reconstruction. In [35], a tamper detection model 
was developed for the NoSQL database, which worked in 



Engineering, Technology & Applied Science Research Vol. 14, No. 3, 2024, 14079-14087 14081  
 

www.etasr.com Alzahrani et al.: A Forensic Framework for gathering and analyzing Database Systems using … 

 

forensic investigation medium to offer more relevant effects on 
corrupt data and to give a distinction based on doubt and actual 
corrupt data. Authors in [36] offered a face validation approach 
for the Database Forensics Metamodel [37], which was used to 
evaluate the completeness, logicalness, and usefulness for the 
database forensics domain. Authors in [38] offered a recovery 
model to retrieve deleted information from MSSQL.  

The review presented above is summarized in Table I. The 
existing database forensics approaches have covered the 
traditional digital forensics processes previously employed. 
Yet, blockchain technology is not applied in database forensics. 

TABLE I.  DATABASE FORENSICS MODELS 

Year Ref. 

Gathering 

and 

protection 

stage 

Rebuilding 

and analysis 

stage 

Documenting 

and 

presentation 

stage 

Blockchain 

technology 

2007 [39] 
✘ ✘ ✘ ✘ 

2007 [40] 
✘ ✘ ✘ ✘ 

2007 [41] 
✘ ✘ ✘ ✘ 

2007 [42] 
✘ ✓ ✘ ✘ 

2007 [43] 
✘ ✓ ✘ ✘ 

2007 [44] 
✘ ✓ ✘ ✘ 

2007 [45] 
✘ ✓ ✘ ✘ 

2007 [46] 
✘ ✓ ✘ ✘ 

2008 [20] 
✓ ✓ ✓ ✘ 

2008 [47] 
✘ ✓ ✘ ✘ 

2006 [48] 
✘ ✓ ✘ ✘ 

2009 [14] 
✘ ✓ ✘ ✘ 

2009 [12] 
✘ ✓ ✘ ✘ 

2010 [49] 
✘ ✓ ✘ ✘ 

2011 [50] 
✘ ✘ ✘ ✘ 

2011 [51] 
✘ ✘ ✘ ✘ 

2011 [15] 
✘ ✘ ✘ ✘ 

2011 [52] 
✘ ✘ ✘ ✘ 

2012 [16] 
✘ ✓ ✘ ✘ 

2012 [17] 
✓ ✓ ✓ ✘ 

2012 [18] 
✓ ✓ ✓ ✘ 

2012 [53] 
✘ ✘ ✘ ✘ 

2012 [54] 
✘ ✓ ✘ ✘ 

2012 [55] 
✘ ✓ ✘ ✘ 

2012 [56] 
✘ ✓ ✘ ✘ 

2012 [57] 
✘ ✘ ✘ ✘ 

2013 [22] 
✘ ✓ ✘ ✘ 

2013 [58] 
✘ ✓ ✘ ✘ 

2013 [59] 
✘ ✓ ✘ ✘ 

2013 [60] 
✘ ✓ ✘ ✘ 

2013 [61] 
✘ ✓ ✘ ✘ 

2013 [62] 
✘ ✓ ✘ ✘ 

2013 [63] 
✘ ✓ ✘ ✘ 

2013 [64] 
✘ ✓ ✘ ✘ 

2013 [65] 
✘ ✓ ✘ ✘ 

2014 [66] 
✘ ✓ ✘ ✘ 

2014 [27] 
✘ ✓ ✘ ✘ 

2014 [67] 
✘ ✘ ✘ ✘ 

2014 [68] 
✘ ✓ ✘ ✘ 

2014 [23] 
✘ ✓ ✘ ✘ 

2015 [69] 
✘ ✓ ✘ ✘ 

2014 [70] 
✘ ✘ ✘ ✘ 

2015 [28] 
✘ ✓ ✘ ✘ 

2015 [26] 
✘ ✓ ✘ ✘ 

2016 [21] 
✘ ✓ ✘ ✘ 

2016 [71] 
✓ ✓ ✓ ✘ 

2016 [72] 
✓ ✓ ✓ ✘ 

2017 [73] 
✘ ✓ ✘ ✘ 

2017 [37] 
✓ ✓ ✓ ✘ 

2017 [74] 
✓ ✓ ✓ ✘ 

2018 [75] 
✓ ✓ ✓ ✘ 

2019 [76] 
✓ ✓ ✓ ✘ 

2020 [34] 
✓ ✓ ✓ ✘ 

2020 [33] 
✓ ✓ ✓ ✘ 

2021 [38] 
✘ ✓ ✘ ✘ 

2022 [77] 
✓ ✓ ✓ ✘ 

2022 [78] 
✓ ✓ ✓ ✘ 

2022 [79] 
✘ ✓ ✘ ✘ 

2023 [80] 
✘ ✓ ✘ ✘ 

2023 [9] 
✓ ✓ ✓ ✘ 

 

III. METHODOLOGY 

In this study, the design science research [81] was deployed 
to develop a conceptual framework for gathering and analyzing 
data from suspicious database systems. Developing and 
evaluating artifacts, such as frameworks, models, and 
prototypes is a key component to design science research 
methodology [82]. This methodology has been found suitable 
for addressing complex problems and developing innovative 
solutions. 

As Figure 1 illustrates, four distinct steps made up the 
followed methodology. To begin the process, the first step was 
to determine the search engines to be used throughout the 
study. Selecting the right search engine is crucial for any 
research as it determines the depth and breadth of the data 
collected. In addition to IEEE Explorer, Web of Science, 
Scopus, Springer Link, and Google Scholar, five more search 
engines were identified. The second step of the methodology 
was to collect data. During this process, keywords such as 
"Database Forensics" and "Blockchain technology" were 
searched. In the third step, the data acquired from the search 
engines were filtered based on the information gathered. This 
step was taken to ensure that the collected data were relevant 
and aligned with the objectives of the study. In addition to 
removing any redundant or irrelevant information that may be 
present in a data set, filtering makes the analysis focused. 

 

 
Fig. 1.  The developed methodology. 
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A database forensics model was then developed, as part of 
the fourth step of the methodology. In this step, the 
appropriate models for the study were determined. As a result 
of the selection of models, the data gathered from the search 
engines were analyzed and interpreted, and then insights were 
generated. By developing a novel conceptual framework, a 
suitable process for integrating and analyzing the data in 
databases was outlined. By using this framework as a guide for 
the research process, the data could be handled and interpreted 
in a systematic and rigorous manner. This paper presents a 
clearly structured methodology, allowing the researchers to 
gather, filter, and analyze data in an effective way. 

IV. RESULTS AND DISCUSSION  

A novel conceptual framework was developed based on the 
findings of this study to enable the gathering and analysis of 
data of database systems using blockchain technology. The 
developed framework consists of two main stages: data 
gathering and data analysis (see Figure 2). 

A. Data Gathering Stage 

This stage is used to gather data from the database in 
question. It involves five processes: 

 Data Acquisition: It is first necessary to acquire the relevant 
data from the database systems deploying blockchain 
technology. As a result, either the data can be extracted 
directly from the database system or forensic tools can be 
utilized to retrieve the data from the system once they have 
been extracted. 

 Data Encryption: Encrypting the data before they are stored 
on blockchain ensures their integrity and confidentiality. To 
accomplish this, encryption algorithms can be applied at the 
source. 

 Data Validation: To ensure the accuracy and reliability of 
the data gathered, it is essential to validate them. It may be 
a good idea to consider any anomalies, inconsistencies, or 
inaccuracies in the data when making any kind of analysis. 
When errors or issues are discovered during the data 
validation process, data analysis can be adversely affected. 

 Data Hashing: A hashing algorithm is a cryptographic 
technique for condensing a large quantity of information 
into a short and fixed-length string. The data are made 
resistant to tampering by hashing, which means that they 
cannot be altered or corrupted in any way. Before storing 
the data on a blockchain, it is necessary to hash them so that 
their integrity and authenticity can be verified before being 
stored on the blockchain. 

 Data Incorporation: Data can be incorporated into a 
blockchain once they have been gathered, validated, and 
hashed. Data integrity is ensured, and secure transmission 
and analysis are facilitated by the blockchain, which acts as 
a decentralized ledger. 

B. Data Analysis Stage 

In this stage, the gathered and preserved data will be 
analyzed to discover database incidents. This stage involves 
five processes: 

 Data Storage: The data gathered during the process are 
stored on the blockchain and can be accessed by authorized 
users if they possess the proper permissions. The immutable 
nature of blockchain ensures that the data stored on it 
cannot be tampered with, which ensures that they are 
authentic and trustworthy. 

 Data Retrieval: Specialized tools and techniques can be 
used to access and analyze blockchain data. Data can be 
extracted and analyzed applying blockchain analysis 
software or by querying the blockchain utilizing a 
blockchain explorer. 

 Data Visualization: The visual presentation of data can 
simplify the understanding and interpretation of the 
analyzed information. Trends and patterns can be 
communicated with visual representations, such as graphs, 
charts, and dashboards. 

 Data Analysis Techniques: In order to derive meaningful 
insights and findings from the gathered data, various 
methods of data analysis can be applied. There are many 
techniques that can be adopted to analyze data, such as 
statistical analysis, machine learning, and data mining. With 
the deployment of these techniques, forensic investigators 
can gain a deeper understanding of the data and identify 
possible evidence or leads that could aid the latter’s 
investigation. 

 

 
Fig. 2.  The conceptual framework for gathering and analyzing data from 
database systems using blockchain technology. 
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 Data Correlation: Correlation analysis can be performed to 
find the relationships between different data that have been 
collected. It is possible for forensic investigators to uncover 
hidden patterns or connections that may have previously 
been hidden by analyzing the correlations between different 
data sources using the correlation analysis. 

C. Discussion 

This section discusses the findings of this study from two 
dimensions: benefits and comparison. The first dimension 
explores the benefits of the developed conceptual framework 
for gathering and analyzing data of database systems using 
blockchain technology. The second dimension compares the 
developed framework with the existing database forensics 
models. Figure 3 displays the two dimensions covered in this 
section. The first dimension discussed the developed 
framework from four perspectives: 

 Security: Blockchain-based databases have a significant 
advantage in terms of security when compared to traditional 
database systems. One of the most important features of 
blockchain technology is its decentralized architecture. The 
data are stored in multiple nodes rather than in a central 
database. The decentralized approach makes data access 
more difficult for hackers since they would need to 
penetrate multiple nodes simultaneously to gain access to 
and manipulate the data. In addition, blockchain technology 
provides greater integrity to data in a more secure manner. 
Every transaction on the blockchain is validated and 
verified by the network of nodes, which means that data can 
never be altered in any way by anyone. Furthermore, the 
built-in verification process not only ensures the data are 
accurate and verifiable, but also improves the security of 
the database. 

 

 
Fig. 3.  The dimensions considered in this study. 

 Cost: Blockchain technology has certain potential 
disadvantages, but it offers several benefits, and it is 
important to consider them before adopting it. The 
drawback of blockchain-based database systems is that they 
are very expensive in comparison to other systems. In order 
for an organization to take advantage of the potential 
benefits of blockchain technology, it must significantly 
invest in infrastructure and expertise, especially if this 
organization is relatively new to the technology. As a result, 
it is important to maintain and upgrade blockchain systems 
continually. However, in the long run, blockchain 
technology can generate cost savings and contribute to 

long-term sustainability. By eliminating intermediaries and 
diminishing the need for trust, blockchain reduces 
operational costs. Additionally, the decentralized 
architecture of blockchain allows for more efficient 
management of data, which ultimately results in cost 
savings. 

 Scalability: The blockchain technology is also a very good 
option when it comes to database systems since it is capable 
of handling large volumes of data successfully. Thanks to 
its distributed architecture, the blockchain system can 
competently scale. This system can be expanded to 
accommodate more nodes as the database grows, which 
allows the database capacity to be increased as needed due 
to the addition of supplementary users to the network. The 
scalability of the system means that it is particularly 
beneficial for industries that produce large quantities of 
transactional data, such as those in the field of financial 
services and those in the supply chain sector. Consequently, 
it should be noted that blockchain scaling has some 
limitations that need to be considered before using it. 
Additionally, as the size of the network grows, the 
computing power and storage capacity that are required to 
validate the transactions in that network will also grow 
proportionally with the increase in its size. This can affect 
both cost and performance of the system. Moreover, the 
consensus mechanisms of blockchain may not be the most 
effective way to process complex queries or to gain access 
to real-time data in the future as they are not the most 
efficient methods for tackling complex problems. 

 Privacy: Several studies have demonstrated the benefits of 
blockchain technology for data management systems, 
including enhanced privacy. The decentralized nature of 
blockchain technology prevents hackers or third parties 
from accessing sensitive information because the data are 
stored on multiple nodes across the network. Blockchain 
data can only be viewed or updated by parties who are 
authorized to view or update them due to the embedded 
consensus mechanism. It is important to consider the 
possibility of privacy threats posed by blockchain 
technology despite the benefits it has for many businesses. 
Data could accidentally or intentionally leak from the 
blockchain. Furthermore, blockchain's anonymity may not 
be suited to applications that require identity verification. If 
the privacy of individuals and entities is not adequately 
protected, blockchain's transparency could compromise it. 

The second dimension is the comparison of the developed 
framework with those proposed in existing studies. The 
developed framework leverages blockchain technology to 
gather and analyze data of database systems. As can be seen in 
Table II, there are no existing traditional database forensic 
investigation models that incorporate blockchain technology. 
The known database forensic investigation models gather and 
analyze data using traditional methods and tools. Blockchain 
technology can contribute to the investigation process in many 
ways and these models often overlook its potential assets. A 
blockchain-based conceptual framework provides a more 
comprehensive and efficient approach to database forensic 
investigations. Blockchain technology can be utilized to create 
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immutable audit trails in this context. A distributed ledger is 
created by blockchain technology, ensuring that every 
transaction and change can be verified and recorded. As a 
result, data collected during an investigation are more 
transparent and reliable, providing a more robust basis for 
analysis. Further, blockchain technology simplifies the forensic 
investigation process by introducing the concept of smart 
contracts. Unlike traditional contracts, smart ones are self-
executing contracts in which the terms of the purchase 
agreement are directly written into code. Forensic 
investigations of databases often engage smart contracts to 
define rules and procedures for collecting and analyzing data. 
Therefore, investigations can be streamlined, and data 
gathering and analysis can be consistently and accurately 
performed. 

In addition, the developed conceptual framework makes use 
of blockchain technology to enhance data security and 
confidentiality. It is possible to securely store and access 
sensitive data with the cryptographic mechanisms of 
blockchain without compromising their integrity. When 
investigating sensitive data in database forensics, this is 
especially important. 

TABLE II.  COMPARISON OF THE DEVELOPED DATABASE 
FORENSICS FRAMEWORK WITH THE EXISTING MODELS 

Year 
Existing 

models 

Gathering 

and protecting 

stage 

Rebuilding 

and 

analyzing 

stage 

Documenting 

and 

presenting 

stage 

Blockchain 

technology 

2004 [83] 
✘ ✘ ✘ ✘ 

2004 [24] 
✘ ✘ ✘ ✘ 

2004 [84] 
✓ ✓ ✓ ✘ 

2007 [39] 
✘ ✘ ✘ ✘ 

2007 [40] 
✘ ✘ ✘ ✘ 

2007 [41] 
✘ ✘ ✘ ✘ 

2007 [42] 
✘ ✓ ✘ ✘ 

2007 [43] 
✘ ✓ ✘ ✘ 

2007 [44] 
✘ ✓ ✘ ✘ 

2007 [45] 
✘ ✓ ✘ ✘ 

2007 [46] 
✘ ✓ ✘ ✘ 

2008 [20] 
✓ ✓ ✓ ✘ 

2008 [47] 
✘ ✓ ✘ ✘ 

2006 [48] 
✘ ✓ ✘ ✘ 

2009 [14] 
✘ ✓ ✘ ✘ 

2009 [12] 
✘ ✓ ✘ ✘ 

2010 [49] 
✘ ✓ ✘ ✘ 

2011 [50] 
✘ ✘ ✘ ✘ 

2011 [51] 
✘ ✘ ✘ ✘ 

2011 [15] 
✘ ✘ ✘ ✘ 

2011 [52] 
✘ ✘ ✘ ✘ 

2012 [16] 
✘ ✓ ✘ ✘ 

2012 [17] 
✓ ✓ ✓ ✘ 

2012 [18] 
✓ ✓ ✓ ✘ 

2012 [53] 
✘ ✘ ✘ ✘ 

2012 [54] 
✘ ✓ ✘ ✘ 

2012 [55] 
✘ ✓ ✘ ✘ 

2012 [56] 
✘ ✓ ✘ ✘ 

2012 [57] 
✘ ✘ ✘ ✘ 

2013 [22] 
✘ ✓ ✘ ✘ 

2013 [58] 
✘ ✓ ✘ ✘ 

2013 [59] 
✘ ✓ ✘ ✘ 

2013 [60] 
✘ ✓ ✘ ✘ 

2013 [61] 
✘ ✓ ✘ ✘ 

2013 [62] 
✘ ✓ ✘ ✘ 

2013 [63] 
✘ ✓ ✘ ✘ 

2013 [64] 
✘ ✓ ✘ ✘ 

2013 [65] 
✘ ✓ ✘ ✘ 

2014 [66] 
✘ ✓ ✘ ✘ 

2014 [27] 
✘ ✓ ✘ ✘ 

2014 [67] 
✘ ✘ ✘ ✘ 

2014 [68] 
✘ ✓ ✘ ✘ 

2014 [23] 
✘ ✓ ✘ ✘ 

2015 [69] 
✘ ✓ ✘ ✘ 

2014 [70] 
✘ ✘ ✘ ✘ 

2015 [28] 
✘ ✓ ✘ ✘ 

2015 [26] 
✘ ✓ ✘ ✘ 

2016 [21] 
✘ ✓ ✘ ✘ 

2016 [71] 
✓ ✓ ✓ ✘ 

2016 [72] 
✓ ✓ ✓ ✘ 

2017 [73] 
✘ ✓ ✘ ✘ 

2017 [37] 
✓ ✓ ✓ ✘ 

2017 [74] 
✓ ✓ ✓ ✘ 

2018 [75] 
✓ ✓ ✓ ✘ 

2019 [76] 
✓ ✓ ✓ ✘ 

2020 [34] 
✓ ✓ ✓ ✘ 

2020 [33] 
✓ ✓ ✓ ✘ 

2021 [38] 
✘ ✓ ✘ ✘ 

2022 [77] 
✓ ✓ ✓ ✘ 

2022 [78] 
✓ ✓ ✓ ✘ 

2022 [79] 
✘ ✓ ✘ ✘ 

2023 [80] 
✘ ✓ ✘ ✘ 

2023 [9] 
✓ ✓ ✓ ✘ 

2023 Proposed 
✓ ✓ ✓ ✓ 

 

V. CONCLUSION 

A blockchain can be viewed as a distributed database that 
supports the sharing of records of transactions among its 
members. To prevent a fraudulent transaction from taking 
place, the majority of the members must confirm each and 
every transaction. It has been generally established that once a 
record is created and accepted by the blockchain, it cannot be 
altered or deleted by anyone. Several studies conducted in the 
digital forensics field have proposed that blockchain 
technology can be integrated as a part of their digital forensics 
work. Consequently, it is rare to find such technology being 
used in database forensic investigations. This paper contributes 
to the relevant body of knowledge by purposing a novel 
conceptual framework for forensic analysis of data collected 
from database systems by implementing blockchain technology 
that provides a novel method for collecting and analyzing such 
data. It is the first time that blockchain technology is used in 
database forensics in order to trace digital evidence. 

The design science research method was adopted to 
accomplish the objectives of the research. The findings of this 
study revealed that with the developed framework for forensic 
analysis, it would be possible to gather and analyze database 
incidents in a more efficient manner than with the employment 
of the existing models. In future research, the database 
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forensics framework developed in the present paper can be 
implemented in real scenarios to evaluate its effectiveness and 
practicality. 
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