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ABSTRACT

Security solutions for the Internet of Things (IoT) in smart cities are complex and require a comprehensive
approach to success. Several models and frameworks have been developed focusing on IoT security. Some
deal with access controls and security and some with authentication and authorization in various forms.
Literature still lacks a comprehensive IoT security model for smart cities, which can support the
implementation of IoT. Accordingly, this study has set two objectives: to explore the present studies in IoT
security for smart cities and to develop an IoT security model for smart cities based on the metamodeling
approach. According to the findings of the study, the existing IoT security models for smart cities consider
seven security aspects: authentication and authorization, device management, intrusion detection and
prevention, device integrity, secure communication, secure data storage, and response to security incidents.
The model developed in this study, called IoT Security Metamodel (I0TSM), combines these aspects.
IoTSM captures the main qualities of IoT security practices in smart cities through domain security

processes.
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I. INTRODUCTION

During the recent years, with the rapid development of
computer science and information and communication
technologies, the vision of building smart cities has become
closer to reality [1, 2] This process has been expedited with
developments, such as the Internet of Things (IoT), cloud
computing, and social networking [3-5]. Securing smart cities
is a complicated task, which requires a comprehensive
approach to IoT security solutions. Smart cities can minimize
the risks associated with interconnected devices and improve
their resilience to cyber threats by implementing robust
authentication and access controls, encrypting data, regularly
patching, and updating, implementing intrusion detection and
prevention systems, segmenting networks, and establishing
secure communication channels. It is crucial to all stakeholders,
including city administrators, technology providers, and
residents, to collaborate and prioritize the security of smart
cities to ensure the well-being of people and the overall
functioning of urban infrastructure. Several researchers have
attempted to solve IoT security issues of smart cities from
different perspectives. However, the already proposed models
tend to focus on specific issues, for example, some have
focused on authentication and authorization, some on integrity,
and some on secure channels. As a result, IoT security for
smart cities is a heterogeneous, ambiguous, and complex
domain and lacks a comprehensive method to unify all the IoT
security models into one harmonized framework that organizes
the IoT security domain for smart cities. Therefore, this study

explores IoT security solution models and frameworks for
smart cities and develops a new model, called IoT Security
Metamodel (IoTSM), based on a metamodeling approach to
solve security issues of smart cities. The metamodeling
approach is used to integrate and define models [6, 7].
Metamodeling can be employed for many purposes, including
normalization. The term metamodeling refers to the
identification and association of general practices in each
problem domain. According to [8], it is utilized to solve
complex problems relating to interoperability and heterogeneity
in the domain. For that reason, metamodels should be well
structured and rigorously defined. The novelty of this study lies
in its comprehensive examination of the main issues and
challenges in IoT security for smart cities and the development
of IoTSM, which can structure and organize the IoT security
practices field. By accomplishing these objectives, this study
aims to contribute to the advancement of IoT security in smart
cities.

II. RELATED WORKS

Research and synthesis of existing knowledge on a
particular topic can be accomplished by conducting a literature
review, which is an important step in the research process. In
order to achieve a comprehensive understanding of a topic, it is
crucial to carry out a systematic analysis and synthesis of the
existing literature. In order to obtain relevant information,
identify gaps, and formulate new research questions or
hypotheses, we rely on this analytical method of collecting
information. The adapted methodology consists of four steps:
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1. Recognition step: Six search engines were considered in
this step, namely Google Scholar, IEEE Explore, Science
Direct, Scopus, Springer Link, and Web of Science (WoS),
as sources for gathering models of IoT security. Papers in
English published from 2010 to 2024 about IoT security
for smart cities were collected. The search process used
"IoT security" and "Smart cities" as keywords. A total of
309 articles were gathered.

2. Filtering Step: In this step, the gathered articles were
filtered based on the title, abstract, and conclusion. All 309
articles were filtered, among which 210 articles were
omitted because of repetition.

3. Elimination Step: In this step, some of the articles were
eliminated based on numerous conditions. For example,
181 articles were eliminated for reasons, such as
irrelevance and limited findings.

4. Inclusion Step: In this step, 29 articles were contained and
considered as they concentrated solely on smart cities and
IoT security as shown in Table 1.

Several models have been proposed in the literature for the
IoT security of smart cities. For example, authors in [9]
suggested creating a mini laboratory comprising a wide variety
of small devices with numerous interaction abilities. These
rooted devices are equipped with several sensors that can
obtain data, such as humidity, temperature, and light from their
environment. Numerous small devices/platforms were
discussed regarding secure communication between them. In
[10], the authors proposed an adaptive blockchain-based
authentication and authorization method for IoT. Their
approach was implemented using Java. The widespread offered
evaluation reveals their scheme's ability to meet different
requirements and ensure a low cost. Authors in [11] evaluated
existing IoT-based security methods and provided some
directions for future research in this innovative field. They
explored local security issues relating to IoT. Furthermore, as
part of smart IoT systems, like Home Automation Systems, the
researchers also introduced an IoT-based authentication
framework.

Authors in [12] examined the technologies adopted in smart
cities, the cyber threats they pose to residents, businesses, and
visitors, and the ethical implications these technologies may
have. Following a layered defense approach, the former
reduced the attack surface and isolated business impacts. They
implemented threat prevention for improved visibility and
control and set up software-defined perimeters and networks
segmented with a central security policy platform that enforced
policies and responded in real-time to cyberattacks. Authors in
[13] proposed a multilayer security network model for IoT
networks. In the recommended model, the IoT network is
divided into multiple layers of decentralized systems to solve
the problems mixed with the actual implementation of
blockchain technology. Specifically, authors in [14] examined
peer-to-peer, gateway-based, and biometric-based
authentication mechanisms for IoT infrastructure. Furthermore,
they evaluated the research on challenges relating to security
and privacy in smart cities. Authors in [15] provided a roadmap

that outlines future technology security needs and concerns, as
well as the role that IoT can play in addressing those needs.
Authors in [16] reviewed centralized and decentralized IoT
security solutions with regard to authentication and
authorization. They also discussed the potential of blockchain
technology regarding security. Authors in [17] examined the
essential cyber security requirements in smart cities based on
previous research. Moreover, several other security demands
were introduced aiming to fill knowledge gaps. Authors in [18]
stated that a system based on machine learning would be
effective in protecting IoT systems from intrusions and
detecting them early on when they occur. The proposed
framework for securing smart homes in [19] consists of three
complementary engines for protecting IoT devices in smart
homes. Using anomaly-based detection, the suggested Intrusion
Detection Systems/ Intrusion Prevention System (IDS/IPS)
monitors all traffic in the home network and detects, alerts,
and/or blocks packets that are spotted based on anomaly
detection. Authors in [20] proposed a machine-readable,
standardized framework for sharing cyber threat intelligence.
Deploying blockchain as an underlying technology for
collaboration and data exchange, they demonstrated the
effectiveness and security of securing home networks and the
shared IoT devices with a series of experiments.

According to [21], authentication and authorization for
constrained environments and OSCAR-based object security
models could be combined to create a framework-based
authorization blockchain that could be used for any application.
Authors in [22] developed an enhanced authentication and
authorization framework for IoT. An identity verification
mechanism was developed on the IoT-device side based on
time stamps, which reduced the need for local identity
verification methods by implementing token authentication
with identity verification capabilities. Authors in [23] found
that security and privacy are primarily concerned with
authentication mechanisms and key agreements that serve as a
basis for evaluations of multi-criteria authentication techniques,
such as two-factor, three-factor, and multiple-factor
authentication. As opposed to analyzing individual nodes of
IoT ecosystems, authors in [24] examined the entire
ecosystem's vulnerabilities and proposed a unique threat model
framework for analyzing attacks on IoT application
environments. A physical exchange between IoT devices was
explored at the application level based on the identification of
sensitive data flows. Authentication mechanisms were
categorized into centralized and distributed architectures in
[25] and IoT-enabled devices were discussed for their security
issues. The authors examined and analyzed the findings
regarding computational costs, communication overheads, and
robustness of the proposed literature schemes. Authors in [26]
proposed Raspberry House, a security gateway that monitors
and prevents IoT intrusions.

Denial-of-Service attack on IoT devices is one of the most
common major threats a network might face. This attack
affects the data link, network, transport, and system layers. In
[27], two identity and authentication solutions were presented
as a proof-of-concept based on solidity smart contracts.
Blockchain is effective for decentralized Identity and Access
Management (IAM), and manufacturers can integrate it

www.etasr.com

Alotaibe: IoT Security Model for Smart Cities based on a Metamodeling Approach



Engineering, Technology & Applied Science Research

Vol. 14, No. 3, 2024, 14109-14118 14111

seamlessly into existing IoT systems without redeveloping
them. Blockchains are designed to simplify implementation
while increasing security [28], in which, as a result of
clustering, authentication and authorization were handled
locally by cluster heads. Authors in [29] examined the IoT
ecosystem from cybersecurity, privacy, and connectivity
perspectives.

Several attacks, including unauthorized access, device
spoofing, and Man-in-the-Middle attacks, are intrinsic to IoT
environments. Engineering applications and humanitarian
context were explored in [30], integrating IoT-enabled sensors
and technologies. The authors discussed ways to ensure the
reliability and integrity of IoT systems by implementing robust
security measures. Authors in [31] presented IoT engineering

applications in the humanitarian context, entailing disaster
management, healthcare monitoring, environmental
monitoring, and infrastructure development. Multi-level
blockchain security architectures were proposed in [32, 33] to
simplify implementation while bolstering network security. A
more recent study [34], examined the challenges and strategies
related to cloud computing and IoT security. Using blockchain,
machine learning, cryptography, and quantum computing as
examples, authors in [35] reviewed potential solutions for
securing IoT by comparative analysis of the related papers.
Then, they classified the relevant solutions based on their stated
requirements for security. Authors in [36], in a variety of
approaches, involving blockchain-based solutions, summarized
difficulties outlined in numerous recent articles. They

summarized threats, access control issues, and remedies.

TABLE L EXISTING IOT SECURITY MODELS
Year Ref. Focal points
2018 [9] Creation of a mini laboratory comprising a wide variety of small devices with numerous interaction abilities
2018 [10] Adaptive blockchain-based authentication and authorization method for IoT
2018 (1] Evaluating the existing IoT-based security methods and f-utufe research, exploring local security problems connected to IoT; and introducing an IoT-
based authentication framework, as part of smart IoT systems.
2018 The technologies driving smart cities, the cyber threats they pose to residents, businesses, and visitors, and the ethical implications these technologies
[12] . . . . .
may have are examined. A layered defense approach is used to reduce the attack surface and isolated business impacts.
2019 [13] Multi-layer security network model for IoT networks.
2019 [14] Examining peer-to-peer, gateway-based, and biometric-based authentication mechanisms for IoT infrastructure.
2019 (15] Povides a roadmap that outlines the needs and concerns of the future techn(()ilogy security, and discusses the role that IoT can play in addressing those
needs.
Authentication and authorization solutions for IoT, both centralized and decentralized, are reviewed providing information on IoT security.The
2020 [16] o . .
possibilities of blockchain are discussed.
A framework for authentication and authorization in IoT devices is proposed and incorporateds into a standard security framework for IoT devices. A
2020 [17] new sender verification mechanism based on time stamps was developed on the device side of the IoT, allowing for token authentication with identity
verification capabilities and reducing the need for local identity verification methods at the device side.
2020 (18] The practicality of developing a system based on machine learning to protect IoT systems from intrusions and detect them early on when they occur
was investigated.
A framework for securing smart homes was proposed, consisting of three complementary engines for protecting IoT devices in smart homes, and
2020 [19] using anomaly-based detection, where the IDS/IPS monitors all traffic in the home network and detects, alerts, and/or blocks packets based on
anomaly detection.
2021 A machine-readable, standardized framework for sharing cyber threat intelligence and using blockchain as an underlying technology for collaboration
[20] . . . . . .
and data exchange is proposed in order to demonstrate the effectiveness and security of securing home networks and common IoT devices.
2022 [61] Review of authentication schemes for IoT for smart cities.
2022 21] Proposing a framework-based authorization blockchain based on authentication and authorization for constrained environments and an OSCAR-based
object security model.
2022 [22] Proposing and implementing an enhanced IoT security framework for authentication and authorization.
2022 [23] Multi-criteria authentication techniques such as two-factor, three-factor, and multifactor authentication are assessed.
2022 [24] The vulnerabilities of Industrial IoT ecosystems as individual nodes are examined.
2022 26] Raspberry House, a security gateway for monitoring and preventing IoT intrusion is proposed, where IoT security gateway targets Denial of Service
attacks on IoT devices, at the level of the data link, network, and transport layers, as well as the system security layer.
2023 (27] A Proof—of—concept des-igr} is dferr}onstrated and a solifiity smart conpract—based IAM solution is implemen-ted? and the challenges associated with
integrating blockchain in existing IoT systems are identified, which prevents manufacturers from redesigning or redeveloping IoT systems.
2023 (28] A blockchain model that simplifies implementation Whjle-enhancing security, han@ling authentication and authorization locally by cluster heads, and
leveraging the concept of clustering is proposed.
2023 [29] The IoT ecosystem is examined in depth, focusing primarily on cybersecurity, privacy, and connectivity.
2023 [30] Ways that IoT-enabled technologies and sensors can be integrated securely into humanitarian applications are investigated.
2023 [31] Managing access control in IoT environments in a decentralized, fine-grained, and dynamic way to help distributed systems reach consensus faster.
2023 [32] A multi-level blockchain security architecture to simplify the implementation while strengthening network security is deployed.
2023 [34] Major difficulties with cloud computing, IoT, and Cloud-IoT security and strategies are discussed.
2023 [35] Emerging and traditional approaches to IoT security are discussed, including blockchain, machine learning, cryptography, and quantum computing.
2023 [36] Several articles are reviewed and various attacks and security challenges are discussed, including blockchain-based approaches.
2024 [37] The potential synergies between blockchain and artificial intelligence in cyber security for IoT and Industrial IoT are discussed.
2024 [38] The combination of expert systems and machine learning with the aim of developing a comprehensive and adaptive defense is examined.

Researchers can take preventative measures for IoT use
cases through exploring some real-life attacks against public
blockchain protocols. Authors in [38] reviewed the potential
synergies between blockchain and artificial intelligence in the

context of cybersecurity for IoT and the Industrial IoT. Authors
in [38] demonstrated the benefits of integrating machine
learning with expert systems for the development of
comprehensive and adaptive defense systems. Multiple
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investigation works have been proposed in the literature to
detect smart city crimes [39-59] to assess the risk of
cybercrimes, data breaches, and other digital malevolent
incidents.

III. METHODOLOGY

This study followed the metamodeling approach to develop
an IoT security metamodel for smart cities. The metamodeling
approach is used for integrating and defining models across
various domains [6]. Some common practices can be identified
and shared among these different views. Thanks to its
flexibility, metamodeling can be applied in a few different
domains, especially where consistency is required [41]. It
involves detecting the general practices and their relationships
that exist in each problem area. The metamodeling approach
solves difficulties in the field, promotes interoperability, and
removes divergences [8]. The metamodeling utilized in this
study consists of four steps, as displayed in Figure 1.

[rmem———————— A
Identifying and selecting loT Security L »i 16 loT security |
models | models selected |

—————— mmmmmmmo =

4
[ ——————— .
Recognizing and extracting loT security L >i 43 loT security |
practices | practices recognized |
e R
. . """10 commonioT !
| Proposing common loT security practices — - — - — » security practices !
b e msspsseaseresemsr L _ _proposed
|
A4
Identifying relationships among loT fheinetamodes
. e T e —» proposed
security practices
Fig. 1. Methodology used in this research.

1. Identifying and selecting IoT security models: Several
IoT security models for smart cities were discussed in
Section 2. Model selection for this study was based on the
coverage factors identified in [62]. There is a need for a
wide coverage of IoT security perspectives that are broadly
applicable in order to achieve the aim of proposing a
common IoT security practice. A model can be said to
have a high coverage value when it can cover four or more
IoT security perspectives. Therefore, and based on the
above criteria, 16 IoT security models were found to cover
four or more IoT security perspectives. These models were
selected for the development of this study’s metamodel
(see Table II). The next step discusses the way the IoT
security practices were recognized and extracted from the
selected models.

2. Recognizing and extracting IoT security practices: In
this step, the IoT security practices for smart cities were
extracted from the 16 selected models based on criteria
adopted from [63, 64]:

a. Titles, abstracts, related works, and conclusions
were excluded. The IoT security practices for smart
cities were extracted from the diagram or the main
textual model.

b. IoT security practices for smart cities had to have a
definition, activity, or task to recognize the purpose
and meaning of the process.

c. Security practices for smart cities not related to IoT
security are excluded.

d. Explicit and implicit IoT security practices for smart
cities from models were included.

The output of this step consisted of the 45 IoT security
practices presented in Table II. Most of these security practices
are redundant and need to be merged to produce common IoT
security practices for smart cities. The next step discusses how
the ToT security practices were merged and grouped for smart
cities.

3. Proposing common IoT security practices: This step
explains how the 45 IoT security practices are grouped into
categories based on their similarities in meaning and
activities, and then proposes common IoT security
practices. The same approaches have been suggested in [63-
65]. The particular study proposes eight categories of IoT
security practices, as given in Table IV. The next step is to
establish relationships between the IoT security practices
proposed in the present step.

4. Identifying relationships among IoT security practices:
This step recognizes the connections among the practices
involved in the proposed IoTSM. It was discovered that
three types of UML relationships are commonly found in
data models: associations, specializations/generalizations,
and aggregations. A relationship of association generally
indicates that a class retains a relationship with another
class to fulfill one of its missions [67]. On the other hand,
the specialization/generalization relationship connects a
subclass to its superclass, and vice versa. It refers to the
inherited attributes and operations of a superclass from its
subclass over the superclass [65]. Finally, aggregation
relationships are typically characterized by implied
ownership [67]. For example, IoT Device Security practice
has specializations along with IoT Security Training and
Awareness, IoT Security Monitoring and Incident
Response, and IoT Network Security practices. The Legal
and Regulatory Compliance practice has an association
relationship with IoT Privacy and Consent Management
Practice. And IoT Device Security practice has aggregation
relationship with IoT Security Training and Awareness, [oT
Security Monitoring and Incident Response, and IoT
Network Security practices. Figure 2 displays the structure
of [oTSM.
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TABLE II. IDENTIFYING AND SELECTING THE IOT SECURITY MODELS
Practices that enhance IoT security solutions for smart cities
Year Ref Authentication and Device Intrusion detection Device Secure Secure data | Security incident
authorization management and prevention integrity communication storage response
2018 | [11] \ \ X V \ X X
2018 [12] X N X N N| < J
2019 | [13] \ \ X \ V X N
2019 | [14] \ X N N N \ X
2020 | [17] N N X x X v v
2020 | [18] X X V X V \ \
2021 | [20] V V \ X \ X \
2022 | [61] N N X x N J %
2022 | [23] N N \ X X X \
2022 | [24] N N N N \ V X
2023 | [27] N N V X X V X
2023 | [29] V V V \ \ X \
2023 | [31] N N N X > < J
2023 | [32] N N < 7 J Y. >
2023 [35] X N % N N 7 <
2023 | [36] N \ X X V N \
TABLE IIL EXTRACTED IOT SECURITY PRACTICES

Year Ref Extracted IoT Security Practices

2018 [11] Access Control, Mobile Device Management, IT Asset Management

2018 [12] Configuration Management, Intrusion Detection and Prevention,

2019 [13] Authentication, authorization, Verification, IoT Security, Smart city

2019 [14] Device Integrity, Integrity Assurance, Data Integrity,

2020 [17] Credential Management, Identification, Authorization Management,

2020 [18] Secure Communication Channels, Secure Communication Network, Secure Data Storage, Data Encryption, Secure Data Storage Solutions

2021 [20] Incident Response Process, Incident Response Team,

2022 [61] Device Management, Intrusion Prevention Systems, Network Intrusion Prevention System,

2022 [23] Device Integrity Control, Secure Communication, Secure Communication Protocols,

2022 [24] Host Intrusion Prevention System, Threat Detection and Response,

2023 [27] Incident Response Strategy, Incident Response Management

2023 [29] Secure Communication Gateway, Secure Communication Architecture

2023 [31] Remote Device Management, Cybersecurity Measures, Device Integrity Monitoring

2023 [32] Intrusion Detection Systems, Device Management Solutions

2023 [35] Data Security Solutions, Data Confidentiality

2023 [36] Data Integrity, Security Incident Response, Incident Response Plan

TABLEIV. PROPOSED COMMON IOT SECURITY PRACTICES

Proposed common IoT security
practices

Description

10T Device Security

This practice aims to secure not only the physical components, but also the digital components of IoT devices. Several
measures are included in this process, such as encryption, biometric authentication, secure booting, and an encrypted
method of communicating between computers.

IoT Network Security

It is crucial for protecting sensitive data and ensuring that IoT mechanisms interact with one another. Among these are
secure routing protocols, firewalls, encryption, and intrusion detection systems.

IoT Data Management

It is important for the protection of IoT data and ensuring secrecy. It encompasses access control, data anonymization,
data encoding, and data hiding.

User Authentication

This practice is an important component of the IoT security strategy. There is a focus on applying secure verification
approaches, such as multi-factor verification, one-time passwords, and secure biometric identification along with multi-
factor authentication techniques.

10T Security Monitoring and Incident
Response

Monitoring and responding to security incidents are essential to maintaining a secure IoT environment. This component
encompasses intrusion detection systems, security analytics, incident response plans, and periodic security assessments.

Legal and Regulatory Compliance

Compliance with legal and regulatory requirements is essential to smart cities. This component focuses on ensuring
compliance with data protection laws, privacy regulations, and industry-specific standards.

IoT Privacy and Consent
Management

Privacy and consent management are crucial to ensuring the ethical use of IoT data. This component covers data consent
mechanisms, data retention policies, and data anonymization techniques.

10T Security Training and Awareness

Security awareness and training are essential to promoting a culture of security in smart cities. This component includes
awareness campaigns, security awareness training, and employee education programs
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Fig. 2.

IV. RESULTS AND DISCUSSION

To secure smart cities, providing comprehensive IoT
security solutions is necessary. In addition, to reduce cyber
threats, authentication and access controls should be
strengthened, data should be encrypted, patches and updates
should be conducted regularly, intrusion detection and
prevention systems should be implemented, networks should
be segmented, and secure communication channels should be
established. Proposed IoT security models for smart cities have
considered seven aspects of security: authentication and
authorization, device management, intrusion detection and
prevention, device integrity, secure communication, secure data
storage, and response to security incidents, as presented in
Table V. For example, authors in [10, 11, 13, 14, 16, 20-32, 36,
37, 61] discussed the security of IoT for smart cities from the
authentication and authorization perspectives, whereas authors
in [11-13, 17, 20, 22-25, 27, 29, 31, 32, 35-37, 61] explored it
from the perspective of device management. In [14, 15, 18-25,
27, 29-31, 38, the authors investigated the intrusion detection
and prevention techniques to improve the IoT security for
smart cities. Researchers in [11-14, 16, 24, 29, 32, 35]
examined the IoT security for smart cities from the device
integrity perspective. The secure communication for IoT
security in smart cities was covered in [9, 11-14, 18-20, 24-26,
29, 30, 32, 35-38, 61. Securing data storage to enhance IoT
security solutions for smart cities was discussed in [14, 16-18,
21, 24, 27, 30, 35, 36, 61. Finally, authors in [12, 13, 15, 17,
18, 20, 23, 25, 29, 31, 36 studied the IoT security for smart
cities from a security incident response perspective. Table V
exhibits the analysis of IoT security models proposed in the
literature for smart cities from different security aspects.

The proposed IoTSM for smart cities.

According to Figure 5, the existing IoT security models for
smart cities are primarily focused on authentication and
authorization security practices. These security measures are
heavily emphasized, as they play a vital role in protecting
sensitive data and ensuring authorized access to IoT systems.
The second security aspect is secure communication and device
management. This aspect involves ensuring the secure
transmission of information between IoT devices and the cloud,
as well as the management of IoT devices and their resources.
This is crucial in order to maintain a secure ecosystem and
prevent unauthorized access or manipulation of IoT
components. Overall, the emphasis on authentication and
authorization security practices indicates that they are
considered to be key aspects of IoT security in smart cities.
Additionally, the focus on secure communication and device
management highlights the important contribution of these
additional security measures in ensuring the integrity and
security of IoT systems.

loT Security PRACTICES

SECURE DATA STORAGE
SECURE COMMUNICATION
DEVICE INTEGRITY
INTRUSION DETECTION...
DEVICE MANAGEMENT
AUTHENTICATION AND...

0 5 10 15 20 25

Fig. 3. The coverage of IoT security practices in the analyzed models.
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TABLE V. COMPARISON OF THE EXISTING IOT SECURITY MODELS WITH THE DEVELOPED IOTSM
Existing Proposed practices to enhance IoT security solution for smart cities
Year IOT: Authentication Device Intr}lsion Device Secure Secure Data SeC}l rity
security and Management Detection and Integrity Communication Storage Incident
models Authorization Prevention Response
2018 [91 X X X X N X X
2018 [10] N X X X X X X
2018 [11] N N X N N X X
2018 [12] X \ X \ \ X \
2019 [13] N N X \ \ X \
2019 [14] N X N N N N X
2019 [15] X X N X X X N
2020 [16] N X X N X N X
2020 [17] N N X X X N N
2020 [18] X X N X N N N
2020 [19] X X N X N X X
2021 [20] N N N X N X N
2022 [61] N N X X N N X
2022 [21] N X N X X N X
2022 [22] N N X X X X X
2022 23] N N N X X X N
2022 [24] N N N N N N X
2022 [26] N X N X N X X
2023 271 N N N X X N X
2023 [28] N X X X X X X
2023 [29] N N N N N X N
2023 [30] X X N X N N X
2023 [31] N N N X X X N
2023 [32] N N X N N X X
2023 [34] N X X X X X X
2023 [35] X N X N N N X
2023 [36] N N X X N N N
2024 [37] N N X X N X X
2024 [38] X X N X N X X

Based on the above analysis, the IoT security field is
experiencing several challenges and issues due to the current
state of technology. For example, implementing IoT security
solutions in smart cities is both heterogeneous and complex,
due to the variety of connected devices and the various IoT
communication procedures used in smart cities, as well as the
differences in connected devices and systems in these cities. In
addition to managing IoT security in smart cities, a second
challenge is to ensure that the access to data is authenticated
and authorized. IoT security in smart cities cannot be achieved
simply with traditional access control. Therefore, a strong
authentication method, such as public key infrastructure or
multifactor authentication should be considered for IoT
security in smart cities. IoT security in smart cities is affected

by many other factors, involving data privacy and
confidentiality, scalability and performance, vulnerability
assessment, and patch management. Furthermore, the

redundant IoT security processes, tasks, procedures, models,
and frameworks that are produced are duplicated within each
other, which leads to other challenges and issues. Therefore,
IoTSM for smart cities was developed to solve the
heterogeneity, complexity, and ambiguity of the IoT security
field among domain security practitioners. It covered many
abstract IoT security practices, which can be employed to
secure the privacy and integrity of the smart city’s components.

However, adopting IoTSM faces many challenges, namely
the compatibility with the existing infrastructure, scalability

and performance, and data privacy and ethical considerations.
One of the primary limitations in adopting the developed IoT
security metamodel in different smart city contexts is
compatibility. Different smart cities may have diverse
technological infrastructure, including different types of IoT
devices, communication protocols, and cybersecurity solutions.
Other challenges are scalability and performance. As smart
cities continue to grow and expand, the number and complexity
of IoT devices and networks increase. The metamodel must
accommodate this growth without compromising efficiency or
functionality. Data privacy and ethical considerations are
paramount in the smart city contexts. The developed IoT
security metamodel must address these concerns and ensure the
protection of sensitive data.

In addition, this study emphasizes the importance of
assessing the proposed model's contributions based on metrics,
such as security level, secure connections, secure storage, and
intrusion detection accuracy. One of the primary contributions
of the proposed IoT security model is the enhancement of the
security of IoT devices. The model utilizes a metamodeling
technique in order to ensure a robust and systematic approach
to securing the infrastructures of future smart cities. The
metamodeling approach aids in identifying security
requirements, mapping them to IoT systems, and then
designing secure architectures and protocols. The proposed
model also plays a significant role in certifying safe internet
connections in smart cities. Metamodeling has been introduced
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to the industry as a method for identifying and prioritizing the
secure communication channels needed for the different IoT
applications. A security model designed to protect IoT devices,
and the central system engages encryption techniques,
authentication mechanisms, secure protocols, and verification
mechanisms to ascertain resilient communication between
these devices and the central system. To guarantee the
confidentiality of private information, data protection steps are
taken to prevent unauthorized parties from accessing,
tampering with, or intercepting communication or data. In
addition to its strong focus on secure storage, the proposed IoT
security model features safe communication. Due to the
increasing amount of data generated by IoT devices in smart
cities, securing these data has become of paramount
importance, especially in the long run. With metamodeling,
developers can incorporate secure storage mechanisms into
their applications, such as encryption, access controls, and
authentication. Metamodeling helps identify specific intrusion
detection algorithms and rules, which enhances detection
accuracy. The proposed security model can pinpoint and
respond to cyber threats in real-time by analyzing patterns,
anomalies, or suspicious activities. In this way, it minimizes the
impact of a potential security breach.

V. CONCLUSION

There is no doubt that IoT security is a very important
aspect of the IoT world in terms of protecting users’ privacy,
device infrastructure, and data integrity as well as guaranteeing
that the services offered by the IoT ecosystem are always
available, regardless of the time or place. Several researchers
who have attempted to identify the most suitable security
solutions to promote the adoption of IoT in smart cities.
However, its implementation still requires a comprehensive
approach to succeed. This study introduced a highly abstract
IoT security metamodel, called IoTSM, applicable to smart
cities. The developed IoTSM provides a complete framework
for smart cities. By combining most of the existing IoT security
practices, it offers a comprehensive approach to addressing the
unique security challenges posed by IoT technologies in urban
environments. With the widespread adoption of IoT solutions,
smart cities need to prioritize security to ensure individuals,
infrastructure, and sensitive data. Several tasks need to be
completed in the future to validate the completeness of the
developed IoTSM. In addition, further research is required to
demonstrate IoTSM effectiveness in real scenarios.
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