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ABSTRACT

Database systems play a significant role in structuring, organizing, and managing data of organizations. In
this regard, the key challenge is how to protect the confidentiality, integrity, and availability of database
systems against attacks launched from within and outside an organization. To resolve this challenge,
different database security techniques and mechanisms, which generally involve access control, database
monitoring, data encryption, database backups, and strong passwords have been proposed. These
techniques and mechanisms have been developed for certain purposes but fall short of many industrial
expectations. This study used the design science research method to recommend a new Digital Forensic
Readiness Framework, named DFRF, to secure database systems. DFRF involves risk assessments, data
classification, database firewalls, data encryption, strong password policies, database monitoring and
logging, data backups and recovery, incident response plans, forensic readiness, as well as education and
awareness. The proposed framework not only identifies threats and responds to them more effectively than
existing models, but also helps organizations stay fully compliant with regulatory requirements and
improve their security. The design of the suggested framework was compared with existing models,

confirming its superiority.
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I. INTRODUCTION

In general, Database Management Systems (DBMS) help
create, modify, share, and manage database transactions among
users and applications [1-2]. These systems have several
advantages as they help separate user applications from the
underlying physical databases and facilitate the use and
management of the actual database. Despite their numerous
benefits, these systems have also some disadvantages. Several
attacks can compromise the integrity, confidentiality, and
availability of databases [3-4]. The security measures of
databases are continuously improved despite the increasing
complexity of attacks. For this reason, many traditional security
measures were suggested, including using secure and strong
passwords, controlling access to data, encrypting data,
performing database backups, and monitoring databases.
Although these measures are effective under some conditions,
some limitations, such as the use of weak passwords,
inadequate encryption of the data, and risky behavior of users,
still exist. Organizations must use digital evidence as
effectively as possible to meaningfully reduce investigation
costs [5]. Companies need to expand their forensic capabilities,
establish efficient processes for collecting and preserving data,
make effective collaborations with external experts, and
employ high-standard investigative methods to have more rapid
and efficient forensic investigations. This study applies the
Design Science Research Methodology (DSRM) to design a

digital forensic readiness framework, named DFRF, to ensure
database security. This framework is expected to help
organizations identify and competently deal with the security
challenges that can arise in digital databases. A key objective
of DFRF is the identification and mitigation of database
vulnerabilities. This framework performs periodic assessments
and audits to unveil any weaknesses that may exist in a
system's configuration, access control, and data encryption
measures. Successfully managing these problems, minimizing
the risk of data breaches, securing databases, and preventing
data breaches could result in a significant decrease in database
security risks.

II. RELATED WORKS

Several studies have argued that database security models
might fail when applied [6-11]. DBMSs differ greatly in terms
of functionality, which may explain this failure. In addition,
database forensics is focused on one dimension (file system),
which primarily involves identifying, gathering, handling,
storing, responding to incidents, and training. However, in
some cases, it is possible to trace database incidents when
digital investigators cooperate to analyze the database [8].
Owing to the multidimensionality and diversity of DBMSs, it is
difficult to develop a standardized approach to database
forensics. Current digital forensic models do not cover the full
range of database concepts [12]. According to [13-14], most of
the studies on database forensics focused on resolving database
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contents and metadata, which is consistent with documents
rather than database incidents. In [13], it was shown that
investigation processes can be utilized to collect data related to
operations executed using Oracle database concepts by
performing certain tasks. Also, four steps were proposed to
resolve the problem: reconstructing databases, canceling
database operations, collecting data, and repairing integrity
issues. In [15], an audit reconstruction tool was presented to
extract information from logs when auditing features are
disabled. The Oracle database has been the subject of several
forensic investigation models. For example, in [15], it was
displayed how an Oracle log file can be used to detect attack
events by examining the binary format of redo logs.
Furthermore, it was demonstrated how attackers conceal their
tracks after a failed attack, as well as the way to detect them.
According to [16], evidence that has already been deleted could
be recovered in the case of Oracle objects, and data files
extracted from a compromised server can be indirectly
recovered by investigators using this procedure. Additionally,
malicious entities can drop objects. The listener's log file and
audit trail can be put into service to capture evidence of attacks
against the authentication mechanism. An instance name and
the IP address of the server are also recorded in this log file,
along with the Service Identifier (SID) and the IP address of
the connection. On the contrary, the audit trail can indicate
whether a log-in or log-out was successful or unsuccessful. The
listener log file and audit trails can be used by investigators to
collect evidence against the authentication mechanism, but
first, the respective database must be configured with an audit
trail enabled.

In [17], a forensic model in which the database servers are
disconnected from the network to capture volatile data was
proposed. The recommended evidence collection and
identification processes can be employed to retrieve fragile data
from the database server. Forensic techniques are applied to
move the captured data once the server is disconnected from
the network and the forensic environment. A compromised
database server is obtained for evidence collection in the
evidence collection process. The recovery and careful storage
of volatile data is necessary for forensic research. A human-
readable form makes it easier for forensic inspectors to
examine non-volatile data, as opposed to stored binary forms.
In [18], a detection investigation model was presented to help
the examiner find evidence of data theft. A DBA or incident
responder can use the model to determine whether such a
breach has occurred in a situation where no audit trail exists,
but the assumption is that unauthorized access has been
obtained to the data on the server. In [19], a forensic analysis
method was proposed for MSSQL servers, consisting of four
phases: preparation of the investigation, verification of the
incident, collection of artifacts, and analysis. In [20], another
model was proposed to detect and investigate database servers.
It involved three phases: server detection, data collection, and
data analysis, but this model cannot handle volatile artifacts. In
[21], a database model was introduced to identify and name
inconsistencies in the MySQL database system. In [22], a
reconstruction model was developed to restore already deleted
or updated values from redo logs to reconstruct basic SQL
statements. The basic DDL statement was overlooked in this

proposed model, as it was based on the DML statements. In
[23], a practical forensic method was discussed to reconstruct
basic SQL DDL statements and improve the previous method.
In [14], a framework was showcased to identify, collect,
analyze, validate, and document digital evidence that has been
altered. This framework collected, analyzed, and reconstructed
volatile and non-volatile data.

In addition to the different forensic tamper detection and
analysis algorithms proposed for DBMSs, several forensic
tamper detection models have also been suggested. In [24],
methods and scenarios were recommended to detect covert
databases. In [25], a model was proposed to efficiently collect
digital evidence. This study stated that a database business
environment could gather evidence against authorized and
unauthorized events using triggers, replication, and log file
backup. In [26], a forensic tamper detection model was
introduced deploying a one-way hash function that could detect
compromised audit logs. However, this model could not detect
when tampering occurred, which data were altered, and the
identity of the attacker, as it was not able to analyze intruder
activities. In [7], a model was introduced to investigate
compromised databases by involving two examination
processes: identification and collection. In [27], a method was
presented to collect, preserve, and analyze database metadata to
prevent attacks on databases using four investigation processes:
collecting and preserving evidence, analyzing anti-forensic
attacks, analyzing database attacks, and preserving evidence
reports. In [28], it was attempted to reconstruct database events
to uncover intruders' actions by collecting and reconstructing
evidence. In [12], forensic investigation frameworks were
developed for NoSQL DBMSs based on their unique features.
This process involved five parallel phases: preparation,
acquisition and preservation, identification of distributed
evidence, examination and analysis, and finally reporting and
presentation. The framework did not include database schemes'
evaluation or analysis of database characteristics, such as
gathering logs for assessing operations. In [29], MongoDB was
studied, which is among the most widely employed NoSQL
DBMSs, and a forensic tool was proposed to explore the
internal structure and format of the data files. In [30], a
comprehensive review of database forensic investigation
processes was presented to help domain researchers gain a
deeper understanding of database forensics from various
perspectives. This study also discussed the issues and
drawbacks that emerged and proposed solutions. In [31],
database forensic models proposed from 2009 to 2015 were
evaluated but did not address limitations, challenges, issues,
directions, or proposed solutions for database forensics. In [32],
another review was conducted for the period 2015-2017 in
database forensics. For the database forensics field, five stages
of forensic analysis were proposed: determining, examining,
presenting, documenting, and reporting the event.

1. METHODOLOGY

This study aimed to design a digital forensics readiness
framework to secure database systems using the DSRM, which
is suitable for designing and validating artifices in a digital
forensics context. DSRM was utilized as the analysis method
for several reasons: 1) It is a solution-oriented analysis method
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for the search procedure. For the first part, five online
databases were identified: IEEE Xplore, Scopus, Web of
Science (WOS), Springer Link, and Google Scholar. For the
second part, three rules were set: a) the search period was set to
be from 2000 to 2024, b) the language of the resource should
be English, and c¢) the keywords were: "digital forensic",
"forensics readiness", "database forensic", and "database
systems".

B. Data Collection and Filtering

This stage aimed to collect and filter the data gathered in
the previous stage. Figures 2-5 show the data collected from
the above databases based on the defined keywords.

These results helped to determine the direction of the
research and the attention and motivation of the researchers.
Therefore, this study did not pay more attention to database
systems from a digital forensic perspective but focused instead
on identifying the reasons behind this limitation in studies on
database systems and database forensics. Table I presents the
digital forensic models that concentrate on database systems
and the way they could be implemented. As a result, a total of
57 digital forensic models, frameworks, approaches,
techniques, tools, and algorithms, which were purely related to
database systems, were identified. There was only one model
that focused on forensic readiness for database systems [33].

www.etasr.com

Albugmi: Digital Forensics Readiness Framework (DFRF) to Secure Database Systems



Engineering, Technology & Applied Science Research

Vol. 14, No. 2, 2024, 13732-13740 13735

TABLE L DIGITAL FORENSIC MODELS FOCUSED ON
DATABASE SYSTEMS
Investigation Processes

] & £
|l 58 | =E| =2
I~ == 2 =® o= -
gl 2| = S:  ZE| £S5
28 =g -] g

=8 R @
SE | < g2
© >y

2004

2004

2006

2007

2007

2007

2007

2007

2007

2007

2007

2008

2008

2009

2009

2010

2011

2011

2011

2011

2012

2012

2012

2012

2012

2012

2012

2013

2013

2013

2013

2013

2013

2013

2013

2013

2014

2014

2014

2014

2014

2014

2015

2015

2015

2016

2016

2016

2017

2017

2017

2018

2019

2020

2020

2021

XX {2 X | X | x| X [X [ XX [x X |x|x|x]|x[%[x[x]|x]|x]|x]|x]|x[x[X]|X]X]|x]|x]|x]|x]|xX[x[x[x]x]|x]|x]|x|x]|x]|x[x[x]|x]|x]|x]|x]|x|[x|x|[x]|x|x]|x |Forensic Readiness

X |2fe]efe]el2]x 22X | X [X | X [X X [2]X | X |X|X|X[X|X[X|X[X[X|X][x]|X]|x]|X]|<]2f{2|X|[2|x|<2]|<f{x|X[x|<]x|x|[x]|X|x|<|<|<]<2]|x |<] Identification

2|2l |22 2l 2|22 |2 22X (X |X|2]2]2f2]2]2 (2|2 |2 | 22|22l X |22 X |X (X|2]2]2f2|2]2[22]2]IX X[ /X (2(2]

X222 ]2f2(X | 2]2 X | X [X X | X [|2]2 X [X[X[|X|X[X]|X|X[X[X]|2]X[X]|2]X[X|[2]2]X|X [2f2]|X [X|X[|X|X[2fX|X[X[X]|X]|X|X[X|X[X[|[]

X|2d2l2|2]2f2X | 22X [ X [X [ X [ X |X [X[X[X[X]|X|X[X]|X]|X[X[X|X]|X[X]|X]|X]|X]|X[2]X|X[X[X]|X[X[X]|X]|X[2[X]|X]|X]|X[X[X]|X[X[X]|X]|X

C. DFRF Development

The development and validation of DFRF require the
identification and selection of models from Table I based on
the development criteria. This table summarizes several digital
forensic models for database systems. Coverage factors were
selected based on [70-71]. It is essential to cover a wide range
of investigation processes to meet the development objective of
the DFRF. A model is said to be well covered (i.e., it has a high
coverage value) if it can incorporate all the four investigation
processes mentioned in Table 1. The coverage value of the
model will be lower if it merely describes three or two
investigation processes. As a result, this study identified two
categories of models for developing and validating the
proposed framework. Models related to the four different
investigation processes are included in the first group. It is also
possible to find models that cover three or two investigation
processes in the second group. Consequently, and based on this
categorization, this study found 11 models that met the first
group, while eight models represented the second group.
Tables II and IIl portray the selected development and
validation models, respectively, which have redundant and
overlapped investigation processes and concepts for
investigation.

The common investigation procedures and concepts of
digital forensics were collected from the 11 selected models on
the basis of the criteria adapted from [68, 70]. In general, the
investigation processes and concepts were extracted from the
diagram or the main textual models. To understand the purpose
and meaning of an investigation process and concept, a
definition, activity, or task is also necessary. Investigation
processes and concepts that were not relevant to the
investigation were excluded. However, as part of the model,
implicit and explicit investigation processes and concepts were
included. The extracted investigations and concepts represent
the input and output of the DFRF to secure database systems.
The relationships between the extracted components were
examined to ensure their applicability to the development
process of the DFRF. Figure 6 illustrates the proposed DFRF
system for securing database systems. It consists of 10 primary
components: risk assessment, data classification, data
encryption, database firewalls, strong password policies,
database monitoring and logging, data backups and recovery,
incident response plans, forensic readiness, education, and
awareness.

1) Risk Assessment

Risk assessment refers to the identification of potential risks
and weaknesses in a system and the measurement of the
potential impacts of each risk. By taking this step into action,
organizations would be able to properly distribute the available
resources and also prioritize their efforts when mitigating the
risks. An example of assessing risks in a database system is the
identification and evaluation of the potential impacts of
unauthorized access to or misuse of sensitive customer data.
Through the assessment of the risks that may arise because of
this vulnerability, companies can have a deep insight into the
best security measures to take, for example, using strong
password policies and/or applying suitable techniques for
encrypting the data.
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2) Data Classification

This step involves categorizing the data according to their
importance and sensitivity. Data classification helps companies
identify and protect data of the highest criticality and
sensitivity, allowing users to manage less sensitive data with
less rigorous security measures. Actual instances of data
classification in a database system are the identification and
labeling of customer data, financial records, or intellectual
property. Data classification helps companies ensure that
proper security measures are performed for the protection of
the high-sensitive data while allowing more flexible treatment
with data of lower criticality.

3) Data Encryption

This process converts data into unreadable codes, known as
ciphertext, with the help of a key, and only authorized parties
can decipher it. Data encryption protects the data against
unauthorized access, even in the case of compromise of the
underlying database system. An example of data encryption in
a database system is to encrypt sensitive personal data, such as
financial information or social security numbers. This helps
companies prevent unauthorized parties from gaining access or
misusing the data, even if the underlying database system is
compromised.

4) Database Firewalls

Firewalls add another layer of protection to database
systems. Not only do they build a barrier between the
databases themselves and an external network, but also monitor
and analyze network traffic to prevent unauthorized access to
data or malevolent activities. It is well exemplified using a web
application firewall. This type of firewall is responsible for

\ and chain of custody, )

DFRF design for securing database systems.

monitoring incoming HTTP requests and then filtering any
suspicious activities. It could protect the underlying database
against any potential attacks.

5) Strong Password Policies

Such policies prevent unauthorized parties from having
access to database systems. Companies need to ask their users
to set passwords of high complexity and uniqueness, change
them regularly, and protect them from others' access. An
example is to ask users to choose passwords of at least eight
characters that include numbers, both uppercase and lowercase
letters, and special characters. In addition, organizations could
ask their users to regularly change their passwords so that any
unauthorized access could be obstructed.

6) Database Monitoring and Logging

This activity results in acquiring critical awareness of
potential security breaches or attempts made to gain
unauthorized access. Through regular monitoring and logging
of database activities, companies would be capable of detecting
and responding to potential threats in real time. An instance of
this activity in a database system is to use event logging
through which any suspicious activities are logged in a secure
and centralized location. This process helps the company in
investigating and analyzing the logs to determine the potential
security breaches and review the attempts made by
unauthorized parties to gain access to the data.

7) Data Backups and Recovery

Data loss or system failure can be hindered by taking
backups regularly. Every organization needs to establish an
inclusive backup strategy to ensure that critical data is
consistently backed up. For example, this can be done by
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implementing automated backup routines through which data
are backed up on a daily or weekly basis in separate locations.
It helps to restore the data when they get lost or corrupted,
which causes business operations to be subject to minimum
potential disruptions. In addition, backup and recovery can be
considered a proper strategy against system failures and
security breaches. Companies are required to define well-
established processes to recover their data and systems so that
downtime can be minimized and normal business operations
can be restored. Data backup and recovery of a database system
can be performed using automated recovery scripts or tools.
This helps users quickly restore data and systems from backups
and have minimum downtime and disruption rates for their
business operations.

8) Incident Response Plans

These plans help manage and give suitable responses to
security breaches or incidents that may occur in a database
system. Companies need well-defined incident response
procedures, such as communication plans, roles and
responsibilities, and mitigation measures. An example of these
plans in a database system is to activate a defined incident
response team that can investigate and respond to security
breaches or incidents. The team will be also capable of
coordinating with IT and security teams, making effective
communication with affected stakeholders, and taking
appropriate mitigation measures into action.

9) Forensic Readiness

This refers to the ability to collect and preserve evidence
concerning security breaches or incidents in database systems.
It involves taking appropriate measures to preserve forensic
artifacts, namely system configurations, log files, and network
traffic, and being able to analyze and interpret this evidence,
which is collected throughout forensic investigations. Forensic
readiness in a database system is exemplified by using
forensically sound software/hardware to acquire and preserve
forensic evidence. Companies must have well-trained
personnel in forensic analysis techniques that can competently
assist them in the analysis and interpretation of forensic
evidence.

10)Education and Awareness

For sensitive data to be well protected, employees need to
be well-trained in database security and understand its
importance. To reduce the risks of data breach, companies
should take the most appropriate practices, find and mitigate
potential risks, and enable their employees to resist them. This
helps sensitive information to be kept with high confidentiality
and integrity.

The DFRF's securing data storage system consists of 10
components working together to build a holistic view of the
way sensitive data are protected. Organizations can create a
strong security posture through the following practices: risk
assessments, data classification, data encryption,
implementation of database firewall, enforcement of strong
password policies, monitoring, logging, backup administration,
data recovery, and creation of a response plan when an incident
occurs.

D. DFRF Validation

During this step, the developed framework was validated
against the validation models identified in the previous step.
Table IV provides a summary of the validation process. The
results obtained disclosed that the developed DFRF model is
comprehensive and covers most of the security components
used in the database security and investigation domain.

TABLE II. VALIDATION PROCESS
Components involved Validation models
in DFRF [6] | [71 |[13] | [20] | [22] | [28] | [36] | [48]
Risk assessment N N X N X X X X
Data classification X N X X X X X X
Data encryption N X N X X N N N
Database firewalls X X X X X N X X
Strong password policies | x X X X X X X X
Database monitoring and N N N N % % N %
logging
Data backups and N
x x x x x x x
recovery
Incident response plans | X X N X X X X X
Forensic readiness X X X X X X X X
Education and awareness | x X X X X X X X

IV. RESULTS AND DISCUSSION

A total of 57 models were collected and filtered. The
review revealed that only one study [33] had covered the
perspective of forensic readiness for database systems. The
model proposed in [33] consists of three phases: pre-incident,
during incident, and post-incident. However, it lacks some
major forensic readiness components, such as risk assessment,
strong password policies, and education and awareness. In
addition, other models represented different investigation
processes, as shown in Figure 7. Forensic readiness was
covered only once, while the identification process was
covered by 21 models and 19 models focused on collection and
preservation. The analysis and examination process were
covered by 47 models, while presentation and documentation
were covered by 10 models. Therefore, most of the studies
covered the analysis and examination process, followed by
collection and preservation. It can be concluded that database
systems still do not receive sufficient attention from researchers
working in the field of digital forensics. This could be due to
the heterogeneity and complexity of the architectures of
database systems.

During this study, DSRM was utilized to develop DFRF,
and the models were divided into two main categories: one for
design and development and the other for validation. Figure 8
categorizes the development and validation models. Classifying
the models into development and validation categories allows
for a systematic approach to model development and
validation. The development category encompasses 11 models
that were initially identified, selected, and adapted for
development. These models undergo a detailed development
process that includes requirement gathering, combining, and
harmonizing the investigation processes. The primary objective
of the development category is to ensure that the model meets
the desired specifications and delivers the functionality
requested.
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V. CONCLUSION
Database systems perform different tasks, including

PROPOSED MODELS

| | |
[ 5 10 15 20 25 30 35 40 45 50

Presentation & Documentation ™ Analysis & Examination Collection and Preservation

= |dentification ™ Forensic Readiness

Fig. 7. Digital forensics models covering different investigation processes.
[ L
<l
2 n g, 7
. ' 2
Fig. 8. Categorization of the development and validation models.

However, the validation category focuses on the assessment
of the accuracy and reliability of the models developed. In this
study, eight models were selected to validate the robustness,
accuracy, and suitability of the proposed DFRF. Validation
involves statistical analysis, empirical testing, or other
validation techniques that can be used to ensure the
effectiveness of a model's performance. This study proposed
DFRF that combines all proactive components used in other
previously proposed models to secure database systems. A key
objective of the DFRF is to address the challenges that can be
faced in the procedure of securing digital databases. It also
helps to identify and respond proactively to potential security
threats and attacks launched against data. Furthermore, DFRF
contributes to the data security domain by helping
organizations find and mitigate weaknesses in database
systems. DFRF conducts routine audits and evaluations, which
could result in the identification of possible weaknesses in
system configuration, encryption measures, and access
controls. Organizations can significantly reduce the risk of data
breaches and improve the security of their databases by
effectively dealing with these weaknesses.

structuring, organizing, and managing data. The integrity,
confidentiality, and accessibility of an organization's database
system could be compromised by many threats launched within
and outside the organization. Parallel to the increase in the
sophistication of attackers, security measures for database
protection are continuously improved. In this sense, researchers
and practitioners have proposed many traditional safety
measures, such as data encryption, access control, database
backups, database monitoring, and strong passwords. However,
there are many challenges to the effectiveness of such security
measures, including a lack of user awareness, insufficient data
encryption, weak passwords, and limited capacity to detect and
respond to database security threats. This study designed a
digital forensic readiness framework, called DFRF, to secure
database systems. This framework consists of 10 components:
risk assessment, data classification, data encryption, database
firewalls, strong password policies, database monitoring and
logging, data backup and recovery incident response plans, and
forensic readiness education and awareness. DFRF could help
organizations improve their security postures, detect and
provide appropriate responses to incidents, and fully comply
with regulatory requirements. DFRF, compared to existing
databases, offers a comprehensive approach to digital forensics.
Future research should evaluate the performance quality of the
developed DFREF in real-world scenarios.
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