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ABSTRACT 

Α Vehicular Ad hoc Network (VANET) allows transmission, amid moving or stationary vehicles via 

wireless technology. Amongst several problems, safe transmission is the most important one in smart 

VANETs in 5G networks. Smart vehicles require integration with advanced road systems encompassing 

smart payment and traffic control systems. Numerous security mechanisms are used in VANETs to ensure 

safe communication. One such mechanism is cryptographic digital signatures based on encryption. This 

study introduces the new seagull optimization algorithm involving share creation with an image encryption 

scheme (SGOA-SCIES) for secure VANET transmissions. The goal of the SGOA-SCIES technique is to 
create a considerable number of shares and encrypt them to accomplish security. In the SGOA-SCIES 

technique, a Multiple Share Creation (MSC) scheme is employed to generate numerous share sets. For the 

share encryption process, the SGOA-SCIES technique engages the Fractional-Order Chaotic System 

(FOCS) approach to encrypt the generated shares. The optimal keys of the FOCS method can be chosen by 

the SGOA usage, which ameliorates the security level. The performance evaluation of the SGOA-SCIES 

method is examined on benchmark data. The simulations demonstrate the enhanced SGOA-SCIES 

methodology outcome and compare it with the ones of other existing systems and under the 
implementation of various measures. 

Keywords-security; vehicular ad-hoc network; encryption; key generation; share creation 

I. INTRODUCTION  

VANETs are considered a developing concept that allows 
dependable, infotainment-rich, and safe driving networking [1]. 
However, service providers, automobile manufacturers, and 
governments are still hesitant to employ VANETs due to 
certain difficulties generated during their usage, namely user 
options, requirements for infrastructure, cost, security and 
safety problems [2]. In the past, the automotive industry 
concentrated on in-car technology for upgrading entertainment 
and navigation systems. However, currently the research 
community engaged special focus of their studies on VANETs 
due to the increased computation, processing, and 
computational capacity of the higher-end vehicles [3]. These 
capacities allowed the evolution of V2I (vehicle-to-
infrastructure) and V2V (vehicle-to-vehicle) transmission [4]. 

These transmission models may provide customers with 
protection and infotainment applications instead of only 
offering them particular applications, like a challenged 
endpoint, which could for instance be a friend’s home or a 
restaurant in another city [5]. 

Various safety challenges are considered for providing 
information security defence in vehicular networks, among 
which, access control and data privacy are highly significant 
[6]. Data confidentiality confirms that the former cannot be 
revealed or leaked to unauthorized vehicles or nodes. For 
providing data integrity and confidentiality in VANET 
communication, encryption is employed to enable only 
authenticated users to acquire the transmitted information [7]. 
Conventional symmetrical data encryption could be a result, 
yet it requires communication expenses for establishing 
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authentication keys among data recipients and senders that 
prominently decrease the time consumed for accessing the 
resources. An alternate intuitive solution is to encrypt every 
piece of information with the receiver vehicle's public key and 
indicate the data prior to their transmission [8]. Given that data 
are generally transferred to numerous vehicles, there are 
several data ciphertexts by these standard encryption methods 
that fail to achieve real-time conditions of data distribution in 
vehicular applications [9]. This problem can be tremendously 
severe on the environments of security application's accurate 
timing limits. Besides that, access control maintenance is a 
massively unresolved issue, especially, in cases where there is 
no centralized access control for disseminating the encrypted 
data in extremely dynamic surroundings [10]. 

II. RELATED WORKS 

Authors in [11] developed the fully homomorphic 
encryption with the optimum key generation secure group 
communication (FHEOKG-SGC) system. Initially, this method 
presents an FHE-based encoding system and later the keys in 
the FHE technique are effectively selected via SCA. 
Simultaneously, the plum tree model can be exploited for 
detecting routes. In [12], a dual-channel encryption technique is 
designed. Firstly, a chaotic map controls the preliminary value 
of 5D conservative chaotic systems. Then, a chaotic sequence 
is exploited as convolution kernels of CNN for generating 
plaintext correlated chaotic pointers. An image fusion 
technique, which fuses and splits images into two parts, is 
proposed. Authors in [13] designed the EPO-based Routing 
Protocol (EPORP) for an outbreak detection in Sybil. The Sybil 
attack is discovered through the rumour riding method. The 
Split XOR (SXOR) operator is implemented for optimizing 
VANET safety. The optimum keys are carefully selected 
through the EPO technique. Authors in [14] developed an 
image encryption technique by joining chaotic maps and 
Josephus problems. The entire encryption procedure 
implements the traditional permutation–diffusion model. 
During permutation, the double-chaotic cycle technique is 
devised by upgrading the chaotic shift transformation 
technique. During diffusion, the Josephus problem description 
is prolonged through chaotic maps to retain the Josephus 
sequence diversity. In [15], a 7D hyperchaotic map produces 
the secret key for image encryption. A minimax DE model 
provides the ideal parameter for the hyperchaotic maps. The 
parameter fitness is assessed by the entropy and correlation 
coefficient. Then, the secret key is generated by the 
hyperchaotic maps. This key performs the diffusion process on 
the input image and produces an encrypted image. Authors in 
[16] put forward adaptive safety-aware lottery-EDF schedulers 
for constrained resources packet switching of Ethernet network 
with the GAIA multi-agent method. This scheme employs 
periodic, non-shared cryptographic key generation operations 
of varying sizes based on textual features in digital images 
stored on the server. 

Authors in [17] introduced a chaotic cryptographic-based 
privacy safeguarding method to increase privacy in MANET-
IoT. The key-generating operation in chaotic mapping can be 
enhanced by producing the optimum key pair via the recently 
established SA-SFO method. The key nominated from the 

chaotic maps can be impacted by choosing the optimum 
parameter via SA-SFO. Authors in [18] propose BDIE-
AOFOLS, a blockchain-based image encryption method 
utilizing an arithmetical optimization algorithm with a 
fractional-order Lorenz system, optimizing key generation for 
the highest PSNR values. In [19], an energy-efficient ROACM 
protocol is introduced for ad hoc wireless networks, 
incorporating path discovery, metric-based selection, and 
optimal bandwidth allocation via a seagull optimization 
algorithm. The summary covers various encryption methods, 
including fully homomorphic encryption, dual-channel 
encryption, adaptive lottery-EDF schedulers, blockchain-based 
image encryption, and the mentioned ROACM protocol. 

III. THE PROPOSED MODEL 

In the presented study, the SGOA-SCIES method is 
suggested for the share encryption in VANETs, in an attempt to 
produce numerous shares and encrypt them for enhanced 
security. It comprises three operation stages: MSC, FOCS-
based share encryption, and SGOA-based key generation. 
Figure 1 shows the workflow of the SGOA-SCIES system. 

 

 
Fig. 1.  Workflow of the SGOA-SCIES method. 

A. Share Creation Procedure 

Here, the MSC is enforced for producing a share collection. 
The RGB values are respectively determined in the matrix form 
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(Rm, Gm, Bm) and the extraction of actual image pixel value is 
conducted [20]. The matrix size is the same as the input image 
(� ∗ �) and are described as: ����� = ∑ 
 + � +     (1) ����� depicts the overall amount of Rm, Gm, and Bm values. 

B. Share Creation 

Each pixel that exists in the input images can be expressed 
by �  transformed means, called shares. Each share includes 
sub-pixels of the RGB images. Based on the pixel value, the R, 
G, and B shares exist in the RGB images and are characterized 
as Rs, Gs, and Bs as follows: 


� = � ����→����
����     (2) 

�� = � ����→���������     (3) 

� = � ����→��������     (4) 

where �  and �  show the matrix location, 
� ,  �� , and � 
symbolize the share of RGB and 
�� ,  ��� , and ��  indicate 
the image pixel component. The pixel value of RGB is taken 
from the original images and retained as an individual matrix. 
Then, the share is created based on the splitting of images into 
different parts. The objective of SMSC is to encrypt the images 
into an amount of insignificant shared imaging. The shares do 
not define any valuable data if the share is collectively 
incorporated. 

The elementary matrices should be derived before share 
creation, based on the amount of shares to be generated that are 
predefined by the user. The matrix is obtained if the outputs of 
RGB in the pixels are partitioned by �. In general, the block 
size is found to be 4×4 or 8×  8. Also, an arbitrary key is 
provided by the input imaging block size. The amount of share 
is described as 2

s
 if � ≥ 2. Later, the shares are derived by 

carrying out the XOR operation of the basic matrix on different 
combinations. In such cases, the share and matrix counts are 4 
and 2. By splitting the RGB values of the pixel by 2, the matrix 
is derived. For instance, assume the block is of size 2×2, the 
RGB value is defined. Then, the key matrix KM is arbitrarily 
produced. The basic matrix is formulated by the 
aforementioned process and is characterized by BM1 and BM2 

correspondingly. Before share creation, the succeeding process 
is conducted with the XR1 and XR2 matrices. 

XR1 = 128 - BM1    (5) 

XR2 = BM2     (6) 

The red band share is formed by XORing both matrices:  

Rs1 = XR1 ⊕ KM    (7) 

Rs2 = XR2 ⊕ XR1    (8) 

Rs3 = XR2 ⊕ Rs1    (9) 

Rs4 = Rs1 ⊕ R    (10) 

The abovementioned process is reiterated for the remaining 
green and blue bands to produce various shares.  

C. Share Reconstruction 

Various shares are merged to form the actual images in the 
share reconstruction process.  

R = Rs1 ⊕ Rs2 ⊕ Rs3 ⊕ Rs4 ⊕ Rs4 ⊕ KM (11) 

G = Gs1 ⊕ Gs2 ⊕ Gs3 ⊕ Gs4 ⊕ Gs4 ⊕ KM (12) 

B = Bs1 ⊕ Bs2 ⊕ Bs3 ⊕ Bs4 ⊕ Bs4 ⊕ KM (13) 

Encryption and decryption by applying the FOCS technique 
are employed on every colour band when the share is 
reconstructed. Before the encryption and decryption processes, 
the colour band images are split into various blocks. The blocks 
are divided into the 4×4 dimension. Various shares are 
produced and the encryption technique is exploited. Then the 
FOCS-based encryption technique is exploited on the shares.  

D. Share Encryption using the FOCS Technique 

FOCS approach is used to encrypt the shares,. A color 
image encryption model is introduced using FOCS by 
combining 3 chaotic models (Fractional Lorenz System (FLS), 
Tent Map (TM), and Arnold Map (AM)) [21]. At first, the 
color plain image was divided into R, B, and G layers. Then, 3 
layers are scrambled with AM, where the key and 
  and � 
layers are the initial value of the former, and other 2 are 
scrambling. The gray values of RGB are moulded and 
employed as an initial value of FLS. Then, add‐mode diffusing 
is implemented. Lastly, the encrypted images are obtained. The 
pixel matrix size is M×M×3, the plain images are signified as A, and the encryption process can be defined as follows:  

Step 1: Enter � plain images and # keys, and assume the 
size of $ is M×M×3. Read the primary values and parameters 
of AM in #  and exploit AM to scramble the plain images. 
Select the last 2 pixels of 
 layers, attain the gray values as AM 
parameter while scrambling the �  layer, and employ the 
function which is same as scrambling  layer to get image �� . 

�� = %
�& = '((1),((2),((3), ⋯ ((�)/(1), /(2),/(3), ⋯ /(�)�(1),�(2), �(3), ⋯ �(�)1 (14) 

m = MIN     (15) 

Step 2: Read the initial values of TM 2(0) from key #. The 
TM is repeated 800 times. The first 300 conversion conditions 
are rejected and takes of the state values are represented as #4. #5 = 6��(200), ��(300), ��(400), ��(500)9   (16) 

Step3: Use (17) to make the #5 into :� and :; coordinates 

to place the pixels in �� .The FLS is repeated <�=  and 2<> 
times, with smaller model perturbation repeated every 3000 
times. This repetition occurs to attain the dimension of 3x<�= 
and 3x2<�= of the new pseudo-random sequence ��  and �; 
that are transformed (18) to password #� and #;. 

@:� = A��(300) × 100 − D�EE((��(300) × 100)F × 10G�EH �:; = A��(500) × 100 − D�EE((��(500) × 100)F × 10G�EH �           (17) 
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#� = I#��#�;J = I
��, �� ��
�;, ��; �;J  (18) 

K#�(L) = (D�EE((��(L) × 2�G)�EH256) + 1#;(L) = (D�EE((�;(L) × 2�G)�EH256) + 1 (19) 

Step4: The password #� to transfer the information between 
the layers of images is used. It is calculated as: 

'(,(�) = ((�) ⊕ N�(1,�) ⊕ �(�)
/,(�) = /(�) ⊕ N�(2,�) ⊕ (, (�)
�,(�) = �(�) ⊕ N�(3,�) ⊕ /,(�)

, � = 1,2, ⋯ , <O> (20) 

where (,(�) ,  /,(�) , and �,(�)  show the pixel value after 
diffusing. Then the pixel, which addresses to the plain data of 
each layer, is diffused into other 2 layers. This enhances the 
ability to resist the selected‐plain attack.   

E. Optimal Key Generation by Utilizing SGOA 

At the final stage, the SGOA is applied to produce an 
optimal set of keys for the FOCS approach. The SGOA is 
based on the inspiration of the movement pattern and on the 
attacking prey strategies of the seagulls [22]. To define the 

location of a new search agent AP�QQQ⃗ F , collision avoidance 

between search agents in SOA is achieved using the second 
parameter N. 

P�QQQ⃗ = >ST�QQQQ⃗ (U)     (21) 

In (7), T�QQQQ⃗ , denotes the current seagull location and the 
existing iteration. The collision avoidance parameter N is 
modelled as follows: 

> = VW − XU ∗ Y Z[
 \]^._�`4ab   (22) 

For this, the value of 2 is selected to control the changes in 
the variable that linearly dropped from VW  to 0 . The search 
agent makes an effort to move close to the position of the ideal 
individual using (23): 

<�QQQQQ⃗ � $S Y���QQQQQ⃗ )U+ C T�QQQQ⃗ )U+a   (23) 

The parameter $  is randomized to attain the equilibrium 
tendency between the exploitation and exploration phases, and 
is computed by: 

$ � 2 ∗ >; ∗ (��H) +                         (24) 

The subsequent changes were made to each location of the 
search agents: 


�QQQQ⃗ � cP�QQQ⃗ � <�QQQQQ⃗ c    (25) 

During their migration, seagulls often change their 
attacking angle and speed. These behaviors in 3D are defined 
through the following equations: 

� , � ( ∗ cos)L+    (26) 

g, � ( ∗ sin)L+    (27) 

j, � ( ∗ L     (28) 

where ( refers to the radius of seagulls’ spiral movement and 
the random number selected within [0, 2]. The SGOA 

technique is applied in initializing the public and secret keys 
included in the encryption process. The fitness function of SGO 
for the FOLS method is given by: 

P�U��:: Dk�lU�E� � max  o��>
p  (29) 

IV. RESULTS AND DISCUSSION 

This segment inspects the outputs of the SGOA-SCIES 
approach on 5 test images. Table I portrays a sample 
visualization of multiple shares generated by the SGOA-SCIES 
technique on the applied test imaging. The findings suggest that 
the shares do not convey any significant information pertaining 
to the original image. The suggested model is simulated by 
employing Python 3.6.5 tool on PC i5-8600k, 250GB SSD, 
GeForce 1050Ti 4GB, 16GB RAM, and 1TB HDD. The 
parameter settings are provided as: learning rate: 0.01, 
activation: ReLU, epoch count: 50, dropout: 0.5, and batch 
size: 5. In Figure 2, the outputs indicate that the SGOA-SCIES 
technique obtains the least MSE values on all images. On IMG-
1, the SGOA-SCIES technique obtains decreased MSE of 
0.051, while the BDIE-AOFOLS, SSO-HCNN, WOA-HCNN, 
and GWO-HCNN models obtain improved MSE of 0.0590, 
0.0636, 0.1850, and 0.2875, respectively. 

TABLE I.  VISUALIZATION OF THE MSC SCHEME 

Original 

Image 
1 - Share 2 - Share 3 - Share 4 - Share 

 

 
Fig. 2.  MSE outcome of SGOA-SCIES under distinct test images. 
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Fig. 3.  PSNR outcome of SGOA-SCIES under distinct test images. 

A detailed comparative analysis of the proposed with recent 
models [23] model is made. In Figure 3, the outcome exhibits 
that the SGOA-SCIES method reaches greater PSNR values. 
On IMG-1 the SGOA-SCIES method attain increased PSNR of 
61.055dB while BDIE-AOFOLS, SSO-HCNN, WOA-HCNN, 
and GWO-HCNN approaches attain lesser PSNR of 60.42dB, 
60.10dB, 55.46dB, and 53.54dB, respectively. Similarly, on 
IMG-5, the SGOA-SCIES approaches attain increased PSNR 
of 58.002dB while BDIE-AOFOLS, SSO-HCNN, WOA-
HCNN, and GWO-HCNN approaches attain reduced PSNR of 
57.72dB, 57.65dB, 55.58dB, and 54.48dB, respectively. These 
outputs ensured the enhanced security accomplishment of the 
SGOA-SCIES approach over the other techniques. 

V. CONCLUSION 

In this study, a new SGOA-SCIES method is demonstrated 
for the encryption of the shares in the VANET, aiming to create 
multiple shares and encrypt them to achieve security. It consists 
of three operation stages, which are MSC, FOCS-based share 
encryption, and SGOA-based key generation. In the presented 
SGOA-SCIES technique, the MSC scheme can be employed to 
generate multiple sets of shares. For the share encryption 
process, the SGOA-SCIES algorithm exploits the FOCS 
method to encrypt the generated shares. The optimal keys of 
the FOCS technique can be chosen by the use of SGOA which 
enhances the security level. The performance evaluation of the 
SGOA-SCIES method is examined on benchmark data. The 
stimulation outputs depicted the enhanced accomplishment of 
the SGOA-SCIES approach over other recent methodologies 
under various measures. The SGOA-SCIES technique may 
encounter challenges related to scalability and adaptability in 
dynamic network conditions. Future work for SGOA-SCIES 
should prioritize improving scalability, tackling dynamic 
network challenges, and optimizing for broader VANET 
communication applicability. 
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ABSTRACT 

Α Vehicular Ad hoc Network (VANET) allows transmission, amid moving or stationary vehicles via 

wireless technology. Amongst several problems, safe transmission is the most important one in smart 

VANETs in 5G networks. Smart vehicles require integration with advanced road systems encompassing 

smart payment and traffic control systems. Numerous security mechanisms are used in VANETs to ensure 

safe communication. One such mechanism is cryptographic digital signatures based on encryption. This 

study introduces the new seagull optimization algorithm involving share creation with an image encryption 

scheme (SGOA-SCIES) for secure VANET transmissions. The goal of the SGOA-SCIES technique is to 
create a considerable number of shares and encrypt them to accomplish security. In the SGOA-SCIES 

technique, a Multiple Share Creation (MSC) scheme is employed to generate numerous share sets. For the 

share encryption process, the SGOA-SCIES technique engages the Fractional-Order Chaotic System 

(FOCS) approach to encrypt the generated shares. The optimal keys of the FOCS method can be chosen by 

the SGOA usage, which ameliorates the security level. The performance evaluation of the SGOA-SCIES 

method is examined on benchmark data. The simulations demonstrate the enhanced SGOA-SCIES 

methodology outcome and compare it with the ones of other existing systems and under the 
implementation of various measures. 

Keywords-security; vehicular ad-hoc network; encryption; key generation; share creation 

I. INTRODUCTION  

VANETs are considered a developing concept that allows 
dependable, infotainment-rich, and safe driving networking [1]. 
However, service providers, automobile manufacturers, and 
governments are still hesitant to employ VANETs due to 
certain difficulties generated during their usage, namely user 
options, requirements for infrastructure, cost, security and 
safety problems [2]. In the past, the automotive industry 
concentrated on in-car technology for upgrading entertainment 
and navigation systems. However, currently the research 
community engaged special focus of their studies on VANETs 
due to the increased computation, processing, and 
computational capacity of the higher-end vehicles [3]. These 
capacities allowed the evolution of V2I (vehicle-to-
infrastructure) and V2V (vehicle-to-vehicle) transmission [4]. 

These transmission models may provide customers with 
protection and infotainment applications instead of only 
offering them particular applications, like a challenged 
endpoint, which could for instance be a friend’s home or a 
restaurant in another city [5]. 

Various safety challenges are considered for providing 
information security defence in vehicular networks, among 
which, access control and data privacy are highly significant 
[6]. Data confidentiality confirms that the former cannot be 
revealed or leaked to unauthorized vehicles or nodes. For 
providing data integrity and confidentiality in VANET 
communication, encryption is employed to enable only 
authenticated users to acquire the transmitted information [7]. 
Conventional symmetrical data encryption could be a result, 
yet it requires communication expenses for establishing 
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authentication keys among data recipients and senders that 
prominently decrease the time consumed for accessing the 
resources. An alternate intuitive solution is to encrypt every 
piece of information with the receiver vehicle's public key and 
indicate the data prior to their transmission [8]. Given that data 
are generally transferred to numerous vehicles, there are 
several data ciphertexts by these standard encryption methods 
that fail to achieve real-time conditions of data distribution in 
vehicular applications [9]. This problem can be tremendously 
severe on the environments of security application's accurate 
timing limits. Besides that, access control maintenance is a 
massively unresolved issue, especially, in cases where there is 
no centralized access control for disseminating the encrypted 
data in extremely dynamic surroundings [10]. 

II. RELATED WORKS 

Authors in [11] developed the fully homomorphic 
encryption with the optimum key generation secure group 
communication (FHEOKG-SGC) system. Initially, this method 
presents an FHE-based encoding system and later the keys in 
the FHE technique are effectively selected via SCA. 
Simultaneously, the plum tree model can be exploited for 
detecting routes. In [12], a dual-channel encryption technique is 
designed. Firstly, a chaotic map controls the preliminary value 
of 5D conservative chaotic systems. Then, a chaotic sequence 
is exploited as convolution kernels of CNN for generating 
plaintext correlated chaotic pointers. An image fusion 
technique, which fuses and splits images into two parts, is 
proposed. Authors in [13] designed the EPO-based Routing 
Protocol (EPORP) for an outbreak detection in Sybil. The Sybil 
attack is discovered through the rumour riding method. The 
Split XOR (SXOR) operator is implemented for optimizing 
VANET safety. The optimum keys are carefully selected 
through the EPO technique. Authors in [14] developed an 
image encryption technique by joining chaotic maps and 
Josephus problems. The entire encryption procedure 
implements the traditional permutation–diffusion model. 
During permutation, the double-chaotic cycle technique is 
devised by upgrading the chaotic shift transformation 
technique. During diffusion, the Josephus problem description 
is prolonged through chaotic maps to retain the Josephus 
sequence diversity. In [15], a 7D hyperchaotic map produces 
the secret key for image encryption. A minimax DE model 
provides the ideal parameter for the hyperchaotic maps. The 
parameter fitness is assessed by the entropy and correlation 
coefficient. Then, the secret key is generated by the 
hyperchaotic maps. This key performs the diffusion process on 
the input image and produces an encrypted image. Authors in 
[16] put forward adaptive safety-aware lottery-EDF schedulers 
for constrained resources packet switching of Ethernet network 
with the GAIA multi-agent method. This scheme employs 
periodic, non-shared cryptographic key generation operations 
of varying sizes based on textual features in digital images 
stored on the server. 

Authors in [17] introduced a chaotic cryptographic-based 
privacy safeguarding method to increase privacy in MANET-
IoT. The key-generating operation in chaotic mapping can be 
enhanced by producing the optimum key pair via the recently 
established SA-SFO method. The key nominated from the 

chaotic maps can be impacted by choosing the optimum 
parameter via SA-SFO. Authors in [18] propose BDIE-
AOFOLS, a blockchain-based image encryption method 
utilizing an arithmetical optimization algorithm with a 
fractional-order Lorenz system, optimizing key generation for 
the highest PSNR values. In [19], an energy-efficient ROACM 
protocol is introduced for ad hoc wireless networks, 
incorporating path discovery, metric-based selection, and 
optimal bandwidth allocation via a seagull optimization 
algorithm. The summary covers various encryption methods, 
including fully homomorphic encryption, dual-channel 
encryption, adaptive lottery-EDF schedulers, blockchain-based 
image encryption, and the mentioned ROACM protocol. 

III. THE PROPOSED MODEL 

In the presented study, the SGOA-SCIES method is 
suggested for the share encryption in VANETs, in an attempt to 
produce numerous shares and encrypt them for enhanced 
security. It comprises three operation stages: MSC, FOCS-
based share encryption, and SGOA-based key generation. 
Figure 1 shows the workflow of the SGOA-SCIES system. 

 

 
Fig. 1.  Workflow of the SGOA-SCIES method. 

A. Share Creation Procedure 

Here, the MSC is enforced for producing a share collection. 
The RGB values are respectively determined in the matrix form 
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(Rm, Gm, Bm) and the extraction of actual image pixel value is 
conducted [20]. The matrix size is the same as the input image 
(� ∗ �) and are described as: ����� = ∑ 
 + � +     (1) ����� depicts the overall amount of Rm, Gm, and Bm values. 

B. Share Creation 

Each pixel that exists in the input images can be expressed 
by �  transformed means, called shares. Each share includes 
sub-pixels of the RGB images. Based on the pixel value, the R, 
G, and B shares exist in the RGB images and are characterized 
as Rs, Gs, and Bs as follows: 


� = � ����→����
����     (2) 

�� = � ����→���������     (3) 

� = � ����→��������     (4) 

where �  and �  show the matrix location, 
� ,  �� , and � 
symbolize the share of RGB and 
�� ,  ��� , and ��  indicate 
the image pixel component. The pixel value of RGB is taken 
from the original images and retained as an individual matrix. 
Then, the share is created based on the splitting of images into 
different parts. The objective of SMSC is to encrypt the images 
into an amount of insignificant shared imaging. The shares do 
not define any valuable data if the share is collectively 
incorporated. 

The elementary matrices should be derived before share 
creation, based on the amount of shares to be generated that are 
predefined by the user. The matrix is obtained if the outputs of 
RGB in the pixels are partitioned by �. In general, the block 
size is found to be 4×4 or 8×  8. Also, an arbitrary key is 
provided by the input imaging block size. The amount of share 
is described as 2

s
 if � ≥ 2. Later, the shares are derived by 

carrying out the XOR operation of the basic matrix on different 
combinations. In such cases, the share and matrix counts are 4 
and 2. By splitting the RGB values of the pixel by 2, the matrix 
is derived. For instance, assume the block is of size 2×2, the 
RGB value is defined. Then, the key matrix KM is arbitrarily 
produced. The basic matrix is formulated by the 
aforementioned process and is characterized by BM1 and BM2 

correspondingly. Before share creation, the succeeding process 
is conducted with the XR1 and XR2 matrices. 

XR1 = 128 - BM1    (5) 

XR2 = BM2     (6) 

The red band share is formed by XORing both matrices:  

Rs1 = XR1 ⊕ KM    (7) 

Rs2 = XR2 ⊕ XR1    (8) 

Rs3 = XR2 ⊕ Rs1    (9) 

Rs4 = Rs1 ⊕ R    (10) 

The abovementioned process is reiterated for the remaining 
green and blue bands to produce various shares.  

C. Share Reconstruction 

Various shares are merged to form the actual images in the 
share reconstruction process.  

R = Rs1 ⊕ Rs2 ⊕ Rs3 ⊕ Rs4 ⊕ Rs4 ⊕ KM (11) 

G = Gs1 ⊕ Gs2 ⊕ Gs3 ⊕ Gs4 ⊕ Gs4 ⊕ KM (12) 

B = Bs1 ⊕ Bs2 ⊕ Bs3 ⊕ Bs4 ⊕ Bs4 ⊕ KM (13) 

Encryption and decryption by applying the FOCS technique 
are employed on every colour band when the share is 
reconstructed. Before the encryption and decryption processes, 
the colour band images are split into various blocks. The blocks 
are divided into the 4×4 dimension. Various shares are 
produced and the encryption technique is exploited. Then the 
FOCS-based encryption technique is exploited on the shares.  

D. Share Encryption using the FOCS Technique 

FOCS approach is used to encrypt the shares,. A color 
image encryption model is introduced using FOCS by 
combining 3 chaotic models (Fractional Lorenz System (FLS), 
Tent Map (TM), and Arnold Map (AM)) [21]. At first, the 
color plain image was divided into R, B, and G layers. Then, 3 
layers are scrambled with AM, where the key and 
  and � 
layers are the initial value of the former, and other 2 are 
scrambling. The gray values of RGB are moulded and 
employed as an initial value of FLS. Then, add‐mode diffusing 
is implemented. Lastly, the encrypted images are obtained. The 
pixel matrix size is M×M×3, the plain images are signified as A, and the encryption process can be defined as follows:  

Step 1: Enter � plain images and # keys, and assume the 
size of $ is M×M×3. Read the primary values and parameters 
of AM in #  and exploit AM to scramble the plain images. 
Select the last 2 pixels of 
 layers, attain the gray values as AM 
parameter while scrambling the �  layer, and employ the 
function which is same as scrambling  layer to get image �� . 

�� = %
�& = '((1),((2),((3), ⋯ ((�)/(1), /(2),/(3), ⋯ /(�)�(1),�(2), �(3), ⋯ �(�)1 (14) 

m = MIN     (15) 

Step 2: Read the initial values of TM 2(0) from key #. The 
TM is repeated 800 times. The first 300 conversion conditions 
are rejected and takes of the state values are represented as #4. #5 = 6��(200), ��(300), ��(400), ��(500)9   (16) 

Step3: Use (17) to make the #5 into :� and :; coordinates 

to place the pixels in �� .The FLS is repeated <�=  and 2<> 
times, with smaller model perturbation repeated every 3000 
times. This repetition occurs to attain the dimension of 3x<�= 
and 3x2<�= of the new pseudo-random sequence ��  and �; 
that are transformed (18) to password #� and #;. 

@:� = A��(300) × 100 − D�EE((��(300) × 100)F × 10G�EH �:; = A��(500) × 100 − D�EE((��(500) × 100)F × 10G�EH �           (17) 
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#� = I#��#�;J = I
��, �� ��
�;, ��; �;J  (18) 

K#�(L) = (D�EE((��(L) × 2�G)�EH256) + 1#;(L) = (D�EE((�;(L) × 2�G)�EH256) + 1 (19) 

Step4: The password #� to transfer the information between 
the layers of images is used. It is calculated as: 

'(,(�) = ((�) ⊕ N�(1,�) ⊕ �(�)
/,(�) = /(�) ⊕ N�(2,�) ⊕ (, (�)
�,(�) = �(�) ⊕ N�(3,�) ⊕ /,(�)

, � = 1,2, ⋯ , <O> (20) 

where (,(�) ,  /,(�) , and �,(�)  show the pixel value after 
diffusing. Then the pixel, which addresses to the plain data of 
each layer, is diffused into other 2 layers. This enhances the 
ability to resist the selected‐plain attack.   

E. Optimal Key Generation by Utilizing SGOA 

At the final stage, the SGOA is applied to produce an 
optimal set of keys for the FOCS approach. The SGOA is 
based on the inspiration of the movement pattern and on the 
attacking prey strategies of the seagulls [22]. To define the 

location of a new search agent AP�QQQ⃗ F , collision avoidance 

between search agents in SOA is achieved using the second 
parameter N. 

P�QQQ⃗ = >ST�QQQQ⃗ (U)     (21) 

In (7), T�QQQQ⃗ , denotes the current seagull location and the 
existing iteration. The collision avoidance parameter N is 
modelled as follows: 

> = VW − XU ∗ Y Z[
 \]^._�`4ab   (22) 

For this, the value of 2 is selected to control the changes in 
the variable that linearly dropped from VW  to 0 . The search 
agent makes an effort to move close to the position of the ideal 
individual using (23): 

<�QQQQQ⃗ � $S Y���QQQQQ⃗ )U+ C T�QQQQ⃗ )U+a   (23) 

The parameter $  is randomized to attain the equilibrium 
tendency between the exploitation and exploration phases, and 
is computed by: 

$ � 2 ∗ >; ∗ (��H) +                         (24) 

The subsequent changes were made to each location of the 
search agents: 


�QQQQ⃗ � cP�QQQ⃗ � <�QQQQQ⃗ c    (25) 

During their migration, seagulls often change their 
attacking angle and speed. These behaviors in 3D are defined 
through the following equations: 

� , � ( ∗ cos)L+    (26) 

g, � ( ∗ sin)L+    (27) 

j, � ( ∗ L     (28) 

where ( refers to the radius of seagulls’ spiral movement and 
the random number selected within [0, 2]. The SGOA 

technique is applied in initializing the public and secret keys 
included in the encryption process. The fitness function of SGO 
for the FOLS method is given by: 

P�U��:: Dk�lU�E� � max  o��>
p  (29) 

IV. RESULTS AND DISCUSSION 

This segment inspects the outputs of the SGOA-SCIES 
approach on 5 test images. Table I portrays a sample 
visualization of multiple shares generated by the SGOA-SCIES 
technique on the applied test imaging. The findings suggest that 
the shares do not convey any significant information pertaining 
to the original image. The suggested model is simulated by 
employing Python 3.6.5 tool on PC i5-8600k, 250GB SSD, 
GeForce 1050Ti 4GB, 16GB RAM, and 1TB HDD. The 
parameter settings are provided as: learning rate: 0.01, 
activation: ReLU, epoch count: 50, dropout: 0.5, and batch 
size: 5. In Figure 2, the outputs indicate that the SGOA-SCIES 
technique obtains the least MSE values on all images. On IMG-
1, the SGOA-SCIES technique obtains decreased MSE of 
0.051, while the BDIE-AOFOLS, SSO-HCNN, WOA-HCNN, 
and GWO-HCNN models obtain improved MSE of 0.0590, 
0.0636, 0.1850, and 0.2875, respectively. 

TABLE I.  VISUALIZATION OF THE MSC SCHEME 

Original Image 1 - Share 2 - Share 3 - Share 4 - Share 

 

    

    

    

 

 
Fig. 2.  MSE outcome of SGOA-SCIES under distinct test images. 
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Fig. 3.  PSNR outcome of SGOA-SCIES under distinct test images. 

A detailed comparative analysis of the proposed with recent 
models [23] model is made. In Figure 3, the outcome exhibits 
that the SGOA-SCIES method reaches greater PSNR values. 
On IMG-1 the SGOA-SCIES method attain increased PSNR of 
61.055dB while BDIE-AOFOLS, SSO-HCNN, WOA-HCNN, 
and GWO-HCNN approaches attain lesser PSNR of 60.42dB, 
60.10dB, 55.46dB, and 53.54dB, respectively. Similarly, on 
IMG-5, the SGOA-SCIES approaches attain increased PSNR 
of 58.002dB while BDIE-AOFOLS, SSO-HCNN, WOA-
HCNN, and GWO-HCNN approaches attain reduced PSNR of 
57.72dB, 57.65dB, 55.58dB, and 54.48dB, respectively. These 
outputs ensured the enhanced security accomplishment of the 
SGOA-SCIES approach over the other techniques. 

V. CONCLUSION 

In this study, a new SGOA-SCIES method is demonstrated 
for the encryption of the shares in the VANET, aiming to create 
multiple shares and encrypt them to achieve security. It consists 
of three operation stages, which are MSC, FOCS-based share 
encryption, and SGOA-based key generation. In the presented 
SGOA-SCIES technique, the MSC scheme can be employed to 
generate multiple sets of shares. For the share encryption 
process, the SGOA-SCIES algorithm exploits the FOCS 
method to encrypt the generated shares. The optimal keys of 
the FOCS technique can be chosen by the use of SGOA which 
enhances the security level. The performance evaluation of the 
SGOA-SCIES method is examined on benchmark data. The 
stimulation outputs depicted the enhanced accomplishment of 
the SGOA-SCIES approach over other recent methodologies 
under various measures. The SGOA-SCIES technique may 
encounter challenges related to scalability and adaptability in 
dynamic network conditions. Future work for SGOA-SCIES 
should prioritize improving scalability, tackling dynamic 
network challenges, and optimizing for broader VANET 
communication applicability. 
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