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ABSTRACT

Investigation in the field of network forensics involves examining network traffic to identify, capture,
preserve, reconstruct, analyze, and document network crimes. Although there are different perspectives on
the practical and technical aspects of network forensics, there is still a lack of fundamental guidelines. This
paper proposes a new detection and investigation model for capturing and analyzing network crimes, using
design science research. The proposed model involves six processes: identification, verification, gathering,
preservation, examination, analysis, and documentation. Each process is associated with several activities
that provide the investigation team with a clear picture of exactly what needs to be performed. In addition,
the proposed model has a unique activity, namely reporting. As a result, this model represents a
comprehensive approach to network forensics investigations. It is designed to work in conjunction with
established forensic techniques to ensure that forensic evidence from the network is collected and analyzed
efficiently and effectively following accepted forensic procedures. The proposed model was compared with
existing models in terms of completeness, showing that it is complete and can be adapted to any type of

network and legal framework.
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I.  INTRODUCTION

In today's world, information is one of the most valuable
assets. Several factors are contributing to what is being called
the fourth industrial revolution, such as the digitalization of the
production process, connections through social networks, and
the use of software as a service. All these elements are
important for companies to increase their outreach,
productivity, and efficiency [1-2]. During the last decades,
there have been many emerging areas and technologies with
the potential to propel the development of efficient problem-
solving approaches. These areas include the Internet of Things,
Cyber-Physical Systems, Artificial Intelligence (Al), Big Data,
and Cloud Computing [3-9]. These technologies have created
many network assets vital to the proper functioning of the
products of the new industrial revolution. These assets can be
vulnerable to cyberattacks and, since these attacks take
advantage of anonymity, there is a sense of impunity on the
internet for them [10]. Several years ago, the Brazilian
government introduced a law to mitigate these criminal
activities and make it possible to charge offending agents
involved in these crimes and, consequently, ensure the security
of sensitive information in the country.

Information security principles are incorporated into the
requirements and planning process [11-14]. To monitor a
network, techniques and technologies such as Intrusion
Detection Systems (IDS) are often used to ensure that it is
protected [15-16]. The security infrastructure of companies is

frequently tested based on these principles [17]. Crackers take
advantage of vulnerabilities in internet-based services,
applications, or communication networks to cause damage to
those services, applications, or communications, causing
outages, or even destroying or stealing data. For example,
Denial of Service (DoS) and Distributed Denial of Service
(DDoS) are two attacks increasingly launched [18-21], but
affected users or service providers do not have any information
about them because there is no investment in monitoring them.

Monitoring a network to keep it secure generates a large
amount of information, but perpetrators of malicious activities
are rarely prosecuted for their actions [22]. This may be
because there are not enough practical mechanisms (e.g. laws,
methodologies, and/or technologies) to help criminal
prosecution. The perpetrators have a sense of impunity because
there are loopholes in the law that do not classify those acts as
crimes. Malicious activities are increasingly reported, including
the leakage of personal data through security holes in victims'
computers [23]. In 2012, Law 12.737, also known as the
Criminal Code for Computer Crimes in Brazil, allowed certain
activities in the digital environment to be characterized as
crimes.

There is no doubt that Internet-based security systems can
detect malicious activities; however, it is important to note that
records are usually lost in the huge amount of data generated
by these tools [24-25]. Generally, network security experts are
designated to clarify these malicious activities. They must
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explain through evidence the following items: the author, the
cyberattack technique used, the host on which the incident
occurred, the author's intentions or motivation, and any damage
resulting from the attack. A network expert may not be able to
determine whether certain malicious activity on the network is
a crime [26]. Therefore, communication between the
investigator and the forensic analysis expert during the
investigation process is necessary so that the evidence,
represented by the IDS data, can be analyzed to uncover the
crime. Another problem is that due to the dynamicity and large
volume of network traffic, some data that can be evidence of
malicious activities might be deleted or lost [27].

This study aimed to develop a comprehensive detection and
investigation model using design science research to capture
and analyze network crimes committed in a network
environment. The model consists of six steps: identification,
verification, gathering, preserving, examining, and analyzing
and documenting. Each process involves several activities
through which the investigation team can create a clear picture
of the tasks that need to be completed.

II. RELATED WORKS

According to [28], network forensics is a branch of digital
forensics that deals with investigating a network in real-time,
on the fly, or post-mortem. To ensure the evidential value and
integrity of the collected data, it is necessary to identify,
extract, interpret, reconstruct, analyze, and document network-
related events in a way that ensures the verification of their
evidential value. The data collected from these networks can be
used as evidence to corroborate or verify the hypotheses and
assertions made by individuals and groups regarding the
networking event. In other words, network forensics is
primarily concerned with identifying and extracting critical
network-based indicators to investigate network-based attacks.
These can be used in conjunction with network security
postures and network readiness processes to enhance the
probative evidential weight of possible network artifacts, all of
which are used to enhance network security posture [29-31].

As  network-related threats have become more
sophisticated, it is necessary to further delineate this subdomain
to combat these threats. Cyber forensics is classified as another
subdomain, as many network-based attacks can also be
described as cyberattacks. Many cyberattacks or cybercrimes
are carried out maliciously on a regular basis around the world.
There is some evidence that network forensics can deter some
complex cyber incidents with the ability to provide
intelligence. This field of study includes several models that
can be applied to the investigation of processes. For example,
in [32], a spread network logging model was presented that
could perform cyber forensics over the Internet. In [33], a
network forensics model was developed based on distributed
techniques. Such techniques can greatly simplify the collection
of forensic evidence, providing a central platform for storing it
and allowing the easy integration of well-known attribution
methods as part of the collection process. In [34], a model
capable of collecting and storing leaked digital evidence was
developed, using an immune agent designed to capture and
store such digital evidence. Data agents were distributed
throughout the organization, and the forensic center provided

the forensic analysis. In [35], a model was proposed to extract
the most important characteristics from currently used digital
forensic process models. This was a concept-based model that
incorporated some of the most important characteristics of
current digital forensic process models into a generic model
applicable to network forensic investigation. Infrastructure-as-
a-Service (IaaS) is a cloud computing platform that delivers
infrastructure as a service, including network forensics [36]. A
framework for forensics-as-a-service can be envisioned in a
cloud infrastructure as a set of automated cloud management
services. As a result, subjects will be able to remotely control
the forensic process at the cloud provider using an authorized
environment that they can access remotely. Data acquisition
and analysis can be done directly by cloud service providers if
they choose to.

In [37], a reference model of a distributed cooperative
network forensics system was proposed, which could
accelerate the investigation process and enhance the capacity
for emergency response. A major objective of the proposed
model was to link misbehavior activities/traffic with adaptive
location filter guidelines, based on which the recommended
location filters are discarded in advance or in real-time. This
was achieved by evaluating the complete supportive database,
determining the possible misbehavior, and restating the
misbehavior to perform a forensic investigation. The network
forensics model was developed based on scattered methods,
providing an automated approach to collect forensic evidence
and store it effectively, supporting the informal combination of
recognized approaches and producing attack attribution
displays. In [38], a theoretical and official information model
was proposed for forensic investigations on online community
networks. This model was composed of an event-based
knowledge model that offers theoretic ideas that can help
develop and explain the actions related to the event and support
the building and explaining of the associated events. A
semantically rich image of the concept was provided to the
users through the application of the proposed ontology. In [39],
the particle deep framework was presented, which was based
on optimization and deep learning using Particle Swarm
Optimization (PSO) to choose hyperparameters for the Deep
Neural Network (DNN).

Several network forensic models, frameworks, and
processes have been proposed to investigate network crimes,
but most of them are governed by a system of general records,
where analytical data and interactions between police and
insurance companies are distributed between various units. An
advantage would be the possibility for forensic specialists to
easily access all related data as part of the examination and, at
the same time, ensure their integrity using digital signatures.
However, as shown in Table I, most of the network forensics
models and frameworks focus on collecting data rather than
examining the whole forensic investigation process. A major
drawback of these frameworks is that some of the information
provided to the participants could be shared, introducing
additional difficulties in confidentiality. A further problem with
existing frameworks is that they focus primarily on the stages
related to protection and information gathering. Additionally,
network forensics is known to have several drawbacks, such as
the difficulty in analyzing data due to the variety of data
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sources, the level of granularity of data, the integrity of data,
their use as legal evidence, and privacy issues. These
drawbacks can be grouped into three general categories:
technical, legal, and resource-related. These results indicate

that there is a need for a comprehensive framework/model to
combine all redundant and overlapped concepts, processes,
tasks, and activities to make it more effective.

TABLE L. NETWORK FORENSICS MODELS
Year Network forensics models Forensic procedures based on NIST standards Type of the model
Protecting Gathering Analyzing Reporting | Practical | Theoretical
2004 [40] X X X X X v
2005 [41] X X X X X v
2007 [42] v v v v X X
2007 [43] X v X X X v
2010 [44] X X v v v X
2010 [45] v v v v X v
2010 [35] v v v v X v
2012 [46] v v X X v v
2012 [47] v v v v v v
2012 [48] v v X X v v
2012 [49] X X v X v X
2013 [50] X v v X v X
2013 [51] X X v X v X
2013 [52] v v v v X v
2013 [53] X v v X X v
2013 [54] v v v v X v
2014 [55] X v X X X X
2016 [56] X v v X X X
2018 [57] v v v v X v
2019 [58] v v v v v v
2019 [59] X v v X X v
2019 [60] v v X X v X
2019 [61] X X v X v X
2020 [62] X v X X v X
2020 [63] X v v X v X
2021 [64] X v v v X v
2022 [65] v v X X X v
2023 [66] X v v v X v
L. METHODOLOGY investigation," and "Network crimes," for a period from 2000

This study used the Design Science Research (DSR)
method to develop a detection and forensic investigation
network model. Figure 1 shows the three main steps used in
this study, adopted from [67-68].

-

Gathering data from search engines ]

U

Filtering the gathered data. ]

U

Developing the detection and

k investigation model )
.

Fig. 1.

.

~

Development methodology.

Five common search engines were used: Scopus, Web of
Science, IEEE Xplore, Springer Link, and Google Scholar. The
search used three keywords, "Network forensic," "Network

to 2023. The search in the above-mentioned search engines
resulted in 23555 articles. The documents considered in this
study were limited to research articles, technical articles, book
chapters, books, and theses. Table II displays the search results.

TABLE II. OVERVIEW OF THE ARTICLES PUBLISHED ON
NETWORK FORENSICS

Search Engine Results
IEEE Xplore 1399
Scopus 355
Web of Science 290
Springer 899
Google Scholar 1700
Total 4643

A metamodeling approach was used to develop the
detection and investigation model for network forensics. A
metamodeling approach can be described as a nonlinear
iterative process used to construct a high-level model that
organizes and structures diverse domains at a higher level of
abstraction [15, 70]. In the first step, relevant network forensic
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models were identified and selected using the coverage criteria
adapted from [71]. Then, by analyzing the semantic similarities
between these models [72], the concepts and processes that
were common to each model were extracted. As a result of
combining and harmonizing the extracted processes and

concepts into common abstract terms based on naming, similar
meanings, and common activities [73], the extracts were
combined and harmonized. As shown in Figure 2, six processes
were proposed: identification, verification, gathering,
preservation, examination, and analysis and documentation.

/

[:> Identifying the N

Collecting initial
crime zone data

N Reporting II

Filtering
data

’

]

: ToneIYNUIPL
1

| .

-

RN

Venfying
network mncident

ToRedyt

-

T [

Suaen

Gatherng Gatherng H :
. . B H
volatile data nonvolatile data : (Gathered data. : -
Vussanse . Ky S
<zinal

2 v
a
| Hashing . ﬁ_l
) Hashed data [——| Reportin
g gathered data mEReCCen eporting
1=}

-

Rehashing
hashed data

LE——

UONRTTWEXT

-

/ Rebuilding

data

Assigning

searching patterns

Reporting Il

TONRJUAWNIO(] PUE sISA[euy

o

 J—

Yes

Searching for
. e —— ——
evidence '
No
Have found -
evidence?

Figure 2. Proposed detection and investigation model for capturing and analyzing network crimes.

Each process consists of several activities. The
identification process is used to identify and respond to a
network crime that has occurred. Using it, the crime zone
would be identified and the initial data on the crime would be
collected and filtered to use them in the verification process. At
this stage, the first report is being prepared. The second part is
the verification process, which is used to verify and confirm
whether the network incident is real or not. When an actual
network crime occurs on a network, the investigation will
move to the gathering process, otherwise, it will be stopped.
The investigation team will prepare a report on this process.
Gathering is the third process, where volatile and nonvolatile
data are collected from the identified sources. A backup of the

gathered data is stored on an external hard disk to ensure data
integrity and future use. Again, a report is prepared on the
activities of this process. The preservation process ensures that
the integrity of the collected data is protected. Hashing is used
to protect data integrity. Again, the investigation team prepares
areport on the activities during this step.

The fifth process involves examination of the data to
determine their authenticity. The acquired data will be rehashed
to ensure their authenticity since they have already been hashed
in the preservation process. If the original data have been
modified, the investigation process will proceed to the
gathering process to take a copy of the original data; otherwise,
the investigation process will progress to the final process, after
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preparing a detailed report on this step. The final process is the
analysis and documentation. Data must be reconstructed in the
procedure of looking for evidence. The data collected at this
stage need to be rebuilt first, and the investigation team needs
to consider search patterns, such as email, credit card, location,
and mobile numbers. The search for evidence is a repetitive
process where data are searched for evidence over and over
again. At the end of the investigation process, the investigators
will prepare a detailed report on the entire process.

IV. RESULTS AND DISCUSSION

This section discusses the proposed model and compares it
with other existing studies. This study proposed a model to
detect, investigate, and analyze network crimes. In summary,
the process consists of six main components: identification,
verification, gathering, preservation, examination, and analysis
and documentation. One of the main advantages of the
proposed model is that it can function independently. The
investigation team receives a clear view and a single report for
each process, which is an innovative feature in this domain.

TABLE IIL COMPARISON OF THE PROPOSED AND
EXISTING NETWORK FORENSICS MODELS
Z =
g Forensic processes based on NIST standards R g
22 :3
Yer |22 3 2 z z |3
>3 g g £ g %
z2| & 2. 5 Z £
5 & z z 7 =
2004 | [40] X X X X v
2005 | [41] X X X X v
2007 | [42] v v v v v
2007 | [43] X v X X v
2010 | [44] X X v v v
2010 | [45] v v v v v
2010 | [35] v v v v v
2012 | [46] v v X X v
2012 | [47] v v v v v
2012 | [48] v v X X v
2012 | [49] X X v X v
2013 | [50] X v v X v
2013 | [51] X X v X v
2013 | [52] v v v v v
2013 | [53] X v v X v
2013 | [54] v v v v v
2014 | [55] X v X X v
2016 | [56] X v v X v
2018 | [57] v v v v v
2019 | [58] v v v v v
2019 | [59] X v v X v
2019 | [60] v v X X v
2019 | [61] X X v X v
2020 | [62] X v X X v
2020 | [63] X v v X v
2021 | [64] X v v v v
2022 | [65] v v X X v
2023 | [66] X v v v v

The forensic processes in existing models are generally
based on the NIST standard. There are four main investigation
processes in network forensics: preservation, acquisition,
analysis, and reporting. The proposed model not only covers
these processes but also adds two more, i.e. identification and
verification. Table III compares the proposed and existing
network forensic investigation models.

V. CONCLUSION

Network forensics investigations consist of the examination
of network traffic to identify, capture, preserve, reconstruct,
analyze, and document crimes that have taken place on a
network. Several perspectives have been proposed on the
practical and technical aspects of network forensics. On the
other hand, there is a lack of clear fundamental guidelines and
perspectives on the subject. This study proposed a new
detection and investigation model for capturing and analyzing
network crimes to fill this gap, using the design science
research method. The proposed model involves six processes:
identification, verification, collection, preservation,
examination, and analysis and documentation. Each of these
processes includes several activities. Using this model, the
investigation team would have a clear picture of what must be
done to carry out the investigation. The proposed model
includes a distinct activity that is not included in previous
studies, namely, reporting. Consequently, this model represents
a comprehensive approach to network forensics investigations.
With the implementation of this model, investigators will be
able to gather and analyze network forensic evidence following
the established procedures efficiently and effectively and, at the
same time, ensure that network forensic evidence is obtained
and analyzed by accepted forensic procedures. The proposed
model not only is adaptable to any type of network or legal
framework but could also be applied to any type of service.
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