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ABSTRACT

Although there is a considerable amount of studies in drone forensics that describe numerous practical and
technical perspectives, there is a lack of a comprehensive investigation framework. This study used design
science research methodology to design a conceptual model for the comprehensive investigation of
Unmanned Aerial Vehicles (UAVs) under forensic conditions. This model can identify, capture, preserve,
analyze, and document UAYV incidents. The proposed model consists of four stages: preparation, data
collection, analysis, and documentation. In the preparation stage, data are collected and analyzed about
UAV-related resources, including the origin and model of the aircraft, any software or hardware installed
onboard, and the legal framework and regulations in place. The data collection stage involves the
completion of the collection process, where participants gather parts of the UAV and the data needed, such
as the flight controller, flight log, and memory cards. The analysis stage involves analyzing the collected
evidence. Lastly, the documentation stage involves documenting relevant evidence, analysis results, and
any conclusions derived. This model provides a comprehensive process to forensically investigate UAV
incidents and provides an efficient and effective approach to the analysis of UAV evidence, ensuring that
evidence was collected and analyzed according to accepted forensic techniques. The proposed model can be

applied to any UAYV type and legal framework.
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I.  INTRODUCTION

Digital forensics essentially focuses on capturing and
analyzing cybercrimes and is divided into many subfields, such
as database, Internet of Things (IoT), malware, network, drone,
cloud, wireless, data, and mobile forensics [1]. These branches
vary in terms of models, approaches, frameworks, policies,
procedures, and activities. Therefore, digital forensics lacks a
standardized framework that could unify these branches [2].
This field consists of two main stages, proactive and reactive
forensics, both designed to resolve cybercrimes [3-4]. Proactive
forensics refers to forensic readiness before a crime occurs.
During this stage, digital evidence is collected to reduce future
risks and disasters. On the other hand, reactive forensics
focuses on the necessary procedures after the crime is
committed. The primary objective of this stage is to locate,
seize, preserve, analyze, and record cybercrime data.

Essentially, both stages are used in digital forensics, and the
ISO/TEC 27043:2015 standard serves as the primary context for
studies on proactive forensic approaches [5-14]. Drone
forensics (DRF) aims to provide the tools and techniques
necessary to identify and investigate potential drone-related
incidents [15-17]. The primary focus of DRF is to identify the
drone's owner, the activities that occurred during a drone-
related incident, the nature of the data stored on the drone, and
any evidence the drone may have left behind. A drone forensic
process involves four steps. The drone must first be identified,
which is performed using a combination of visual and
electronic identification techniques. The drone must then be
secured for forensic analysis. This involves stopping any
moving parts, turning off the device, and taking precautions to
avoid data manipulation [18-19]. Specialized software and
hardware can be used to analyze drone data after they have
been secured. Lastly, it is imperative to examine and document
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the data gathered to determine if they contain any relevant
evidence. In addition to data analysis, DRF researchers need a
thorough understanding of the legal implications of drone use.
Therefore, a solid understanding of drone laws and regulations
and their consequences based on acquired evidence is
fundamental. Investigating a drone incident is an essential task
for law enforcement, government, and security personnel [20-
23]. Through the integration of cutting-edge technology and in-
depth legal knowledge, DRF can help investigators discover,
investigate, and prosecute drone-related incidents.

This study wused Design Science Research (DSR)
methodology to design a conceptual forensic model for DRF.
DSR was used in the construction of the representation
component, and semantic analysis was applied to determine its
structure and constituent elements. The proposed model
consisted of four stages: preparation, collection, analysis, and
documentation. In the preparation stage, it is necessary to
determine the type of drone, define the investigation objective,
and select the appropriate equipment. The collection stage
involves collecting all the components related to the device,
such as its controller, camera, etc. The subsequent analysis
stage is used to identify the data sources and extract the
necessary evidence. Finally, the necessary reports are
compiled, documenting the evidence, the results of the
analysis, and any conclusions derived. The proposed model can
be used in any DRF investigation.

II. RELATED WORKS

Various models and frameworks have been proposed in
DRF, based on the following four aspects: forensic, non-
forensic, forensic framework, and forensic analysis applications
[24-26]. In [8-9], the ways to ensure the best recovery of
evidence related to drone incidents were discussed. Most
studies emphasized the advantages of using Linux-based
operating systems to collect information about the Linux
filesystem. In [27], the Parrot A.R Drone 2.0 was used for
digital forensic analysis, covering a variety of general data
points and file types and using Google Earth to fully visualize
the flight path. In [28], DRF was reviewed using DJI Phantom
2, initiating a detailed analysis of the hardware and software
components of the drone and discussing their applicability to
DREF. In [29], a specific tool was developed using Java-FX to
efficiently visualize real-time flight control. Although this tool
was not designed to work directly with forensics, it can build a
strong integration between the controller and the drone, which
could facilitate data transfer procedures and allow pilots to
monitor sensor parameters such as IMU, GPS, and altitude. In
[30], the DJI Phantom 2 Vision Plus was used to reconstruct
the flight path of a UAV based on positional data. In [31], a
preliminary forensic examination was described using Parrot
AR Drone 2.0 and Parrot Bebop.

In [14], the main difficulties in UAV forensics were
discussed before studying the UAV and flight controller
individually. All flight-related data from the investigated
device were retrieved in .pud file format, which was examined
during the investigation process to extract a set of metadata
such as the serial number of the UAV, the flight controller
model, the flight controller application, and the date- and time-
related flight data. Additionally, an identification stage was

followed to retrieve videos and images captured by the UAV
onboard camera. Furthermore, the latitude/longitude
coordinates of the locations of the captured images were
preserved in the EXIF data. In this part, ownership can only be
established when the UAV and controller are seized and the
serial number of the device is identified. In [32], a non-forensic
approach was integrated with data visualization using Parrot
AR Drone 2.0. In [33], drone vulnerabilities and applications
were investigated, along with their connections and
cybersecurity-related problems. The results confirmed that
there could be serious risks or consequences in circumstances
where drones are hacked and misused by adversaries. In [34], a
novel approach was proposed to comprehensively investigate
UAVs using a 12-phase forensic framework. The suggested
framework was experimentally validated on five commercial
UAVs. Some of the components of each UAV tested were
altered and some were added (if applicable). The major goal of
these tests was to see if the framework applies to a thorough
UAV analysis and if it covers all the different parts of any
typical commercial UAV. The results showed that one major
obstacle is the lack of law enforcement training procedures in
UAVs. In [35], the DJI Phantom 3 standard was analyzed and
the Drone Open Source Parser (DROP) tool was developed.
The collected data were then classified into three groups:
controller, drone, and phone/tablet. Finally, the .dat files
generated by the UAV and the .txt files generated by the DIJI
GO application were examined. The files were encrypted first,
then decoded, and flight information, including flight status,
remote controls, Wi-Fi connections, motors, and GPS
locations, was extracted. The collected data were analyzed and
the DROP tool was used to examine the evidence files. In [36],
the use of GPS coordinates was discussed as location evidence
when investigating crimes committed using drones, extracting
system logs, and using a third-party web-based platform to plot
the flight path and visualize GPS coordinates on maps. In [37],
a correlation investigation was performed on the flight data
collected from the drone's SD card and mobile phone. The
results showed that it was possible to establish a connection
between the drone and the suspect to aid in a criminal
investigation underway. In addition, by installing specialized
software on personal UAV devices, a variety of digital artifacts
can be obtained, such as GPS timestamps, videos, and images.
In [38], the key log parameters of autonomous drones were
examined and a comprehensive software architecture for DRFs
was proposed, offering a user-friendly graphical user interface
to extract and examine on-board flight data.

Several studies have used mobile forensic methods to
extract data from drone mobile applications using open-source
tools such as CSV View and ExifTool. In [39], forensic
workstations running Windows and Kali Linux were used to
perform the necessary forensic analyses on two drones, the DJI
Phantom 3 and A.R Drone. The flight path data were primarily
visualized using open-source tools like Geo-Player. This option
requires a significant amount of data modification, as UAV
systems lack a compatible built environment consisting of
configuration tools, a package manager, and a compiler. In
[40], the challenges associated with the forensic analysis of a
UAV/drone were investigated. This study reviewed and
analyzed the effectiveness of existing DRF guidelines and
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provided a set of recommendations. The main drawback of
UAV forensics is the lack of previously validated forensic
sound tools. The next logical step would be to create various
parsing tools that can analyze the original data and provide
accurate and trustworthy information. UAVs should also be
able to integrate radio communication services.

In [41], a framework was suggested to secure authentication
and preserve privacy using id-based signcryption. RFID tags
were used to track the drones and their temporary identity to
maintain privacy. The average renewal of temporary identity
was calculated using a simulation in which the speed and
duration of the drones changed. In [42], a scenario was
described in which security forces can use a shotgun or any
other appropriate tool to bring down a suspected UAV. The
study emphasized the necessity of identifying the software and
hardware modules of the UAV before subjecting it to forensic
investigation. The next step was to gather all available
evidence, demonstrate the chain of custody, and examine the
media or data loaded onto the device. The increasing illegal use
of UAVs demonstrates a legal weakness in current aviation
regulations. Therefore, there is a lack of knowledge and
accepted practices regarding how to investigate UAV incidents.
A comprehensive framework for drone forensic investigations
was presented, taking into account both physical and digital
forensics. A physical forensics model was created, capable of
recognizing drone parts right at the crime scene. The
framework proved to be effective enough to be implemented in
post-flight analyses of the drone's performance. Furthermore, a
powerful application was created to mainly concentrate on the
analysis of critical log parameters using JavaFX 8.0. In [43],
potential cyber-physical security risks were investigated to
address any issues related to UAV security. This study
provided a method to examine large-scale cyber-security attack
vectors of such systems, based on four essential categories for
UAV operations, and effective countermeasures to such
attacks. In [44], software was developed to gain access to the
sensors and logs inside the device under investigation, to
estimate the effectiveness of using neutralization and
strengthening processes.

In [45], the Distributed Agent-based Secure Mechanism
(DASMIS) was proposed to monitor IoD and smart grid
sensors using a hybrid peer-to-peer and client-server network
architecture with little protocol overhead for fast and
bandwidth-efficient communication. Each node in this system
had a Python-based agent capable of scanning and detecting
modifications, system calls, installed applications, and all
currently running system programs, and burned-in read-only
node IDs, IP, and MAC addresses. This mechanism also hashes
and encrypts data, reports changes to the server located in the
C&C center, and communicates with other peer nodes. The
agent encrypts communication and securely authenticates and
grants access between nodes, while attacks such as
masquerading, modification, and denial of service are detected
and prevented. In [46], a study was presented to help those
responsible for data generation, analysis, validation, and/or
optimization to recover trace evidence. In [47], the
implementation of digital forensic analysis to enhance the
Drone Forensic and Incident Response Plan (DFIR) was
investigated. The results demonstrated that the Federal

Aviation Administration (FAA) can update the specifications
of Unmanned Aerial Systems (UAS) based on two
classifications. Furthermore, an in-depth literature review was
conducted, concluding that there were limited studies related to
incident responses and forensic analysis frameworks for
remotely piloted aerial systems.

1. METHODOLOGY

This study designed a conceptual digital forensic model for
UAVs based on DSR. This method produces unique and
persistent objects for a specific problem space, which enables
the exploration of analytics [48]. According to [49], the
development process consists of two main stages: problem
identification and the development stage, as shown in Figure 1.

Stage 1: Problem Identification Stage

Identifying Search
Engines

Identifying Search
Engines

Gathering Filtering
- Drone Forensics Models - Data

Stage 2: Development and Validation Stage

[ Identification Process J

""[ Collection Process }. .......................... .

Combining and Gathering
- Process

Fuisinay

Developing
Process

Process

I
I
Validated Framework

Developed approach.

Validating
hJ

Fig. 1.

A. Stage 1: Problem Identification

The existing literature was reviewed and relevant data were
collected. This stage involved three major steps:

e Identifying search engines: Seven widely used search
engines were used to gather data: Web of Science, Scopus,
IEEE, Springer, Google Scholar, ACM, and Science Direct.

e Gathering drone forensics models: The keywords "Drones
Forensics" and "Drone Forensics + Model" were used to
gather data. This resulted in a total of 132 publications.

e Filtering data: The search was limited to publications
between January 2000 and January 2021 from research
journals, conferences, dissertations, and books, while all
other document types were ignored. Table I shows the
findings per search engine. This step left 25 articles that
focused on DRF processes and technological perspectives,
to be considered for further analysis.
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TABLE L. FINDINGS FROM SEARCH-ENGINES
Database search engines Number of DRF-related articles
Scopus 97
Web of Science 54
IEEE 15
Google Scholar 70
Springer 120
Science Direct 2
ACM 20

B. Stage 2: Development

This stage involved the development and validation of a

drone forensic model. The steps involved in this stage were:

Identification Process: This step identified the development
and validation models as shown in Table II.

Collection process: It is difficult to collect common
concepts and processes from DRF models because it is a
relatively new field and, consequently, the literature
consists of only a limited number of such models. However,
some general concepts and processes that could be
extracted from these models included data collection,
analysis and interpretation, legal and ethical considerations,
data storage and preservation, digital evidence examination,
and digital forensic examination. Additionally, some
models may include specific concepts and processes such as
drone surveillance, image analysis, and GPS tracking. The
25 identified models were used to extract common
processes based on the extraction criteria outlined in [50].

Combining extracted processes: Common processes with
similar meanings or modes of operation were grouped into
the same category. Each group shared similar ideas and
procedures in their semantic or practical applications [57].

TABLEII. DEVELOPMENT AND VALIDATION MODELS
D Model Reference Year
1 [29] 2015
2 [33] 2016
3 [28] 2016
4 [32] 2016
5 [36] 2017
6 [34] 2017
7 [35] 2017
8 [37] 2017
9 [39] 2017
10 [40] 2018
11 [41] 2018
12 [43] 2018
13 [44] 2018
14 [42] 2019
15 [45] 2019
16 [46] 2019
17 [47] 2019
18 [51] 2019
19 [52] 2019
20 [53] 2019
21 [54] 2020
22 [55] 2021
23 [18] 2022
24 [15] 2022
25 [56] 2023

Developing process: The conceptual model presented in
this step was based on the common processes proposed in
the previous step. The proposed model consists of four
investigation stages: preparation, collection, analysis, and
documentation, as shown in Figure 2.

Preparation Stage
Securing the area
Documenting the crime scene
Establishing the context of the incident
Conducting a thorough examination of the crime scene

YVVVY

!

Collection Stage
Capturing digital evidence
Collecting physical evidence

VVY

Capturing telemetry data

!

Analysis Stage
Identifying the data sources
Examining the data
Reconstructing the timeline

VY EVaY

Analyzing the data

Documentation Stage
Report generation
Presenting the evidence

Y V¥V

Fig. 2. Conceptual digital forensics model for the DRF field.

1) Stage 1: Preparation

This stage aims at observing and securing the patterns of

the drone flight path as well as capturing the complete
streaming activities (e.g. photos, GPS data, and records). The
monitoring component employs a firewall to filter incoming
and outgoing wireless traffic for security reasons. The term
filtering refers to the process of restricting access by looking at
each packet's header information. Although certain laptops and
mobile devices can counterfeit their identity to look like
authorized network users, a firewall cannot catch all the
misbehavior data. This stage involves four steps:

Securing the area: The area around the suspected drone is
secured by cordoning the area and notifying local
authorities. It is important to ensure that all personnel
entering the area wear protective clothing and gloves.
Cordoning off the area can be done by installing a physical
barrier or using warning signs to prevent unauthorized
personnel or laypeople from entering. After the area has
been sealed off, the incident should be reported to the local
authorities so that appropriate measures could be taken to
effectively secure the area. Additionally, local authorities
can advise on how to safely dispose of any hazardous
materials that may be present.
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e Documenting the crime scene: Before accessing the drone,
it must be ensured that there is a record of the incident in
the form of photos and videos to provide a visual reference
for the drone's location. Furthermore, any available
evidence to support the claim that the drone had operated in
that area must also be provided. To document a scene with
a drone, the first step is to take pictures or videos of the area
where the drone is stationed. Landmarks, buildings, or
topographical characteristics relevant to the location of the
drone should be included.

o Establishing the context of the incident: Drone types,
suspects, and any pertinent information that can help in the
investigation of the case should be analyzed. It is important
to identify the type of drone used since drones of different
manufacturers and models often have different capabilities,
ranges, purposes, and applications. Additionally, the
manufacturer and model of the drone could provide clues
about the responsibility for the crime.

e Conducting a thorough examination of the crime scene: To
facilitate the assessment of the event, it is crucial to conduct
an extensive inspection of the crime scene to locate and
gather any evidence that could facilitate the investigation.
The first step in responding to a drone incident should be a
thorough investigation of the site in question.

2) Stage 2: Data Collection

This is an important stage in any investigation, as it allows
data to be collected and then analyzed to identify any
indications of criminal activity. Data can be collected from the
drone itself or external sources, such as telecommunication
towers or cellular networks, depending on the type of drone. A
drone may be equipped with onboard recording equipment,
such as cameras, which can be analyzed for evidence of
suspicious conduct. The collection process should be carried
out following established procedures and protocols, regardless
of the type of drone used, to ensure that any evidence acquired
is admissible in court. The collection process may include
obtaining a search warrant to gain access to the drone or its
data. It might include downloading any records or data
onboard, such as GPS coordinates, altitude, speed, and
direction. In some circumstances, gathering data from a drone
may require the assistance of other agencies or individuals to
acquire access to the drone or its data. It is critical to maintain
respect and diplomacy in such situations because it could be a
sensitive topic for everyone involved. Finally, to obtain any
evidence related to the suspected drone, the collection stage of
a drone investigation is critical for investigators to stay up-to-
date with the newest drone laws and procedures to ensure that
any evidence acquired is legally admissible in court. This stage
consists of three major steps:

e Capturing digital evidence: Obtaining digital data such as
pictures, videos, and audio recordings from the drone's
onboard cameras or other recording systems may be part of
capturing digital evidence. Furthermore, metadata
connected with the files saved on the drone's onboard
storage device may be included in digital evidence. The
onboard storage system may include a memory card, hard
drive, or other types of digital storage medium. To gather

digital evidence from a drone, the drone must be seized and
secured so that the digital evidence could be well protected.
Once the drone has been secured, digital data can be
recovered using forensic tools and techniques. Digital
evidence should be extracted preserving their integrity and
authenticity. Documenting the actions used to obtain the
evidence is critical, as well as the environment in which it is
obtained. Any tools used to extract evidence should also be
examined and validated to ensure that the digital evidence
is not corrupted or manipulated in any way. After extracting
digital evidence, it should be analyzed to determine its
relevance and accuracy. This could include inspecting the
metadata associated with each file to discover where it
came from and when it was generated or modified.

e Collecting physical evidence: To analyze a suspected drone,
its outer shell or other components can be collected.
Additionally, the drone's memory card or storage system
must be properly removed and saved. Moreover, residue
and other components left at the scene should be collected
and preserved. Gathering evidence safely and effectively
requires proper equipment and personnel.

e Capturing telemetry data: Flight logs, GPS locations, and
other telemetry data may provide information on a drone's
flight path. During an investigation involving drones,
telemetry data must be collected to be delivered to law
enforcement officers and other organizations that monitor
and analyze drone activities.

3) Stage 3: Analysis

In this stage, patterns and trends are identified that can be
applied to identify drone crimes, the locations they were
committed, and the patterns associated with them. As part of
this process, the data obtained are analyzed for possible links to
potential crimes. These data include the types of drones used,
locations, and other factors that could contribute to the crime.
This stage involves four steps:

e Identifying data sources: An investigation cannot be
successful without identifying the data sources, which is the
first step in analyzing and interpreting the data. When
identifying data sources, several factors should be
considered. It is important to first determine what type of
data was acquired to identify the data sources. A drone's
movement, altitude, payload, or anything else useful could
be included in this data category. Considering the data
source can also provide insight into the dependability and
accuracy of the data.

e Examining the data: Data must be thoroughly checked for
any trends or anomalies that could indicate the presence of
drones. First, it should be determined where the data came
from. There is a necessity to differentiate between data
collected from common or private resources, for example,
data gained from surveillance or safety cameras.

e Reconstructing the timeline: To establish a timeline, it is
vital to take great care of all alleged drone actions. If an
investigator can identify the way the drone worked in the
past, then it may be possible to rebuild a timeline of its
actions in the future. All available data should be used to
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recreate the timeline using all available information.
Among the drone data that can be collected are altitude,
speed, and GPS coordinates. Recording a drone flight, in
addition to providing video and audio, can provide
additional clarity to the sequence of events. Drone debris,
observations, and eyewitnesses can also contribute to the
gathering of more information. To construct the timeline,
all data need to be collected first. Data points need to be
arranged in the right sequence to be able to develop the
timeline. To compare the data with the timeframe, it is
necessary to examine the data over time. Based on
information such as the time the drone took off and landed,
investigators can use that information to create a timeline
for the investigation. The investigator can also check for
inconsistencies in the timeline. If data points contradict
each other, the investigator can look for additional evidence
that favors one over the other and, therefore, can be used to
rebuild and verify the timeline. Understanding what
occurred during a suspected drone operation necessitates
reconstructing the timeline of the drone's operations, which
assists the investigator in gaining knowledge of the
sequence of events that occurred by collecting important
data points and piecing them together in the correct order.

e Determining the prevalence of drone crime: Drone crimes
can be analyzed for types, trends, and potential solutions to
reduce or eradicate them. This can be done by analyzing the
data collected. As a starting point, it is vital to recognize
that many types of drone crimes are increasingly occurring
across the globe.

4) Stage 4: Documentation

Each stage of the drone investigation should be recognized
properly. This stage covers various actions such as classifying
the drone, its worker, and its site, conducting meetings with the
worker, and assembling photos, videos, and other available
evidence. Additionally, any results during the examination
must be recognized, such as laws or principles, consequences
delivered, or other consequences arising. A detailed
examination description will be given lastly based on this
documentation, which will guide future investigations. This
stage includes several steps: generating reports and presenting
the evidence.

IV. RESULTS AND DISCUSSION

UAVs can serve a variety of different purposes, including
surveillance, inspection, data collection, and delivery. A
growing number of these devices are used by individuals for
malicious purposes, which requires the development of robust
forensic frameworks to investigate and manage them. This
study developed a forensic framework for drones and UAVs.
At first, the history and existing forensic work on UAVs was
discussed. In addition, this study discussed the current
obstacles and problems associated with the use of drones and
UAVs in the field of investigative research. The lack of
standardization and the complexity of the hardware and
software components of UAVs and drones, which are
associated with their application in forensics, were also
examined.

The proposed model consists of four main stages:
preparation, collection, analysis, and documentation. During
the preparation stage, the investigation requirements are
identified, the necessary equipment is collected, and key
personnel who can assist with the investigation are employed.
This collection stage is an essential part of the process to obtain
all crucial information on the drone and any external systems
that may be involved. Furthermore, it involves the
establishment of essential safety protocols that protect the
safety of all staff and minimize the risk of poisoning evidence.
During this stage, the drone and any components associated
with it are physically obtained. The drone and its components
should be secured to prevent contamination or destruction of
any evidence. After analyzing the evidence, a determination is
made as to whether criminal activity has occurred. To
accomplish this, the drone and any components connected to it
must be inspected for potential signs of criminal activity. It
might be necessary to examine the flight logs of the drone
and/or analyze photographs and videos that the drone has
taken. The documentation stage is the last step in the
investigation process, during which all evidence and
information related to the investigation is recorded. At this
stage, it is important to document the results of the analysis and
any other information that may be valuable for future inquiries.
This information should be stored in a secure and tamperproof
manner to be used as evidence in a criminal case if necessary.
The proposed DRF model is a consistent approach to
investigating drone-related crimes. It is possible to verify that
the evidence was acquired and examined appropriately if the
investigators follow this model and adhere to it. A successful
criminal prosecution depends on secure and documented
evidence, which is one of the most important factors.
Additionally, this framework can help investigators ensure that
any criminal activity involving drones is thoroughly
investigated and prosecuted.

V. CONCLUSION

UAVs play a critical role in forensic investigations. In this
paper, a four-stage forensic investigation model was presented,
which can be used to recognize, assemble, examine, and
document incidents involving drones. Based on this model, law
enforcement agencies will be able to improve their examination
procedures for such crimes. Future work must explore the
efficacy of the suggested model in a real-world setting.
Additionally, further research should be carried out to
investigate the potential of UAVs to be used in a broader range
of forensic applications. Finally, this model should be subjected
to further research due to its potential to be tailored to meet the
demands of law enforcement agencies.
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