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ABSTRACT 

Environmental monitoring devices based on IoT collect a large amount of data about the environment and 

our surroundings. These data are collected and processed before being uploaded to third-party servers and 

accessed and viewed by ordinary or specialized users. However, they may hold sensitive information that 

should not be exposed to unauthorized users. Therefore, accessing this sensitive information must be 

strictly controlled and limited in order to prevent unauthorized access. This research intends to create an 

access control mechanism based on distributed ledger technologies. The idea is to use a hybrid of IOTA 

technology and Ciphertext-Policy Attribute-Based Signcryption (CP-ABSC) technology. The permissions 

to access these data are written in a token, and this token will be sent to the Tangle after being signcrypted 

with CP-ABSC. Consequently, the data will be safeguarded, their confidentiality and integrity will be 

maintained, and unauthorized individuals will be unable to access the information. The proposed system 

was evaluated in terms of performance and the results showed that the system is straightforward, rapid, 

and convenient to use. Furthermore, a security assessment was conducted by running several scenarios to 

evaluate its feasibility and protection. 

Keywords-ciphertext-policy; attribute-based signcryption; IOTA; access control; Internet of things (IoT); user 

authentication; privacy 

I. INTRODUCTION  

Intelligent electronic devices are nowadays not limited to 
smartphones, but ubiquitous. These devices gather and analyze 
data in order to provide us with detailed information about our 
surroundings. These devices communicate via the Internet of 
Things (IoT), which allows information to be transferred 
between smart devices, analyzed, and displayed as usable 
information. The number of IoT applications is staggering and 
covers a wide range of topics, including IoT-based healthcare 
systems, IoT-based smart industries, IoT-based smart cities, 
and IoT-based environmental monitoring [1, 2], which will be 
the focus of the current paper. Environmental monitoring is a 
critical IoT application that involves monitoring the 
surrounding environment and reporting the results for effective 
short-term solutions. It plays a significant role in promoting a 

safe quality of life. Nevertheless, to produce accurate data, 
environmental monitoring necessitates the use of specialized 
instruments and resources. This sort of information is critical 
because it assists in the early detection of any potential issues 
and aids workers and scientists in improving and well-
managing the environment [3]. 

IoT devices typically acquire sensitive and confidential data 
that must be safeguarded. However, these devices frequently 
employ sensors that are susceptible to security flaws. One 
significant security threat is the unauthorized access to IoT data 
and resources, which might be exploited by a malicious user or 
utilized for any type of abuse [4]. Furthermore, the collected 
data by IoT devices are subsequently sent to a cloud or server 
hosted by a third party. But, since the third party is considered 
an untrusted entity, the gathered data may be insecure and 



Engineering, Technology & Applied Science Research Vol. 13, No. 5, 2023, 11807-11815 11808  
 

www.etasr.com Aljahdali et al.: Efficient and Secure Access Control for IoT-based Environmental Monitoring 

 

disclosed, allowing unauthorized parties to exploit them 
unlawfully. Therefore, the data must be safeguarded in 
numerous ways that can be taken into consideration, including 
restricting access or encryption. Accordingly, an advanced 
technology that employs Distributed Ledger Technology 
(DLT) for IoT access control called IOTA was established to 
implement robust access control to the resources and data 
acquired by IoT devices. IOTA is an excellent alternative to 
blockchain since it has overcome the shortcomings of 
blockchain in terms of throughput and fees, whereby IOTA is a 
technology with high throughput and no fees, making it an 
ideal alternative [5]. IOTA's DLT is referred to as thr Tangle. A 
Tangle is an IOTA network of connected nodes. Data recorded 
in the Tangle in the form of objects are called a "transaction", 
and once written in the Tangle, they cannot be deleted or 
modified. In this research, IOTA technology will be combined 
with Cyphertext-Policy Attribute-Based Signcryption (CP-
ABSC) to build a secure and efficient access control that will 
guarantee confidentiality, authenticity, and integrity by signing 
and encrypting the token that will contain the access rights as 
well as the resources and data stored in the cloud, whereby only 
authorized users will be able to decode this token and get 
access to the resources. 

II. RELATED WORK  

Countless studies have been conducted in the fields of DLT 
and attribute-based access control. Numerous methodologies 
have been employed to provide solutions for secure access 
control while preserving data protection, including blockchain 
[6] and machine learning [7]. The recent research that has been 
conducted in areas related to IoT will be discussed in this 
section. 

The strategy developed in [8] to cope with the massive 
volume of data created by IoT devices is a lightweight ABSC 
(LH-ABSC) technique that combines Ciphertext-Policy 
Attribute-Based Encryption (CP-ABE) and Key-Policy 
Attribute-Based Signature (KP-ABS). The authors use a fog-
cloud architecture to offload most of the computational 
overhead, such as signature, verification, and decryption. LH-
ABSC has a constant signature size and meets public 
verification, which is critical for IoT devices. As a result, LH-
ABSC provides confidentiality, unforgeability, and 
verifiability, in addition to selectively chosen-ciphertext 
security, selectively chosen-message security, and signer 
anonymity. 

Researchers tend to implement blockchain as one of the 
DLTs to take advantage of its benefits, which include 
decentralization, auditability, immutability, and consensus. 
Authors in [7] developed an Intrusion Detection System (IDS) 
in IoT using machine lLearning and Blockchain. Authors in [9] 
suggested an IoT device access control mechanism based on 
attributes. The approach is done by integrating Blockchain 
technology with CP-ABE for recording the attribute, 
preventing data tampering, and avoiding a single point of 
failure by optimizing the access control process using smart 
contracts to achieve lightweight authentication while fulfilling 
the high-efficiency needs of the IoT. The authors employed 
two types of Blockchain: the public Blockchain which is used 
for authentication, tagging servers, and storing user-defined 

policies, whereas a consortium Blockchain is employed for 
storage, i.e. the hashes of transactions are kept thereafter, after 
users and devices have been validated. Although the 
Blockchain promises security and decentralization, it has 
scalability and cost issues. 

The Blockchain-Based Attribute-Based Signcryption 
(BABSC) technique for cloud data sharing security was 
proposed and compared to comparable ABSC schemes in terms 
of storage and computation costs in [10]. Additionally, the 
authors integrate the Blockchain idea with attribute-based 
encryption to offer a safe data-sharing environment in the 
cloud. The proposed technique addresses the cloud computing 
security criteria of secrecy and unforgeability. Moreover, 
performance evaluations and simulation results demonstrate 
that the proposed technique is more efficient and feasible than 
others. Electronic health record sharing in the cloud using the 
Blockchain-Assisted Verifiable Outsourced Attribute-Based 
Signcryption (BVOABSC) scheme was proposed in [11]. 
BVOABSC is a secure sharing method that combines CP-
ABSC and Blockchain technology. This approach can protect 
Electronic Health Records' (EHRs') confidentiality, accuracy, 
and integrity without depending on third parties. The system 
allows the Cloud Server (CS) to authenticate users’ identities 
while respecting their privacy. Due to ABSC’s properties, the 
proposed approach enables anonymous source authentication 
of EHRs, ensuring only authorized users submit EHRs, and 
protecting signers’ privacy. It also ensures that the ciphertext 
size is constant and independent of the characteristics saving 
bandwidth and storage space in sharing scenarios. Furthermore, 
the proposed approach uses CS to perform most decryption 
operations, which reduces the user’s computational load. The 
user may check the partial ciphertext created by CS, hence, the 
system meets the condition of verifiability. The proposed 
approach can withstand malevolent physicians and CS hacking 
of outsourced EHRs. Even if unscrupulous physicians conspire 
with cloud servers, the Blockchain is unchangeable. Given that 
most patients have several physicians creating their EHRs, the 
system adds a timestamp to each doctor, thus, assuring security. 
The drawbacks of this approach is that the operational process 
takes time and all physicians must be trained to use the system. 

In order to solve the limitations of Blockchains, such as 
their limited throughput and high transaction fees, IOTA 
proposes using a new data format for the ledger and a different 
consensus algorithm. Authors in [12] presented the 
Decentralized Capability-based Access Control framework 
based on IOTA (DCACI). In DCACI, the subject sends an 
access request to an object owner, who assesses the access 
permissions to grant the subject, based on local authorization 
policies and issues an access token to the subject. 
Simultaneously, the owner adds the token to the Tangle, using 
MAM as the original copy. In the future, whenever the subject 
needs to get access to an object, an access request will be sent 
to the owner along with the token. Therefore, to authenticate 
the legitimacy of the supplied token, the owner compares it to 
the original on the Tangle. The DCACI system offers privacy 
and integrity for capability tokens that may be granted, 
updated, delegated, and revoked by device owners and users 
using IOTA’s MAM technology. Although the proposed 
approach provides scalable and fine-grained access control for 
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IoT networks, it has a few shortcomings, including that it 
necessitates the establishment of a secure communication 
connection amongst subjects and object owners since requests 
and tokens are transmitted without being encrypted, making 
them more vulnerable to being disclosed to malicious or 
unauthorized individuals. Also, it only allows one-to-one 
access control, which implies that each subject must have its 
own token, making token management more difficult for large-
scale IoT systems. Moreover, it does not specify how the 
authorization procedure should be implemented on the owner’s 
side. 

To address the above issues, a novel access control 
framework was proposed in [5]. The authors proposed an 
integrated scheme that combines IOTA with a hybrid of 
Capability-Based Access Control (CapBAC) and CP-ABE 
technology for IoT access control. The CP-ABE encrypts the 
token that controls access to a resource, and that token is stored 
in the IOTA Tangle. The authors demonstrated the scheme’s 
viability by utilizing IOTA technology and IoT devices. The 
approach enables more secure, fine-grained, and scalable 
access control. It also allows object owners to grant access 
rights to many topics in a fraction of the time required by the 
DCACI scheme. The proposed scheme’s performance was 
compared to DCACI’s execution time. They also explored the 
scheme’s scalability by incorporating additional regulations. 
The results reveal that execution time for each operation is 
related to the number of characteristics involved, and the 
number of policies has minimal influence on total execution 
time. 

The above-mentioned works are compared in Table I with 
regard to a set of criteria to guarantee the efficiency and 
feasibility of the proposed solution. The first criterion is the use 
of DLT, which is a decentralized database managed by 

multiple participants across multiple nodes that is used for 
recording asset transactions in which the transactions and their 
details are recorded in multiple places at the same time. The 
second criterion is the access control strategy, which is a 
security technique that regulates who sees or uses resources. 
The security requirement criteria field lists the proposed 
frameworks’ security goals in order to meet their requirements. 
Then they were compared to the transaction fee criterion, 
which indicates whether the scheme must pay fees for its 
transaction process. Since the proposed solution is intended for 
IoT systems, the developed frameworks are compared to 
determine whether they are meant for IoT. Finally, each 
scheme’s limitations are demonstrated. Several access control 
types have been deployed. Hybrid techniques were used in [8] 
to implement lightweight ABSC. However, their approach 
lacks confidentiality and integrity. Authors in [9-11], used 
different attribute-based access control types, such as CP-ABE, 
ABSC, and CP-ABSC. Their approaches ensure data tampering 
prevention, secure data sharing, and secure access control. 
Despite these features, each strategy has its own set of 
limitations, as shown in Table I. IOTA technology was used 
with CapBAC in [12] and with a hybrid of CapBAC and CP-
ABE in [5]. Both frameworks guarantee fine-grained access 
control and support scalability, immutability, and fee-free 
transactions. 

After reviewing all of the previously mentioned studies, it 
was noticed that there is an unfilled gap that deals with 
protecting the confidentiality of the data and its reliability from 
fraudulent activities, which can be achieved by signing and 
encrypting before uploading to the cloud, as well as delivering 
effective and scalable access control while preserving the 
signer's anonymity. This would be accomplished by combining 
IOTA and CP-ABSC technologies, which is the contribution of 
this paper. 

TABLE I. CRITICAL ANALYSIS 

Ref. DLT 
Access Control 

Strategy 
Security requirements 

Transaction 

Fees 

Intended 

for IoT 

Systems 

Limitations 

[8] 
Not 

applicable 

ABSC with hybrid 

access policy 

(KPABS – 

CPABE) 

Confidentiality. 

Ciphertext unforgeability. 

Fine-grained access control. 

CCA secure and CMA secure. 

Not applicable Yes 
Does not ensure data 

confidentiality and integrity. 

[9] 

Public and 

private 

Blockchain 

CP-ABE 

Privacy and user authorization. 

Data tampering prevention and secure 

data sharing. 

Yes Yes 
Suffers from scalability and cost 

issues. 

[10] Blockchain ABSC 
Secure data sharing over the cloud. 

Addresses confidentiality and integrity. 
Yes No 

Requires improvement in the 

context of the computational cost 

of data encryption and 

authentication. 

[11] Blockchain CP-ABSC 

Data confidentiality, accuracy, and 

integrity. 

User authentication. 

Yes No 

The operational process is time-

consuming. Physicians need to be 

trained in using the system. 

[12] IOTA CapBAC 

Privacy and integrity for capability 

tokens. 

Fine-grained access control. 

No Yes 

Required secure communication 

connection. Utilizes one-to-one 

access control. 

[5] IOTA 
Hybrid of CapBAC 

and CP-ABE 

Distributed, fee-less. 

Scalable and fine-grained access control. 
No Yes 

Does not ensure data integrity 

and secure data sharing. 

Proposed IOTA CP-ABSC 

Data confidentiality and integrity. 

Scalable and fine-grained access control. 

User authentication. 

Ciphertext unforgeability 

No Yes  
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III. PRELIMINARIES  

A. IOTA  

IOTA was introduced in 2015, deviating substantially from 
most of the existing cryptocurrencies, exhibiting features like 
quantum resistance, a ternary system, and replacing the 
Blockchain approach with a Directed Acyclic Graph (DAG) 
[13]. IOTA is a name derived from IoT and the word iota, 
which means "extremely small amount." The name was chosen 
to reflect the aim of IOTA, which is to connect things through 
microtransactions [14]. It is an innovative type of DLT 
designed for IoT access control. DLT does not use a central 
party in data storage. It secures the data into distributed 
databases without needing a central party to maintain them. An 
advanced cryptography technique is used to store records and 
transactions [15]. The Tangle stores transactions as vertices and 
links them with edges that represent the approval of previous 
transactions, using cryptographic signatures to secure the data. 
This technique aids in acquiring high throughput in recording 
the new incoming data [5]. The characteristics of IOTA are: 

Transactions are fee-less since they are miner-free and do 
not require any involvement from miners [12]. The IOTA 
Tangle delivers scalability and authenticity as well as high-
speed transactions. It is faster and more powerful to process 
new transactions [18]. IOTA is a decentralized technology [5]. 
IOTA integrates a data communication protocol called Masked 
Authentication Messaging (MAM). This protocol uses the 
Tangle network and provides an ideal solution for access 
control. The MAM protocol protects the transactions from 
tampering. It encrypts the messages before adding the 
transactions to the Tangle [16]. Each MAM transaction has an 
address that any peer can use to refer to the transaction. MAM 
transactions issued by the same peer are chronologically 
connected to establish a channel (i.e. a chain of transactions). A 
signature of the issuer is also linked to every MAM transaction, 
allowing subscribers to verify the issuer’s validity 
(authenticated messaging). By subscribing to each other’s 
channels, peers can safely share data across the Tangle using 
MAM [4].  

B. Ciphertext-Policy Attribute-Based Signcryption (CP-
ABSC) 

Access control refers to the process of restricting access to 
only authorized parties in order to get access to a certain 
resource [12]. Access policies specify who may access what 
resources. Attribute-Based Access Control (ABAC) is a type of 
dynamic, fine-grained, and flexible access control in which 
attribute authorities give identities or responsibilities to a group 
of attributes, thereby avoiding the need to construct separate 
access control lists for each entity in the system. It successfully 
simplifies access control since there are fewer characteristics 
compared to the number of users in the system. ABE was first 
introduced in [7]. It is a vision and extension of public-key 
encryption that enables users to encrypt and decrypt data 
depending on user attributes. ABE is a crucial tool for tackling 
the issue of secure data sharing and access control. ABE is a 
significant improvement over traditional public key 
cryptography because it achieves flexible one-to-many 
encryption rather than one-to-one encryption, in which 

ciphertexts encrypt a specific user. Users’ private keys and 
ciphertexts, on the other hand, will be associated with a set of 
characteristics or policies that govern them. If a match exists 
between the user’s private key and the ciphertext, the user 
would indeed decrypt the ciphertext. ABE is categorized into 
two categories [18]: Key-Policy ABE (KP-ABE) [4] and CP-
ABE [18, 19]. The KP-ABE links the access policies to users’ 
private keys while using attribute sets to annotate ciphertexts. 
On the other hand, in CP-ABE, each ciphertext is associated 
with an access policy, and each user’s private key is associated 
with an attribute set, therefore, it is considered an ideal choice 
for data owners who want to control who can decipher their 
data [8].  

Attribute-Based Signatures (ABS) was proposed in [20] as 
a new type of digital signature. ABS is a cryptographic 
primitive that enables a signing entity to generate a signature 
with fine-grained control over identifying information. A valid 
ABS signature certifies that a particular user, for whom 
attributes stratify the predicate, attested the message without 
exposing further information [21]. Therefore, it anonymously 
provides message authenticity, which implies that colluding 
parties are not able to pool their attributes together. The 
concept of Attribute-Based Signcryption (ABSC) [22] merges 
the features of encryption and signature in a single phase, 
generating an effective approach to achieving security 
requirements including authentication, data confidentiality, 
data integrity, and non-repudiation. Additionally, it has a lower 
computational cost as compared to the traditional signature 
strategy than encryption strategies. ABSC consists of four 
algorithms [10], as follows:  

 Setup: It is configured by a Trusted Authority (TA) who 
generates a master secret key (msk) and public parameters 
(pk) using a security parameter (k). The user will receive 
the (pk). However, the (msk) will be kept private. 

 Keygen: this algorithm generates the private key (Sk), and 
the verification key (Vk) based on the user’s attributes set 
(S) and the input (msk) (S). 

 Signcrypt: is run by the administrator and takes two inputs: 
plaintext (M) and private key (Sk) to output the ciphertext 
(CT). 

 Designcrypt: is run by the users. It takes the (Sk), the (CT), 
and (S) as inputs to produce (M). 

In this paper, an efficient and flexible approach termed as 

Ciphertext Policy Attribute-Based Signcryption (CP-ABSC) 

will be used to accomplish fine-grained access control, 

confidentiality, authenticity, unforgeability, and sender 

privacy concurrently. 

IV. THE PROPOSED SCHEME 

Protecting data from unauthorized access is critical in 
preventing unlawful access to information and resources and 
safeguarding them from any attack in order to obtain the trust 
of the concerned parties and guarantee that their data are secure 
from any breaches. As a suggested solution to this issue, a 
scheme is proposed that develops a mechanism that offers 
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efficient and secure access control. It employs IOTA 
technology in conjunction with CP-ABSC technology to 
provide a protected access control scheme with finer 
granularity, flexibility, and scalability. More precisely, the 
proposed approach uses CP-ABSC to sign and encrypt access 
rights before recording them in the IOTA Tangle. Furthermore, 
the data will be encrypted before being uploaded to the cloud 
server, ensuring that they are secure from any security 
breaches. Additionally, it is ensured that the user is authorized 
to access the data by properly determining the CP-ABSC 
policies. Therefore, the proposed scheme can achieve fine-
grained access control and implement the principle of least 
privilege. As demonstrated in Figure 1, which simplifies how 
the proposed system works, it has two types of users, the data 
owner, and the data user. The data owner is anyone who owns 
environmental monitoring data, whether it is a government 
agency or an individual who wants to monitor the environment 
around him, whether indoors or outdoors, while a data user is 
anyone who wants to view and access this data. 

 The data owner can define the policies and access 
permissions that must be followed when accessing the data 
in the form of a small object named token, which can then 
be signcrypted using CP-ABSC and be sent to the Tangle.  

 The data user can submit a request for access to the data 
along with the appropriate token (after fetching it from the 
Tangle) to demonstrate that he is authorized to access that 
data. 

 

 

Fig. 1.  The proposed scheme. 

A. Token Structure 

In the proposed system, Tangle is used to store tokens after 
being signcrypted using CP-ABSC, which contains an attribute 
set that encompasses the policies and access permissions that 
the user must meet in order to access the data. A token is a 
JavaScript Object Notation (JSON) object issued by data 
owners that contains an identifier (ID), the issuer’s name, the 
policy, and the access rights. The token will be fetched from 
the Tangle by those who meet these attributes and have the 
decryption keys, and anyone else will not be able to download 
or use it. Figure 2 shows an example of a token that will be 

available to those with the role of staff who want to access air 
quality data. 

 

 
Fig. 2.  Token example. 

B. System Functions  

The proposed system intends to assist the data owner in 
preserving the integrity and reliability of his information and 
restricting the access to them, ensuring that only authorized 
data users have access to it. The functions of the proposed 
system are briefly described below: 

 User Identification (Login): users must enter a valid login 
credential to enroll in the system, otherwise, an error 
message will be displayed. 

 Generation and Protection of Access Tokens: The data 
owner creates tokens and associates them with the data that 
contain the permissions required for access. Then, CP-
ABSC will be used to signcrypt the token before storing it 
in the Tangle. 

 Retrieval and Decryption of Access Token: The data user 
can obtain the token from the Tangle and decrypt it before 
sending a request to access the data. If the data user is 
authorized to download the token from the Tangle, then he 
can easily decrypt and view the token for the selected date. 

 Send Access Request: The data user sends an access request 
along with the downloaded token to the data owner to 
ensure its authorization to access the data. 

 Access Requests Validation: The data owner compares the 
received token to the original one stored in the Tangle and 
prompts the user if they match. Otherwise, he denies access. 

V. SYSTEM IMPLEMENTATION 

A web-based application named Management of 
Environmental Monitoring Data was developed that has a 
flexible, simple, and convenient user interface, while making 
the process of preserving and maintaining access to the data 
smoother. To develop the proposed system, an HP laptop was 
used with the following characteristics: Windows 11 Home 
Edition, 16GB RAM, Intel Core i7 10

th
 generation processor. 

The Laravel framework was used to build and design the web 
application using the model–view–controller architectural 
pattern, along with MetaMask, which is a software 
cryptocurrency wallet, used to send the data to the Tangle 
through the interaction between the web application and the 
smart contract, as well as Remix for writing, compiling, and 
debugging the solidity code of the smart contract (that is used 
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to store the data that will be sent to the Tangle). Additionally, 
the IOTA-EVM network was used for setting up an IOTA 
network in order to send data transactions. When the data are 
sent from the web application to the Tangle, their transactions 
can be shown using https://explorer.wasp.sc.iota.org/. The 
proposed scheme aims to protect the resources' integrity and 
reliability while also restricting access to them. Therefore, the 
user must enter valid login information using the email address 
and password they used to register for IoT-based 
environmental monitoring devices in order to log in to the 
system, as shown in Figure 3. If the user enters his credentials 
correctly, the system will redirect him to his dashboard, 
otherwise, it will display an error message. There are two types 
of users: data owners and data users, and the information 
displayed on the dashboard will differ depending on the type of 
user. The data owner’s dashboard gives him access to all the 
downloaded environmental data from the cloud and provides 
capabilities for accessing requests and creating tokens. On the 
other hand, the data user is able to view the data that he has 
previously been granted access to, as well as send new requests 
to data owners for access to other types of environmental data. 

 

 

Fig. 3.  Login page. 

A. Generation and Protection of the Access Token  

During the token generation step, the data owner will create 
tokens and link them to the data, which contain the policy and 
permission required for access. As illustrated in Figure 4, the 
token will determine the data type, such as air quality, 
humidity, and temperature. Additionally, it specifies the user 
role, indicating whether the user is a staff member or an 
ordinary user, and the permission type, indicating whether the 
user has read-only, write-only, or read-and-write access rights. 
The data owner then signcrypts the token with CP-ABSC and 
stores it in the Tangle via a MetaMask connection. 

B. Retrieval and Decryption of the Access Token  

As displayed in Figure 5, before sending a request for 
access to the data, the data user must first obtain a token from 
the Tangle and decrypt it with his own key. Since the proposed 
system employs CP-ABSC, only authorized users who match 
the policies that the data owner specified during the token 
generation step can download the tokens. 

  

Fig. 4.  Token creation page. 

 

Fig. 5.  Fetched token details. 

C. Send Access Request  

The data user can gain access to the data by submitting a 
request to the data owner requesting authorization and clearly 
stating the type of data he desires to view and the action he 
seeks to take with that data, as shown in Figure 6. More 
importantly, the appropriate token should be attached to this 
request, which has been downloaded during the Retrieval of the 
Access Token step. 

 

 

Fig. 6.  Sending request page. 

D. Access Request Validation 

The data owner can view the upcoming users’ access 
requests, examine the request’s details (the request details 
should include the user information such as name and role), 
and verify the attached token against the original one. 
Consequently, upon these details, the request will be approved 
or denied by the data owner as presented in Figure 7. 
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Fig. 7.  Access request details. 

As demonstrated in Figure 8, by pressing the validate token 
button, the token attached to the request is compared to the 
original one stored in the Tangle. If they match, a suitable 
message will be displayed, allowing the data owner to approve 
the request. However, if the token has been altered or 
counterfeited, it will be known due to the Tangle’s 
immutability, resulting in a message stating that they are 
incompatible, as shown in Figure 9. As a result, the request will 
be denied by the data owner. 

 

 
Fig. 8.  Token matched. 

 

Fig. 9.  Token not matched. 

VI. PERFORMANCE RESULTS 

In this section, the proposed system was evaluated for 
throughput performance in terms of execution time. Different 
target users were selected to use and assess the system. For 
easier evaluation, the tasks were divided for each user and the 
amount of time it takes for the user to accomplish each task 
was recorded, as illustrated in Table II (the time indicated is the 
maximum time that can be used to complete these tasks, with 
the age of the user affecting these values). For performing the 
testing tasks, there are two users: a data owner who is in charge 
of environmental data, setting privileges, creating tokens, 
maintaining, and managing account requests, and the data user, 
who accesses the system through login and uses tokens in order 
to gain access to the data. 

TABLE II. SYSTEM PERFORMANCE BASED ON USER 
TASKS 

User Tasks Time (s) Details 

Data 

owner - 

Data user 

Login 15-30 
 Login 

 View data  

Data 

owner 

Create and 

store token in 

the Tangle 

20-50 

 Create token 

 Fill out the form 

 Submit the form  

 Verify token details before 

sending to Tangle 

 Signcryipt and save to Tangle 

View request 

list 
25-40 

 Choose request list 

 Click on any received request 

 View details 

 Verify the received token with 

the original one 

 Accept (or deny) the request 

Data user Send request 15-30 

 Send a request 

 Fill out the form 

 Download the token and view 

its details 

 Attach it with the request 

 Submit form 

 

Figure 10 represents how much time each user spends 
during the system testing process. Figure 10 represents the time 
spent while executing the functions of the data owner. Time is 
represented in seconds (s) through the login step, creating and 
storing the token, and viewing the request list. The time 
through the login step was between 15 and 25 s, during creating 
and storing the token it was between 20 and 30 s and during the 
execution of the view request list step, it was between 25 and 
35 s. Figure 11 shows the data user’s execution time through 
the login process and sending requests for accessing data. The 
executed time was approximately 20 s during the login step 
whereas it was between 15–20 s during the sending request. 

 

 
Fig. 10.  Data owner execution time. 

  

Fig. 11.  Data user execution time. 
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VII. SECURITY EVALUATION 

In order to ensure that the proposed scheme achieves 
security, confidentiality, and fine-grained access control, 
several test cases were created to evaluate the system’s security 
against these scenarios. The token is used in the proposed 
system to define the policies and permissions that the data user 
must satisfy in order to ensure that he is authorized to access 
the data. Therefore, anyone who does not meet these attribute 
sets will be unable to download the token from the Tangle and, 
as a result, will be unable to use it to send a request for data 
access. However, attackers may attempt to commit fraud in 
order to obtain the token. Various test cases were run on the 
proposed system to ensure that it meets the security 
requirements of the token, and the outcomes are displayed in 
Tables III-VI. 

TABLE III. TEST CASE #1 

Test Case #1 Create and store tokens in the Tangle. 

Description 

The data owner creates the token and signcrypts it before 

sending it to the Tangle. Additionally, to store data through 

Metamask to the Tangle, they must be converted from text to 

hexadecimal. 

Outcome 

The token in the proposed system will be signcrypted using 

CP-ABSC before being converted to hexadecimal, making it 

completely secure and non-falsifiable. 

Result 

 

TABLE IV. TEST CASE #2 

Test Case #2 The data user sends a valid token. 

Description 
The case of a valid user who is able to decrypt the token and 

send it with a request to access data. 

Outcome 

The attached token will be compared to the original one 

stored in the Tangle. If they match, a message stating that 

they are identical will be displayed. 

Result 

 

TABLE V. TEST CASE #3 

Test Case#3 A data user/attacker sends an invalid token. 

Description 

Whenever an invalid token is sent, it has been modified by a 

data user with malicious intent or by an attacker who stole 

another valid user’s information. 

Outcome 

If the token has been forged or altered after being 

downloaded and decrypted from the Tangle, the changes 

made to the token will be discovered since the Tangle is not 

subject to change. Therefore, after comparison to the original 

one, a message will be displayed to clarify that the tokens do 

not match. 

Result 

 

TABLE VI. TEST CASE #4 

Test Case #4 An attacker or ineligible user seeks to obtain a token. 

Description 
An attacker or an unauthorized user attempts to obtain the 

token from the Tangle in order to gain access to the data. 

Outcome 

The use of CP-ABSC technology on the token prevents 

unauthorized individuals from accessing the token because it 

can be fetched by those legitimate users who meet the attribute 

set written in the token and have the decryption keys. Thus, 

illegitimate attempts to access the token will be detected, and a 

warning message will appear. 

Result 

 
 

It was demonstrated in the previous test cases that the 
proposed system is secure, it protects users’ information and 
preserves data confidentiality by maintaining the token’s 
security while also preserving the anonymity of the signer’s 
identity. The key to its success is IOTA technology and CP-
ABSC technology. 

VIII. COUNCLUSION 

Τhe number of devices deployed in IoT systems is growing 
exponentially. Some of these devices conduct environmental 
monitoring. As the industrial and infrastructure frameworks 
have grown rapidly, environmental monitoring has become 
more important. Because IoT systems frequently handle 
sensitive data, proper access control is essential to prevent 
unauthorized access. Numerous studies have been carried out 
to create ways to protect these data while simultaneously 
guaranteeing user authorization. These studies have combined 
various kinds of ABSC with Blockchain and IOTA to 
implement various sorts of access control. Nevertheless, their 
approaches suffer from several shortcomings, such as 
scalability and cost difficulties, failing to guarantee 
confidentiality, integrity, and secure sharing of the data. IOTA 
and CP-ABSC were integrated into the proposed system to 
cover this issue. The proposed system uses the CP-ABSC to 
sign and encrypt the access privileges before storing them in 
the IOTA Tangle. Additionally, the data will be encrypted 
before being sent to the cloud server, ensuring protection 
against breaches. Moreover, the correct CP-ABSC policies are 
determined to ensure that the user has appropriate permissions 
to access the resources. The integrity and confidentiality of the 
data and resources collected by IoT devices are preserved by 
employing the above approach, which creates a more secure, 
granular, and scalable access control system. 
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