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Abstract-Phishing attacks are increasingly exploited by
cybercriminals, they become more sophisticated and evade
detection even by advanced technical countermeasures. With
cybercriminals resorting to more sophisticated phishing
techniques, strategies, and different channels such as social
networks, phishing is becoming a hard problem to solve.
Therefore, the main objective for any anti-phishing solution is to
minimize phishing success and its consequences through
complementary means to advanced technical countermeasures.
Specifically, phishing threats cannot be controlled by technical
controls alone, thus it is imperative to complement cybersecurity
programs with cybersecurity awareness programs to successfully
fight against phishing attacks. This paper provides a review of
the delivery methods of cybersecurity training programs used to
enhance personnel security awareness and behavior in terms of
phishing threats. Although there are a wide variety of
educational intervention methods against phishing, the
differences between the cybersecurity awareness delivery
methods are not always clear. To this end, we present a review of
the most common methods of workforce cybersecurity training
methods in order for them to be able to protect themselves from
phishing threats.
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1. INTRODUCTION

Advances in technology have transformed the way people
work, communicate, and socialize quite dramatically. This has
also exposed people and companies to various threats, one of
which is phishing. Phishing attacks form one of the most
common cybersecurity threats that individuals and businesses
face around the world, costing victims billions of dollars.
Phishing is described as a potent attack vector by which
cybercriminals gain access to networks and systems to deliver
malicious payloads (e.g. ransomware) or siphon off valuable
and sensitive information (e.g. login credentials for online
banking or e-commerce sites) from potential victims. Phishing
primarily depends on the perception of authenticity normally
enacted through authentic-looking emails and spoofed websites
purportedly from a legitimate and trusted source. It also
masquerades hidden malicious payloads, such as ransomware,
as authentic products or services. Figure 1 shows the unique
fake websites and phishing emails detected by APWG just in
the first quarter (Q1) of 2020, which are significantly higher
than during the previous years [1]. Many fake websites are
exact copies of the genuine websites, which make it difficult
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for people to recognize them as illegitimate websites. These
malicious websites usually remain on-line for a short time only.
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Fig. 1. Unique phishing websites and emails in Q1 of 2020.

In addition to the usual fake websites and phishing emails,
cybercriminals rely on social engineering techniques to exploit
human psychology to deceive people. The prevalent human
weaknesses cybercriminals exploit include the inability of the
people to differentiate real enterprise websites from spoofed
ones, the way people interact with systems, the way people
understand various alert messages and clues, and so forth. In
addition, the attackers frequently use factors such as urgency or
intimidations to compel the potential victims. The
unsuspecting users are lured to click on a malicious link
embedded in emails, which may activate a trustworthy looking
spoofed website to disclose sensitive personal or financial
information. Cybercriminals use sensitive information illegally
harvested from victims for illicit purposes that include identity
theft, financial fraud, and corporate espionage [2].

1I. PHISHING THREAT LANDSCAPE

With the advances in technical countermeasures making
penetration  of corporate  networks quite difficult,
cybercriminals are shifting their focus to exploiting the easier
human vulnerability to perpetrate an attack. This shift has
made phishing threats prevalent and costly. According to the
Anti-Phishing Working Group (APWG), phishing attacks have
consistently increased over the last ten years [1]. As phishing
threats are gaining prominence and techniques to prevent them
are developing, phishers are getting more creative by coming
up with new tactics and crafting sophisticated messages to
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evade detection by both people and the anti-phishing measures
in place.

Until recently, phishing attacks were largely dependent on
spoofed websites and emails. Currently, the phishers are also
taking advantage of varied channels, in addition to the
conventional email messages, such as social media, SMS/text
phishing (smishing), Business Email Compromise (BEC), and
voice phishing (vishing). Figure 2 shows the recent phishing
attack distribution based on specific channels [3]. The study is
based on approximately 50 million simulated phishing attacks.
It showed BEC-based and social media-based phishing attacks
taking prominence over other platforms [3]. For example,
with a 176% perennially increase in phishing Uniform
Resource Locator (URL), Facebook has become the favor
platform for phishing attacks [4]. Recently, social network sites
with malicious links masked as fake news are used [5]
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Phishing attack channels.

Another channel being quietly exploited by cybercriminals
is the HTTPS (Hypertext Transfer Protocol Secure) protocol.
Exiting web browsers use the HTTPS protocol to alert users
when they are attempting to access an "unsecure" website. An
increasing practice by cybercriminals is to set up phishing sites
that use the HTTPS protocol. Currently, almost 60% of
phishing websites use HTTPS [1] to give a false sense of
security to unsuspecting victims. Since the fake websites use
HTTPS protocol, the web browsers may not flag the fake
website as unsecured to the end users. This makes it very
difficult for the end users to recognize it as fake. Therefore,
fake HTTPS-based websites have become so prevalent that
solely relying on conventional representations of Internet
security is no longer trusted. Mobile-based [6] and USB-
based [7] phising attacks are other channels that are
increasingly exploited by cybercriminals. For example, SMS
phishing that targets consumers (e.g. major bank customers) and
enterprises is on the rise. With 84% of the customers reporting
SMS/text phishing attacks [7], smishing volume is clearly on
the rise. A study was carried out in [8] in order to see if people
would take a USB flash drive left on various locations of a
university campus and plug it to their computer. They found
that 45% of people did plug them into their device, as well as
opened a file on that USB. This problem is becoming a
concern as a recent study shows that 81% of businesses in the
study had suffered from malicious USB drops [7].

Cybercriminals are introducing innovative techniques to
increase the success rate of phishing attacks and defeat the anti-
phishing tools and the effectiveness of intervention programs.
The growth of the phishing attack variety and techniques
further highlights the shift of the burden of action from an
automated exploit or tool to a human intelligence.

III.  PHISHING THREAT CHALLENGES

The main challenge cybersecurity professionals face is
finding ways to defend enterprise networks effectively and
efficiently against attacks that manipulate human frailty.
Addressing this challenge is very important for several reasons.
In particular, with phishing attacks known to be the most
frequent first step in penetrating the defenses of a firm
network, the sooner a phishing attempt is detected in the attack
chain, the higher the chances of stopping, containing and
responding to the attack are. Normally, corporations have
technical defenses in place to detect and stop phishing
messages before they reach the inboxes of the employees.
However, cybercriminals are innovating new tactics and are
refining their attack techniques. As a result, phishing attacks
are becoming more sophisticated and evading detection even
by advanced technical countermeasures [9-11]. The literature
discusses several possible ways to identify phishing attempts
based on various clues that are visible with the naked eye.
These clues include the absence of HTTPS in browsers URL,
the content of web browsers, the warning signs displayed by
browser toolbars, the various signs for valid certificates (e.g.
VeriSign certificates), and the content and the context of the
email message. Unfortunately, many people are unaware of
security warnings and clues that are displayed on web
browsers, or simply disregard them [12]. In addition, it is not
easy for average online users to recognize phishing signs or
visually identify a spoofed website [13]. Phishing attacks can be
identified just by looking at the Uniform Resource Locator
(URLs), even though recognizing an impersonated URL from a
real one just by looking is not easy [14].
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Fig. 3. Reasons for acting on phishing emails.

There are various reasons for the reaction of people to
phishing messages, which make dealing with phishing threats
very challenging. For example, curiosity, anti-phishing
countermeasures, knowledge of the sender, and interest in
validating the message are some of the reasons that compel
users to act on phishing emails [15] (Figure 3). Authors in [15]
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found that 34% of the participants opened emails because they
were curious about the content of the message followed by 27%
by the urge to find out the validity of the email message. The
appearance of a name known to the receiver in the email body
impersonating as the sender (even though the sender addresses
are different) as well as the trust on the existence of technical
anti-phishing measures are some of the reasons that make users
to act on phishing emails.

To summarize, with cybercriminals resorting to more
sophisticated phishing techniques, strategies, and different
channels, phishing is becoming a harder and harder problem to
solve. Therefore, the main objective is to minimize the success
of phishing and the consequences through complementary
means to advanced technical countermeasures. Specifically,
phishing threats cannot be controlled by technical controls
alone, thus it is imperative for businesses to complement their
cybersecurity with awareness programs that successfully fight
against phishing attacks.

IV. DELIVERY METHODS' COMPARISON

In this section, we analyze the various delivery methods
along with various factors as shown in Table 1. Regarding
face-to-face delivery methods such as lectures and workshop-
based methods, the training time, place, and topic of training
are well known in advance. In the self-based class of delivery
methods, such as the web-based, the time and place are decided
by the trainee while the topic of the training may be known in
advance.

Lecture and workshop-based delivery methods are
generally moderated by an expert with different levels of
involvement. The training is conducted onsite (e.g. classroom)
thus the learners and the instructors are required to be
physically present in the classroom. All other delivery methods
are conducted in a virtual classroom without the physical
presence of the instructors and learners. Normally the content
in the self-directed delivery methods tends to be generic often
developed with a one-size-fits-all scenario. On the other hand,
the content in lecture-based training can be adjusted by the
instructors to cater to the requirements of the learners. The
instructors can also adapt lesson plans to the specific
requirements of the learners. The main difference between the
story-based method and the other methods, is that the content
of the lesson is always written from the perspective of real
experiences on an individual, whereas in the other methods, it
is written from the perspective of experts. Embedded training
is an ongoing real-time training and thus does not require
allocation of training timetable [16-17]. As the lecture and
workshop-based training methods are highly customizable, it is
possible to tailor them to meet the needs of a workforce in a
specific division. The trainers in the lecture-based and
workshop-based training have an active presence while the
instructor is passive in self-directed approaches. A marked
difference between the lecture-based and workshop-based
methods is the way the knowledge is transferred. In the lecture-
based method, the transfer is from the instructor to the trainees,
while, in workshop-based training, the knowledge is generated
and shared by the participants with occasional contribution
from the instructors. Also, the instructor in the lecture-based
training has an active involvement in the delivery of the

training content, whereas the involvement of the instructor in
the workshop-based training is restricted almost to an observer
level. Because employees have to be away from their regular
work for the duration of the training, lecture-based and
workshop-based trainings tend to be held infrequently.
Additionally, both may require more time to complete than the
other delivery methods. In the lecture-based training, the
communication between the instructor and the learners is one-
way. In contrast, the communication in the workshop-based
delivery method is many-to-many because the method is based
rather on dialogue than on instructions. Communication in all
other methods is one-to-one, meaning there is no direct
instructor involvement but the communication with the content
prepared by the lectures. The problem with the later delivery
methods is that if the learners want to apply what they have
learnt to specific examples, they must do so on their own.
Another obvious drawback is the absence of interaction with
other learners and instructors, which means that learners must
research and find out on their own what is not clear to them.
With the provision to start studying at a time of their choice and
proceed at their own pace, learners in self-directed methods
must be able to self-motivate in order to finish the lesson.

As learners advance through their training program, it is
necessary to track a range of metrics (e.g. participation rate,
course completion rate), monitor progress, and reporting. All
delivery methods except story-based and embedded-based are
capable of tracking the participation rate and the completion
rate. Note that in the story-based and embedded-based, an
intervention for the end-users who fail the simulated phishing
test is prescribed. There is no mechanism to ensure that the
end wusers successfully complete the recommended
intervention. But the end-users may or may not follow the
recommendations. Only the web-based training method and the
video-based and game-based delivery methods have real time
reporting to answer queries regarding how many employees
have completed the lesson and how many are in the progress.

The lessons in the lecture-based and workshop-based
delivery methods have a fixed time to start and end, and thus
they are not self-paced. The lecture-based training runs
approximately 45 minutes in a classroom. For example, it run
for 45 minutes in [18] and for 30 to 45 min in [13]. Since the
lecture-based and workshop-based delivery methods are
generally moderated by an expert, the pace is determined by
the lecturer. In the story-based and the embedded-based
delivery methods, the training must be done immediately after
the instantiation of the lesson, and thus there is no specific
time limit. The self-directed delivery methods allow the
learners to choose the pace, sequence, and content of their
training material. Video-based learning is flexible, and users
could watch and rewatch the videos as they wish [31]. This is
generally true for game-based learning. Some game-based
learning progresses are controlled in such a way that the
learner must achieve certain threshold in terms of correctly
identifying phishing and genuine URLs [18].

Feedback is a core component in providing an effective
learning experience to learners. The lecture-based delivery
method, due to the active presence of the instructor during the
training, offers real-time feedback [19]. The workshop-based
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and the game-based [20] delivery methods also offer real-time
feedback for the same reason. The embedded delivery method
provides quick and useful feedback to the end users at the very
moment when they make mistakes [21]. The story-based
delivery method that implements the embedded training [22]
also provides instant feedback. However, text-based delivery
does not offer feedback or other interactive elements due to
the static nature of the content format. Video-based delivery
also does not provide feedback.

V. ANALYSIS OF THE DELIVERY MODELS

The current research suggests that different training
delivery methods have different outcomes on the learners'
ability to recognize and mitigate phishing threats [18, 21].
With this in mind, we reviewed some of the user studies with a
focus on those that consider two or more delivery methods. This
will shed some light on the delivery methods that are most
effective in enabling learners to identify and mitigate phishing
threats. Table I summarizes the various research results we
considered.

TABLE I. COMPARATIVE ANALYSIS OF THE DELIVERY METHODS

Delivery Method Satisfaction Communication tracking
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Authors in [23] tested the efficacy of embedded phishing
with a web-based training page to see if it improves the
phishing awareness of the users. The study considered 1,359
corporate employees. The authors organized the outcome of the
evaluation in terms of click rate as: people who always clicked
(Always) irrespective of previous training about phishing,
people who clicked at least once (Once), people who clicked
after training (Trained), and people who never clicked (Never).
The result showed that anti-phishing education works as
demonstrated by nearly 63% reduction of the click rate after
the training. This study revealed that there are people who
ignore security training and advice. The main reasons for the
end user's decision to accept or ignore security advices are
investigated in [24-25]. The authors revealed that perceived
trust of the security advice sources as the main reason for
accepting it while factors such as inconvenience, privacy
concerns, and excessive information are grounds for rejecting
the security advice. Authors in [26] determined that fear of
consequences of clicking or not clicking as the main driver for
people to act on phishing emails. A summary of the results of
the works of Wash and Cooper [31], Marsden et al. [32] and
Caputo et al. [23] in terms of click rate by the study subjects is
shown in Figure 5. The results of these studies show that there
is a correlation between the performance of the training and the
different class of subjects. Therefore, it is paramount to
consider the demographic information of the subjects when
designing and delivering intervention training.

Several user studies that measure the efficacy of game-
based training method as compared to other delivery methods
exist. Authors in [29] evaluated the effectiveness of game-
based delivery method in raising phishing attack awareness.
They compare it to a web- based delivery method (i.e. tutorial
information given in APWG website on phishing). In terms of
recognizing fake websites, the result showed that the end-users

trained with game-based delivery method were able to
recognize a fake site with a higher rate of accuracy than the
participants who were trained using a website.

CLICK RA

Fig. 4. Participants click rate characteristics.

Authors in [16] evaluated the efficacy of embedded
training to improve end user susceptibility to phishing threats
using the False Positive (FP) and False Negative (FN)
metrics. A FP happens if a user identifies a genuine website as
a phishing one while a FN occurs if a user wrongly identifies a
phishing website as a genuine website. Different training
delivery methods, namely game-based, web-based/video-
based, and text-based were considered. The participants
received several simulated phishing emails. A remedial training
is randomly offered from the list of the four embedded training
methods to the end users who clicked on the embedded link
in the simulated emails. After the training, another set of
simulated phishing emails were sent to the same end users and
then it was behaviorally measured whether they fell victims to
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the phishing attacks or not. The outcome of the study is
summarized in Table II. The overall result shows that the end
users correctly recognize phishing links in a significantly
better rate after the training. Participants trained with game-
based delivery method performed better overall. This may be
due to the fact that they performed the post-training test
immediately after training. The result also shows that training
with game-based methods is as good as the web-based in
regard to FN but better in terms of FP. Although the game-
based delivery method is able to decrease FP from an original
30% to 14%, as well as FN from the original 34% to 17%.
Unfortunately, the result shows that a significant number of
end users are still susceptible to phishing threats.

TABLE II. EMBEDDED TRAINING PERFORMANCE ANALYSIS
Text-based | Game-based | Web-based
FP | FN | FP FN FP FN
Pre-training | 27% | 43% | 30% | 34% | 30% | 38%
Post training | 21% | 19% | 14% | 17% | 41% | 12%

Evaluation

Authors in [27] conducted a user study of game-based
delivery method and compared it against web-based [33] using
39 students at Cornell. The game used in study was What.Hack
[27] and the web-based training material [33]. The participants
were given a pretest, training, and a posttest, in that sequence.
The effectiveness was measured using the correctness
percentage (click rate). The result of the experiment shows a
significant improvement for game-based delivery method from
65% before training to 89% after training (about 37%
improvement) in correctly recognizing phishing attempts. The
performance of the web-based delivery methods of Wash et al.
[31] and Wen et al. [27] is compared in Figure 5.

Wen et a

> m After

m Before
) I I
Wash et a

Fig. 5.

Click rate
@

Web-based delivery method outcome.

The result shows that training reduces the susceptibility to
phishing threats but incorporating lecture-based training does
not have significant changes. Following training, both groups
substantially reduced the threat. The authors also considered
the confidence level of the participants after training. The
learners’ self-confidence based on self-assessment showed that
the learners showed strong confidence in their ability to
recognize phishing emails. The result also suggested that
preference for lecture-based delivery method is higher than the
other methods.

TABLE III. COMBINED TRAINING PERFORMANCE ANALY SIS

Group A Group B
Click rate Click rate | Data divulged
Pre-training | 13.2% (9/68) | 77.77% (7/9) | 3.1% (2/56) 50% (1/2)
Post training | 1.5% (1/68) | 100% (1/1) |1.6% (1/56) 100% (1/1)
11.4% 51.6%

Evaluation
Data divulge

Reduction

VI. CONCLUSION

This paper provides a review of the delivery methods of
cybersecurity training programs aimed at improving
personnel's awareness and behavior of information security in
the context of phishing. The phishing landscape and challenges
were addressed. The delivery methods were analyzed to shed
some light on the delivery that is most effective in enabling
learners to identify and mitigate phishing threats. The delivery
methods along with their various factors were analyzed. In
face-to-face delivery methods, such as lecture and workshop-
based methods, training time, place, and topic of training are
well known in advance. In the self-based class of delivery
methods such as the web-based, the time and place are decided
by the trainee while the topic of the training may be known in
advance. The web-based delivery method performance for
several studies was compared to observe that after training, the
click rate decreases by 21% which suggests that training does
decrease susceptibility to phishing threat to certain extend. The
result also suggested that the preference for the lecture-based
delivery method is higher than for the other methods.
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