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ABSTRACT

Advanced Encryption Standard (AES-256) is a cryptographic algorithm that offers high confidentiality
under standard security assumptions. However, structured data inherently possess correlations before
encryption. This study proposes a structural and statistical pre-processing framework that uses Graph
Neural Networks (GNNs) and Convolutional Autoencoders (CAEs) to transform the structured plaintext
data before performing AES-256 encryption. The plaintext data are first converted into a graph structure
to represent their inter-block relationships. The GNN learns the relational embeddings, which are further
compressed by a CAE into low-dimensional latent spaces. These new spaces are subsequently encrypted
using AES-256 without changing their internal architecture. The cryptographic security of the system is
entirely inherited from AES-256, while the proposed learning-based module functions as a deterministic
pre-processing transformation applied before encryption. The experimental results on computational
complexity and statistical diffusion properties demonstrated consistency with statistical diffusion
properties and computational efficiency, without compromising the security guarantees of AES-256.

Keywords-secured cryptography; graph neural networks; convolutional autoencoders; deep learning—based

security; intelligent encryption

I.  INTRODUCTION

The rise of networked systems, cloud computing, the
Internet of Things (IoT), automotive networks, and wireless
communications has made secure data transmission a necessity
[1]. Cryptography is significant for information security as it
ensures data privacy, integrity, authenticity, and non-
repudiation [2, 22]. However, sophisticated cyber-attacks,
large-scale data exchange, and the advent of quantum
computing are posing new difficulties to established
cryptography systems [3]. Thus, research has focused on
integrating data preprocessing techniques to prepare the data
before the encryption process, which helps handle relational
data in the modern communication environment [20]. Authors
in [21] examined the potential of deploying Machine Learning
(ML) techniques to apply structural or statistical
transformations to the data before they are encrypted, without
changing the basic primitive of the cryptographic tool.
Conventional cryptographic systems, including symmetric key
algorithms such as Advanced Encryption Standard (AES) and

Data Encryption Standard (DES), asymmetric key algorithms
such as RSA and ECC, and hash functions (SHA family) [23],
have established good security guarantees under certain
computational assumptions [4]. Nonetheless, these systems
frequently rely on static keys, predetermined mathematical
assumptions, and set security parameters, rendering them
susceptible to side-channel attacks, key compromise, brute-
force attacks, and cryptanalytic advances [5]. With the rising
complexity of attack vectors, current cryptography incorporates
adaptive, intelligent, and hybrid security mechanisms [6].
These security mechanisms include ML and Deep Learning
(DL) models for dynamic key generation, intrusion-aware
encryption, anomaly detection, and attack prediction [7, 24].
Neural networks can learn complicated patterns in data traffic
and cryptographic activities, allowing for proactive defensive
systems to modify encryption strength and key management
procedures in real time [8, 25]. These intelligent cryptographic
frameworks greatly enhance resilience to zero-day attacks and
advanced persistent threats [9]. Another important aspect of
safe cryptography is post-quantum cryptography, which
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overcomes the weaknesses introduced by quantum computers
[10, 26]. Quantum algorithms, such as Shor's and Grover's
algorithms, compromise the security of commonly used public-
key cryptosystems by significantly lowering the computing
effort necessary to solve factorization and discrete logarithm
problems [11]. Post-quantum cryptography addresses these
issues by providing lattice-based [27], code-based, hash-based,
and multivariate polynomial encryption systems [28], ensuring
long-term security in a post-quantum world [12, 29].

The present study proposes a Graph Neural Network
(GNN)-Convolutional Autoencoder (CAE) module as a

structural transformation layer before encryption. The proposed
GNN-CAE framework allows relational feature extraction and
representation compression without modifying the internal
operations of the cryptographic algorithm. GNN-CAE is
designed to perform relational feature extraction and statistical
decorrelation while preserving the cryptographic security
guarantees of AES-256. Although traditional cryptographic
methods provide data confidentiality, they have limitations in
terms of robustness, adaptability, and efficiency, especially
when dealing with structured data and image-based
applications.

TABLEL SUMMARY OF RELATED WORK IN CRYPTOGRAPHIC AND ML-ASSISTED SECURITY METHODS
Study Methodology adopted Merits Key limitations
(13] Analytical study of relationships among major Identifies security trade-offs and algorithm Primarily theoretical; lacks experimental
cryptographic algorithms such as AES and RSA. dependencies. implementation or performance evaluation.
[14] Hy.b.rld scheme 1r'1tegrat1ng AES-256 W'lth Improves integrity prgtectlon and encryption Extra processing increases computational cost.
additional processing for secure encryption. efficiency.
[15] Neural-assisted encryption (IHNC) using ML- Enhances feature hiding and diffusion Requires model training and higher
based transformations before encryption. characteristics. implementation complexity.
[16] ML-based secure routing using clustering, Supports efficient and secure communication in Multi-stage design increases system
XGBoost aggregation, and optimized encryption. sensor networks. complexity.
[17] Lightweight proxy signature using hyperelliptic Reduces computation and communication Requires specialized cryptographic
curve cryptography. overhead. implementation and parameter selection.
[30] Comparative analysis of lightweight Highlights energy-efficient authentication Focuses on comparison instead of a new
cryptographic protocols for IoMT devices. solutions. security architecture.
Emerging modern communication technologies, including
IoT and blockchain, depend on structured and correlated data. a
s . . Dataset
Traditional cryptographic algorithms, such as AES, have strong
formal security - guarantees; however, ' these algqnthms are | T o o s |
applied directly over the plaintext without considering the Pre-processing
underlying correlated structure present in the structured data. In
many real-world problems, data blocks need to be correlated Embedding Security N——
. .. = Reduction [— <
before the actual encryption. To address this issue, the present using GNN y— Analysis
study employs GNNs for data decorrelation, followed by the I i
application of CAEs for efficient data representation before the ) Fo—
AES-256 encryption. Encoding Security Notion
yp using CAE (IND-CPA Model)
II. METHODOLOGY | |
. . q Threat &
The proposed framework provides a learning-based pre- Cryptographic Advr::sary
processing pipeline to transform the structured plaintext data Sty Layer Model
before encryption. Figure 1 illustrates the workflow of the i i
Fig. 1. Architecture of the proposed GNN-CAE framework.

proposed GNN-CAE cryptographic system. The input data
from the dataset are first subjected to entropy-based block-level
preprocessing, where each image is normalized, partitioned
into blocks, and statistical properties such as entropy are
extracted to represent the data [18, 19]. The embeddings are
then encoded using a CAE, resulting in a compact latent
representation that improves obfuscation and removes
redundancy. The latent features are then protected employing a
cryptographic layer that uses AES and RSA encryption.

A. Input Data

The Proposed GNN-CAE method uses the BOSSBase
v1.01 dataset [31] as input data. It is a widely recognized
benchmark dataset in digital image cryptography/,which is
developed to facilitate standardized evaluation of cryptographic
security. The dataset consists of 20,000 images, each with a
resolution of 512x512 pixels.

At the initial stage, the sender's original unencrypted data
are used as the system input. At this point, the data are raw and
unencrypted, making them susceptible to interception or
unauthorized access, as shown in:

» XN} 6]

where X represents a collection of supplied plaintext data, and
N is the total number of data blocks.

X = {xl,xz, X3y een

B. Entropy—Based Statistical Preprocessing with Block-Level
Normalization
The pre-processing stage includes normalization, block

segmentation, and entropy-based statistical feature extraction,
as shown in Figure 2.
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Fig. 2.

In the normalization step, the values are normalized to a
specific range, while block segmentation is performed to
capture local structural characteristics. Shannon entropy is
computed on each block to measure statistical variability before
its representation as a graph. In the proposed framework, each
block is associated with an entropy value, which captures the
levels of unpredictability within the input data. The entropy
value indicates the level of uniformity with which the
associated values are distributed in each block of the input data,
such that the blocks with high entropy values have high levels
of unpredictability associated with the input data. This is
advantageous when implementing the theory in cryptographic
applications. The pre-processing transformation and Shannon
entropy computation are defined as:

X' = P(X) 2
H(x) = — X/, pijlog, (pij) 3

where X' denotes the pre-processed data, P(-) is the pre-
processing function, H(x;) represents the entropy of the
blockx;, p;;is the probability jt" of the symbol in the block x;,
and Mis the number of distinct symbols. The process eliminates
redundancy and yields structured representations that are
applicable for graph-based learning before encryption.

C. GNN-Driven Secure Embedding Generation

The pre-processed data are then represented as a graph,
where the vertices are represented by blocks, and the edges
denote the relational dependencies between the blocks. This
representation enables modeling the contextual relationships
that do not exist between independent blocks. Figure 3 shows
the embedding layer of the GNN, which safely embeds the
nodes of the GNN by aggregating information from the
neighboring blocks. Equation (4) captures the entire graph
representation that underlies the pre-processed data, showing
how plaintext data are transformed into an entire graphical data
type to enable GNN exploitation. Equation (5) defines the node
feature vector. Equation (6) captures an overview of how node
embeddings are updated within this entire GNN data
embedding layer. It captures the message-passing mechanism,
where each node updates its representation by aggregating
information from its neighbors.

G = V,E) “

Each node in the graph represents a data block and begins
with a feature vector, which is defined as:

x, = [w,0% H,PCA(V)] &)

where u is the mean intensity of the block, o2 is the variance,
H is the Shannon entropy, and PCA(v) is the flattened block

Architecture of Entrophy —based statistical preprocessing with block-level normalization.

after dimension reduction. The entropy is only used as a feature
and does not affect the pixel values or the AES-256 security.
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Fig. 3. Architecture of GNN-based secure embedding generation.

The initialization method considers both the local statistics

and the structural information, which are informative
embeddings for GNNG.
h) = o(W® T pewey hE™ + b®) ©6)

where G is the graph representation of the data, V denotes the
set of nodes (data blocks), E is a set of edges (relationships),
h,(,k) is the embedding of the node vat layerk, N(v)is the
neighbor set of the node v, W®is the trainable weight matrix,

and b® is the bias vector.

D. Latent Feature Encoding via CAE

The GNN embeddings are further processed using a CAE
to obtain a compact latent representation that is suitable for
encryption. This process reduces redundancy and enhances
data obfuscation, resulting in a more secure representation.
Figure 4 illustrates the architecture for/of latent feature
encoding via CAE.

The encoding operation performed by the CAE on the
embeddings generated by the GNN is given by:

Ziatent = Jfenc(Zann) @)

where Z,,;en: 1S the latent encoded representation, f,,,. is the
encoder function, and Z;yy is the GNN output embeddings.
This step compresses and decorrelates  structural
representations before encryption, enhancing the statistical
diffusion properties of the resulting data.
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E. Encryption Module for Secure Cipher Generation

The latent feature representation provided by the CAE
model is further secured using the AES, a symmetric-key block
cipher that exhibits excellent efficiency in terms of security.

=

GNN Output Embeddings

Encoder E(:)

o®

Convolutional Auto Encoder

v

Compact Latent
Representation

&

Decoder D(:)

\ 4

Authorized User

Reconstructed Embedding's

Fig. 4. Architecture of latent feature encoding via CAE.

The system utilizes AES with a 256-bit key length, referred
to as AES-256. AES is a symmetric-key block cipher, which is
used in Cipher Block Chaining (CBC) mode. Each time AES is
used, it has a randomly generated 128-bit Initialization Vector
(IV), which provides semantic security. The IV is generated by
a cryptographically secure random number generator and sent
with the ciphertext. To achieve secure key exchange, the AES
session key is encrypted using the RSA algorithm in
combination with Optimal Asymmetric Encryption Padding
(OAEP), referred to as RSA-OAEP. OAEP ensures semantic
security in the RSA encryption process and protects against
chosen ciphertext attacks in the key encapsulation process.
Once the key exchange is established, the sender uses AES-
256, whereas the receiver utilizes the same in the context of
decryption. At this stage, the classical cryptographic system is
combined with confidence learned representation, providing
structured representations that improve statistical diffusion
properties before encryption. The hybrid encryption process
used in the proposed system is defined as:

C = AESK (Zlatent) !Kenc = RSAKpU_b (K) (8)

where Z;,;0n: 1 the latent representation created by a CAE, K
is the session key for AES-256 symmetric encryption, AESy is
the AES encryption function, RSA Kpub is the RSA encryption

function using a receiver's public key, K., is the encrypted
session key, and C is the final ciphertext created during the
encryption process. The text to be converted into ciphertext is
given as C, and the security of the system is dependent on the
IND-CPA security of AES 256. The confidentiality of the
resulting ciphertext is based solely on AES, assuming the
standard IND-CPA security game. The learning-based pre-
processing happens before the encryption, and it is a structural
transformation tool that does not affect the cryptographic
primitive.

F. Threat Model and Adversarial Assumptions

The proposed framework 1is evaluated using the
conventional Dolev-Yao model of attack, where the attacker
has complete control over the communication channel. The
attacker can intercept, replay, inject, and modify the ciphertexts
exchanged between the honest parties. In addition, the attacker
is assumed to be computationally limited and runs in
Probabilistic Polynomial Time (PPT). The study assumes a
Chosen-Plaintext Attack (CPA) scenario where the attacker can
adaptively query the encryption oracle with plaintexts of its
choice and obtain the corresponding ciphertexts. The goal of
the attacker is to distinguish the encryptions of two chosen
plaintexts with non-negligible advantage. The security of the
symmetric encryption phase is based on the conventional
cryptographic assumption that AES-256 is a secure
pseudorandom permutation when used in a semantically secure
mode of operation. The RSA algorithm is solely used for key
encapsulation and does not change the security assumptions of
symmetric security.

1) Formal Security Notion (IND-CPA Model)

The proposed scheme is designed to achieve IND-CPA
security, which refers to indistinguishability under chosen-
plaintext attacks. Let us assume an adversary 4 playing the
IND-CPA game. The model will proceed as:

1. A chooses two plaintexts X, and X; of equal length.

2. A random bit b is chosen from {0, 1}.

3. The challenger computes  a ciphertext
C = Encg(T(X,)) and sends it to 4.
4. A then outputs a guess b’
The advantage of the adversary is defined as:
AdvjP=P4 = | pr[b = b] -3 ©)

2
In the proposed scheme, the encryption algorithm can be
expressed as:
C = AES(T(X))

where T(+) is the deterministic preprocessing algorithm
performed by the GNN-CAE module, and K is the AES-256
key.
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2) Security Reduction Argument

Let the encryption procedure of the proposed system be
given by (10). Where T(-)is the deterministic pre-processing
carried out by the GNN-CAE module. Let a probabilistic
polynomial adversary 4, such that it is possible to violate the
IND-CPA security of the proposed system with a non-
negligible advantage. Then it is possible to construct an
adversary using 4 to violate the IND-CPA security of the AES-
256 cipher. The deterministic nature of the pre-processing T'(+),
not depending on the encryption key, enables the adversary to
simulate the pre-processing and forward the pre-processed
plaintext to the AES-256 challenger. Thus, any attack on the
proposed framework implies an attack on the AES-256 cipher
as well. Let the AES-256 cipher be IND-CPA secure. Then the
proposed system is IND-CPA secure as well.

Enci(X) = AESk(T (X)) (10)

The IND-CPA security is tied to AES as:

Advpyossa () < Advig~PA(A) (11)
Therefore, the overall cryptographic security of the

proposed framework can be guaranteed by the security of AES-
256 based on standard computational assumptions.

III. EXPERIMENTAL SETUP

The GNN-CAE-based cryptography framework was
compared with MC [13], BF [14], IHNC [15], and AES-256
encryptions in MATLAB R2024a on an Intel Core i5 processor
with 4 GB RAM under similar conditions. The BOSSBase
v1.01 [31] dataset (20,000 grayscale images of 512 x 512
pixels) was used. The dataset was divided into training and
testing sets utilizing an 80/20 split. Images were normalized to
[0,1] for 16 x 16 non-overlapping blocks, yielding 1024 blocks
per image. Shannon entropy, block mean, variance, and PCA-
reduced pixels were used as node features, with edges
represented by a 4-neighborhood adjacency matrix. A two-
layer graph convolutional network produced 128- and 64-
dimensional node embeddings, followed by a CAE (two 3 x 3
convolutional layers with 32 and 64 filters, 128-dimensional
latent space, ReLU activation functions, and sigmoid output).
Training was performed using the Adam optimizer (learning
rate = 0.001, batch size = 32, 100 epochs) with Mean Squared
Error (MSE) loss and L2 regularization. The latent features
were fed into AES-256 encryption without changing its
architecture. Ablation analysis (AES-only, GNN-only, CAE-
only, GNN-CAE + AES-256) revealed that AES-256 provides
cryptographic security, while the GNN-CAE modules carry out
the structural transformation and decorrelation of features
before the encryption process. The effectiveness of the
transformation is also quantitatively measured by the diffusion
measures, such as entropy, Number of Pixel Change Rate
(NPCR), Unified Average Changing Intensity (UACI), and the
avalanche effect, as well as the performance measures of
execution time and throughput.

A. Baseline Methods

To evaluate the proposed GNN-CAE pre-processing
approach, experiments were carried out on standalone AES-
256, MC [13], BF [14], and IHNC [15] encryptions. AES-256

is considered the primary baseline because of its formal
security proof for IND-CPA security and conventional
symmetric encryption approach. The comparison of the pre-
processing step to the direct AES encryption process helps in
determining whether the pre-processing step has any effect on
statistical ~ diffusion or computational complexity. MC
encryption [13] is a structurally improved cryptographic
design, BF [14] is a hybrid encryption scheme, and IHNC [15]
is a neural-assisted cryptographic benchmark. These baselines
ensure a systematic comparison of diffusion properties,
including entropy, NPCR, UACI, and avalanche effect, as well
as efficiency metrics, such as execution time and throughput,
while maintaining the same level of security.

IV. RESULTS AND DISCUSSION

The performance evaluation of the proposed GNN-CAE-
based framework was conducted using metrics, including
NPCR, UACI, avalanche effect, throughput, entropy, and
execution time analysis.

A. Execution Time Analysis

Execution time represents the overall time required for
encryption and decryption, and is given by:

ET = £V=1 Xi X (Tencryption + Tdecryption) (12)

where X; is the plaintext, Tencryprion denotes the encryption
time, and Tgecryption 1S the decryption time.

Figure 5 compares the execution time for the proposed
GNN-CAE approach with AES-256, MC, BF, and THNC
encryption algorithms for varying sample sizes (2,000-20,000
messages). The execution time is slightly affected by the
addition of a new pre-processing stage. Nevertheless, it is
observed that the overhead introduced by the GNN-CAE
module is very low, amounting to only 2-3 ms compared to
standalone AES-256 encryption. The execution time analysis
proves that the additional GNN-CAE pre-processing step has a
small computational cost compared to the standalone AES-256.
This small computational cost is sustained by the fact that the
pre-processing is done on compressed features.

700

2,000 4,000 6,000 8,000 10,000 12,000 14,000 16,000 18,000 20,000
No. of Secret Text Message

N W s U g
8 8 8 8 8

Execution Time (ms)

8

mProposed GNN-CAE  m AES-256  m MC [13] BF[14] mIHNC[15]

Fig. 5. Execution time comparison of the proposed GNN-CAE-based
secured cryptography framework with AES-256, MC [13], BF [14], and IHNC
[15] encryptions.
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B. Throughput Analysis

The efficiency of the proposed framework is evaluated
using throughput analysis. Throughput measures the rate at
which data are encrypted and decrypted over a given period of
time, and is defined as:

N p.
Tp = Zi=1Di (13)
Ttotal
where D; is the size of the i*" processed data block, N is the
total number of blocks, and T;,;,; is the total execution time.

Figure 6 displays the throughput performance of the
proposed GNN-CAE framework in comparison to AES-256,
MC [13], BF [14], and THNC [15] encryptions with varying
amounts of data. The experimental results show that the
proposed framework has efficient throughput performance for
varying data sizes. The slight differences in throughput
performance for large data sizes can be attributed to the
additional computational complexity of the proposed
framework in the graph formation, GNN message passing, and
CAE encoding processes. Throughput results indicate that the
proposed framework maintains stable performance across
varying data sizes despite the additional preprocessing stage.

120

100

2,000 4,000 6,000 8,000 10,000 12,000 14,000 16,000 18,000 20,000
No. of Secret Text Message

Throughput
S o2 o]
o o o

N
o

M Proposed GNN-CAE W AES-256 EMC[13] BF [14] mIHNC[15]

Fig. 6. Throughput comparison of the proposed GNN-CAE-based secured
cryptography system with AES-256, MC [13], BF [14], and IHNC [15]
encryptions.

C. Entropy Analysis

Entropy is used in this work as a statistical randomness
measure of the ciphertext distribution. As the proposed system
is expected to produce near-uniform ciphertext distributions
under standard security assumptions, high entropy values are
expected by design. Thus, the interpretation of entropy values
is based on statistical diffusion properties rather than their use
as formal proof of enhanced cryptographic security. The
difference in randomness between the plaintext and the
ciphertext is calculated using the entropy difference formula:

AH = H(C) — H(X) (14)

where H(C) is the entropy of the ciphertext and H(X) is the
entropy of the plaintext. A positive AH value indicates an
increase in statistical dispersion, while a value close to zero
indicates that the statistical dispersion characteristics remain
similar. Similarly, negative values indicate a decrease in

dispersion. However, AES-256 already has near-uniform
distributions of the ciphertext; hence, the entropy analysis is
mainly focused on the statistical diffusion characteristics of the
preprocessing and transformation phase.

Figure 7 illustrates the entropy comparison results for
different methods. For different data sizes, the GNN-CAE pre-
processing results in transformed input data with consistent
statistical diffusion properties before encryption. This implies
the consistency of the diffusion properties of the transformed
input data before encryption, for different sizes of data. The
main differences between the methods are the variations of the
structural pre-processing, rather than the cryptographic
primitive. Since all methods use the same AES-256 encryption
method, the security level is the same under the threat model.
Since the AES-256 encryption method already results in a
uniform distribution of the ciphertexts, the results are only an
interpretation of the structural changes.

8.20

8.00

7.80
L 7.60
5 740
o
> 7.20
z
o 7.00
£ 6.80
w

6.60

6.40

6.20

64KB 128 KB 256 kB 512 KB 1024KB  2048KB
Data Size(KB))
mProposed GNN-CAE W AES-256 mMC([13] mBF[14] mIHNC[15]

Fig. 7. Entropy comparison of the proposed GNN-CAE-based secured

cryptography system with AES-256, MC [13], BF [14], and IHNC [15]
encryptions.

D. NPCR, UACI, and Avalanche Effect Analysis

The diffusion and sensitivity of the proposed GNN-CAE-
based encryption framework are analyzed using NPCR, UACI,
and the avalanche effect. NPCR is used to measure the
percentage of ciphertext elements that change when a single
element in the plaintext is varied, as expressed in (15). UACI is
used to measure the average intensity of change in the
ciphertext due to variations in the plaintext, as shown in (16).
The avalanche effect is used to measure the percentage of
ciphertext bits that change when a single input bit is varied, as
expressed in (17). The proposed framework has better diffusion
properties as indicated by the enhanced values of NPCR and
UACI, as well as the closeness of the entropy values to the
theoretical limits. This implies that minor variations of the
plaintext are propagated to a large portion of the ciphertext.

NPCR(%) =

Number of changed elements in ciphertext

x 100 (15)

Total number of elements
UACI(%) =

Sum of absolute dif ferences between ciphertexts

x 100(16)

Total number of elements X 255
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avalanche ef fect (%) =
Number of changed bits in ciphertext

Total Cipher Text bits

x 100 (17)

Table II compares the diffusion performance of the
proposed method and existing encryption schemes using
NPCR, UACI, and the avalanche effect. For this comparison, a
single bit of the plaintext is varied, and the resulting input is
passed through the GNN + CAE pre-processing phase and
AES-256 encryption. NPCR, UACI, and avalanche effect are
calculated by comparing the original and varied ciphertexts.
The proposed approach is compared with AES-256 standalone,
MC [13], BF [14], and THNC [15] encryptions. The proposed
framework has better NPCR and UACI values compared to the
existing approaches, which represent the diffusion and
sensitivity of the approaches. The avalanche effect value is
close to the ideal value of 50%, which indicates that small
variations in the input result in the effective diffusion of the
variations throughout the ciphertext.

TABLE II. COMPARISON OF NPCR, UACI, AND
AVALANCHE EFFECT FOR THE PROPOSED GNN-CAE-
BASED CRYPTOGRAPHIC FRAMEWORK

Method NPCR (%) | UACI (%) ‘:fvf:l?‘(‘fyf;
Proposed GNN-CAE 99.61 3325 49.82
AES-256 99.26 32.90 49.10
MC [13] 98.78 3140 4830
BF [14] 98.92 32.05 48.70
THNC [15] 98.85 31.80 48.50

V. CONCLUSION

This study proposed a structural and statistical pre-
processing mechanism based on Graph Neural Networks
(GNNs) and the Convolutional Autoencoders (CAE) for the
transformation of the structured data prior to actual encryption
using the Advanced Encryption Standard (AES-256) algorithm.
The proposed mechanism transforms the structured data into a
graphical structure and then learns the representations using the
representation learning mechanism. The proposed pre-
processing mechanism transforms the structured data without
altering the internal encryption mechanism of the AES-256
algorithm; therefore, the security of the system remains the
same as that of the AES algorithm under the IND-CPA model.
The experimental results demonstrate the efficacy of the
proposed mechanism in terms of stable throughput and
execution time for various data sizes. Future work will include
evaluating the framework on larger datasets, such as CIFAR-10
and ImageNet, implementing the model on hardware platforms,
and checking the compatibility of the model with post-quantum
cryptographic systems.
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