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ABSTRACT

Android malware has become a significant cybersecurity threat due to the open nature of the Android
platform. To address this issue, the present study proposes a hybrid malware detection model that
combines static and dynamic features with feature selection and ensemble learning. Three feature selection
methods, including L1, L2, and ElasticNet, were applied and evaluated using stratified 10-fold cross-
validation. In addition, an ensemble model combining Support Vector Machine (SVM) and Random Forest
(RF) was used to improve classification performance. Experiments were conducted on a hybrid dataset
with almost 3,239 Android applications and 675 combined static and dynamic features. The experimental
results demonstrate that hybrid features outperform both static and dynamic features. Among the tested
feature selection methods, L2 demonstrated comparatively consistent performance and stable results,
obtaining the highest accuracy of 0.9880 + 0.0059, an F1-score of 0.9875 + 0.0062, and an MCC value of
0.9759 £ 0.0119. However, Wilcoxon signed-rank testing indicated that the differences between the feature
selection methods were not statistically significant (p > 0.05). The ensemble model demonstrated slightly
more stable predictions. These findings indicate that the use of hybrid feature representation can be
beneficial for Android malware detection. Future research should use more diverse datasets and explore
deep learning techniques.
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I.  INTRODUCTION

Android operating systems are an open-source platform that
offers users a high level of flexibility in managing and
customizing their devices. While this openness supports wide
adoption, it also introduces security risks that can be exploited
by attackers. Malware attacks often begin when users install
deceptive applications or fake updates, which allow malicious
software to gain unauthorized access to devices. Such malware
can modify or delete data and may result in serious
consequences, including identity theft and the exposure of
sensitive personal information [1].

Android malware detection has traditionally relied on two
main approaches: static analysis and dynamic analysis. Static
analysis examines application code without execution and
extracts features, including permissions and command lines,
using tools such as Apktool and dex2jar [2]. This approach is
efficient but may fail to detect malware that hides its behavior.
In contrast, dynamic analysis monitors application behavior
during execution in a controlled environment, enabling the
detection of malicious runtime activities [3-5]. Hybrid analysis

is an effective approach that combines static and dynamic
features to provide a better understanding of application
behavior and improve detection accuracy.

Motivated by these findings, the current study proposes a
hybrid malware detection framework that integrates static and
dynamic features and applies multiple feature selection
techniques, including L1, L2, and ElasticNet regularization.
The main objective of this research is to enhance Android
malware detection accuracy and contribute to the development
of more reliable and efficient mobile security solutions. The
proposed framework achieves a balance between detection
accuracy and prediction reliability in Android malware
classification. This makes the approach more practical for real-
world cybersecurity use, especially in continuously evolving
Android environments.

Despite the advancements in Android malware detection,
many existing studies focus on either static or dynamic features
separately or apply hybrid approaches without using a unified
and consistent evaluation setup. In addition, the impact of
different regularization-based feature selection methods is often
not examined under similar experimental setups. This makes it
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difficult to understand how these methods behave when applied
to hybrid datasets. Malware detection based on static features
has been widely explored [6]. A multi-tiered feature selection
model combined with machine learning classifiers achieved
high detection performance, reporting an accuracy of 96.28%
using Random Forest (RF) [7]. In [8], genetic algorithm-based
feature selection outperformed information gain when applied
to static features; however, the need for validation on more
recent datasets was highlighted.

Dynamic feature-based approaches have also shown
promising results. Research has focused on extracting
behavioral features such as API calls and system-level
activities to improve malware detection performance [9]. In
addition, deep learning-based methods have been introduced to
enhance classification performance, reporting accuracy above
98% on multiple Android malware datasets [10]. Hybrid
feature selection approaches further confirm the benefits of
combining static and dynamic features. A system based on
statistical feature engineering and metaheuristic optimization
achieved high accuracy for both binary and multi-class
classification tasks [11]. Deep learning-based hybrid
approaches using models such as CNN-LSTM have also
demonstrated improved detection accuracy for both static and
dynamic analysis compared to traditional methods [12].

The present study addresses the knowledge gap by
evaluating L1, L2, and ElasticNet feature selection methods
within a single unified framework that combines static and
dynamic features. All experiments are conducted under
consistent preprocessing, and a cross-validation strategy is
deployed to ensure fair comparison. Furthermore, an ensemble
model combining Support Vector Machine (SVM) and RF is
introduced to improve detection performance. The main
contribution of this work lies in providing a practical
evaluation framework of a feature selection model for hybrid
Android malware detection. Moreover, the study offers a stable
and effective classification approach.

II. METHODOLOGY

A. Proposed Approach

As illustrated in Figure 1, the proposed research framework
detects Android malware using machine learning techniques.
The framework is organized into four main phases. The first
phase involves dataset preparation, in which Android
applications are categorized as benign or malicious. The second
phase applies feature selection techniques, including L1
(Lasso), L2 (Ridge), ElasticNet, and a baseline scenario
without feature selection. In the third phase, machine learning
models are trained using static, dynamic, and hybrid feature
sets. Finally, the evaluation phase compares the classification
performance across different feature selection strategies.

The proposed approach does not rely on raw data directly;
instead, the datasets are first reviewed and prepared. At this
stage, duplicate entries are removed, labels are converted to
numerical values, and the data are checked for consistency. To
avoid inconsistencies between static and dynamic sources, only
the samples shared by both datasets are retained through an
alignment step.

Proposed Framework for Android Malware Detection
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Fig. 1. Block diagram of the proposed framework.

Once the data are prepared, static and dynamic features are
combined to form a hybrid representation. This step allows the
model to capture different aspects of application behavior
rather than relying on a single source of information. Feature
selection is then performed using the L1, L2, and ElasticNet
methods. Rather than focusing only on reduced features, the
models are also tested on the original feature set to provide a
clearer comparison. At the modeling stage, an ensemble model
combining SVM and RF is used. This approach allows the
model to benefit from both linear decision boundaries and non-
linear feature interactions, resulting in more stable predictions.
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B. Dataset Description

This study uses an Android malware dataset that includes
both static and dynamic features. Static features describe the
internal structure of applications, while dynamic features
capture their runtime behavior. Combining these features
creates a hybrid representation that provides a more
comprehensive view of application characteristics and supports
more accurate malware detection. The present work employs
the Android malware detection and classification dataset [13]
and the Android malware dataset consisting of static features
[14]. The combined dataset contains a total of 3,547 Android
applications, including 1,800 benign and 1,747 malicious
samples. Static features are extracted without executing the
application and include permissions, API calls, command
strings, and intents, resulting in 352 features. Dynamic features
are collected during execution and include system calls,
information leaks, cryptographic operations, and dynamic
permissions, with a total of 323 features.

All features are represented in binary form, where a value
of 1 indicates the presence of a feature, and O indicates its
absence. The class label distinguishes between benign (B) and
malicious (M) applications. Table I summarizes the feature
categories and their distribution across static and dynamic
datasets, as well as the total number of features in the hybrid
representation.

TABLE L SUMMARY OF FEATURE CATEGORIES
Feature type Category Number of features
Static API calls 47
Static Permissions 277
Static Command strings 6
Static Intents 22
Dynamic Cryptographic operations 79
Dynamic Dynamic permissions 71
Dynamic Information leaks 123
Dynamic System calls 50
Total static features — 352
Total dynamic — 323
Total hybrid features — 675

C. Data Preprocessing

The datasets were prepared carefully before starting the
training process to ensure data quality and consistency. Both
the static and dynamic datasets were first examined for missing
values, and none were found, indicating that all features were
complete. Duplicate records were identified and removed. This
reduced the size of the static dataset from 3,547 to 3,293
samples, whereas the dynamic dataset decreased from 3,547 to
3,469 samples. For the classification task, the labels were
converted into a numerical form, where benign applications
were assigned the value 0, and malicious applications were
assigned 1. The class distribution in both datasets remained
relatively balanced. To build the hybrid dataset, an alignment
step was performed to retain only the samples that appear in
both datasets. This was achieved using index intersection to
prevent mismatches between static and dynamic features. After
alignment, both datasets were reduced to 3,239 samples, and
the labels were verified to ensure consistency. Finally, a hybrid
dataset was created by combining the aligned static and

dynamic features, resulting in 3,239 samples and 675 features.
A final validation confirmed that the dataset contains no
missing values and no duplicate records, making it suitable for
reliable machine learning experimentation.

D. Feature Selection

This research focuses on improving Android malware
detection by reducing feature dimensionality using
regularization-based feature selection techniques. The study
employs three methods: L1 (Lasso), L2 (Ridge), and
ElasticNet. The objective is to identify the most relevant
features while minimizing redundancy, thereby enhancing
model efficiency and classification performance. The L1
regularization (Lasso) assigns coefficients to features and
eliminates less important ones by shrinking their weights to
zero, using the absolute value of the coefficients as a penalty
term in the loss function [15]. In contrast, L2 regularization
(Ridge) applies a squared penalty to the coefficients [16].
ElasticNet combines both L1 and L2 penalties to achieve a
balanced feature selection process that benefits from sparsity
and stability [17].

E. Classification Models

The classification stage in this study is based on multiple
machine learning models, including SVM [18, 19] and RF [20].
In addition, an ensemble model combining both classifiers is
utilized to improve prediction performance. The use of multiple
models allows the system to capture both linear and non-linear
patterns in the data, leading to more stable and reliable results.

F. Experimental Setup

Standard libraries such as Scikit-learn, NumPy, and Pandas
were used for model development and evaluation. All
experiments were conducted utilizing a fixed random seed (42)
to ensure reproducibility. The feature selection methods (L1,
L2, and ElasticNet) and classification models were
implemented using consistent Scikit-learn settings across all
experiments. Instead of relying on a single split, evaluation was
performed utilizing stratified 10-fold cross-validation, which
provides more stable results. Model performance was assessed
employing commonly used metrics such as accuracy, precision,
recall, Fl-score, ROC-AUC [21], and MCC. The final
comparison focused on how different feature selection methods
influence performance, with additional statistical testing used
to examine the significance of the observed differences.

II. RESULTS

The experiments were carried out using Python on Google
Colab. This platform provides an online environment that
makes it easier to run machine learning models without
depending on local hardware.

A. Cross-Validation Results

To evaluate the proposed model, a stratified 10-fold cross-
validation was used [22]. This method helps keep the class
distribution balanced in each fold and provides more reliable
results compared to a single train—test split. The results are
reported as mean + standard deviation for each metric. Table II
presents the performance of the ensemble model using 10-fold
cross-validation.

www.etasr.com

Alharbi & Marie: A Hybrid Feature Model for Android Malware Detection



Engineering, Technology & Applied Science Research

Vol. 16, No. 4, 2026, 37456-37463

37459

TABLE IL PERFORMANCE OF THE ENSEMBLE MODEL USING STRATIFIED 10-FOLD CROSS-VALIDATION
Feature ROC selection F1-score AUC Accuracy MCC Precision Recall
L2 0.9880 + 0.0059 0.9859 + 0.0062 0.9891 +0.0076 0.9875 + 0.0062 0.9987 +£0.0011
ElasticNet 0.9861 + 0.0099 0.9834 + 0.0093 0.9878 + 0.0081 0.9856 +0.0011 0.9988 +0.0157
L1 0.9855 +0.0063 0.9828 + 0.0075 0.9872 + 0.0095 0.9849 + 0.0066 0.9990 + 0.0009
None 0.9830 + 0.0078 0.9814 + 0.0087 0.9833 +0.0100 0.9823 + 0.0082 0.9987 +0.0011
ROC Curve Comparison for Hybrid Dataset
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Fig. 2. ROC curve comparison for the hybrid dataset using L1, L2, and ElasticNet.

As presented in Table II, all methods demonstrated high
performance, which confirms that the use of hybrid features is
effective for Android malware detection. Among the tested
methods, L2 achieved slightly more stable results, with an
accuracy of 0.988 + 0.0059 and an Fl-score of 0.9875 =+
0.0062. It also achieved the highest MCC, which suggests that
the model performed well on both classes. In contrast,
ElasticNet and L1 demonstrated similar results; however, these
methods underperformed compared to L2. The model without
feature selection performed worse in most metrics. Although
L1 achieved the highest ROC-AUC value, the difference with
the other methods was very small. These results indicate that
all methods were able to identify benign and malicious samples
effectively.

Figure 2 illustrates the comparison between the ROC
curves for the hybrid dataset using L1, L2, and ElasticNet. The
ROC curves show that all models achieved very high
performance, with AUC values being close to 1. The curves are
very similar, which indicates similar performance between L1,
L2, and ElasticNet. The strong ROC performance is related to
the important features selected by the model, as these features
help capture patterns that distinguish between benign and
malicious applications.

B. Statistical Significance Analysis

To check whether the differences between the methods are
statistically significant, a Wilcoxon signed-rank test was

performed. The results outlined in Table III show that all p-
values are greater than 0.05. This means that the differences
between L1, L2, and ElasticNet are not statistically significant.
Although L2 achieved slightly better accuracy and Fl1-score,
this improvement is small and may be due to normal variation
in the data rather than a real difference. This confirms that the
three methods have similar performance.

TABLE IIL. STATISTICAL SIGNIFICANCE ANALYSIS USING

THE WILCOXON SIGNED-RANK TEST

Comparison

Statistic

p-value

ElasticNet vs L1

5.0

0.375

ElasticNet vs L.2

7.0

0.203

IV. DISCUSSION

The results offer several insights into the behavior of
feature selection methods when applied to hybrid Android
malware datasets. Although all evaluated configurations
achieved high performance, the differences between them are
relatively small, indicating that the dataset itself contains strong
discriminative patterns.

The L2-based feature selection exhibited a slightly better
performance. Unlike L1, which tends to eliminate features
aggressively, L2 keeps most of the features while reducing
their influence. In the context of Android malware detection,
where several features, including permissions, API calls, and
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system behaviors, are often correlated, this characteristic
appears to be beneficial. Retaining related features, even with
reduced weights, may help the model capture more complete
patterns of malicious behavior. ElasticNet, which combines
both L1 and L2, showed competitive performance but did not
outperform L2. A possible explanation is that the dataset does
not require strong sparsity, as many features contribute useful
information. As a result, removing features too aggressively
may lead to a slight loss of information, which can explain the
marginal difference compared to L2.

The ensemble model also plays an important role in the
model's performance. By combining SVM and RF, the model
benefits from different learning mechanisms. SVM focuses on
defining optimal decision boundaries, while RF captures non-
linear relationships and interactions between features. This
combination appears to produce stable and balanced
predictions, as reflected in the high MCC values across all
configurations. These classifiers enable the framework to
leverage complementary learning mechanisms. Furthermore,
the relatively low standard deviations show the stability of
prediction and the low variability in the evaluation stage, which
demonstrates good stability.

Another important finding is the consistently high ROC-
AUC values across all methods. This indicates that the models
can separate benign and malicious samples effectively over
different decision thresholds. However, since these values are
very close to each other, they should be interpreted carefully
and not used alone to claim superiority of one method over
another. The statistical analysis further supports this
observation. The Wilcoxon signed-rank test showed that the
differences between ElasticNet and both L1 and L2 are not
statistically significant. This suggests that the small variations
observed in accuracy and Fl-score are likely due to a natural
variation in the data rather than a meaningful improvement.
Therefore, while L2 appears slightly better in practice, it cannot
be considered superior from a statistical perspective.

Overall, these findings indicate that the hybrid feature
representation is the primary factor driving the strong
performance of the model. The role of feature selection,
although important, appears to be secondary in this case. This
observation aligns with the idea that combining static and
dynamic features provides a more complete view of application
behavior, which improves detection performance regardless of
the specific selection method used.

A. Comparative Analysis

Research shows a strong trend toward using hybrid features
(static and dynamic) to improve Android malware detection.
For example, DroidMat achieved an accuracy of 97.87% by
combining permission analysis with API calls [23], while deep
learning models such as TSDNN reported higher accuracy,
reaching 99.63% [24]. In addition, it has been found that using
data balancing techniques such as SMOTE-Tomek can improve
the performance of RF models, reaching an accuracy of 0.993
with high recall [25].

In [23], accuracy exceeding 99% was obtained using
feature selection and ensemble models. The present study also
achieved high accuracy using hybrid features with L1, L2, and
ElasticNet. While there were some small numerical
discrepancies between L1, L2, and ElasticNet, the Wilcoxon
signed-rank test suggested that these differences were not
statistically significant. This indicates that the gains seen could
be due to variation in data and not necessarily to a performance
benefit. The results demonstrate that the hybrid feature
representation is more effective for detecting malware than the
regularization method adopted. When comparing the accuracy
differences between different approaches for feature selection,
the results must be interpreted carefully because they could be
influenced by the variability of the dataset.

The experimental results demonstrate that all the
regularization-based feature selection methods had relatively
similar performance. Somewhat more consistent results were
found across several evaluation metrics using L2
regularization. One possible explanation is that the set of
features in an Android malware dataset is often highly
correlated, and the permissions and API calls that result in
malware execution have similar characteristics. While L1 tends
to aggressively remove features, L2 preserves correlated
information and is less likely to affect the classification
behavior (as Feature weights), resulting in more stable
behavior.

These trends align with recent experimental results that
recorded an accuracy of 0.9880 when applying feature
selection (L2) to hybrid features. Furthermore, the Wilcoxon
signed-rank test confirms that superior performance is
primarily based on the quality and comprehensiveness of the
extracted hybrid features rather than the feature selection
algorithm itself.

B. Feature Interpretation

Figure 3 shows the top ten features selected by the L2
method on the hybrid dataset. Most of these features are related
to system calls, permissions, and API usage, which are often
linked to malicious behavior in Android applications. The good
performance of the hybrid dataset suggests that the fused
dataset can better represent the behavior of Android
applications by integrating with both static and dynamic
features. Static analysis is able to learn of structural data like
permissions or API calls, and dynamic analysis can learn of
activities and patterns at runtime. Combining both types of
features eliminates the restrictions of using a single type of
analysis. This indicates that having diverse features contributes
to significant Android malware detection performance
improvements.

These features appear across different tests, meaning that
they are stable and not selected by chance. This shows that the
model is learning real patterns from the data.
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Top 10 Features Selected by L2 on Hybrid Dataset
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Fig. 3.

Identification of the most important features helps
understand how the model classify if an application is
malicious or not. Selected features are primarily related to
permission granted, API invocations, and system activity that
are often linked to malicious activity on Android. These
characteristics can be suspicious behavior, such as improper
access to sensitive information, background execution of
activities, and irregular communication behavior. The presence
of these features across different validation folds demonstrates
their consistency and informative nature regarding behavioral
patterns, while bypassing randomness. The association of well-
known malware features further adds to the trustworthiness of
the proposed structure.

C. Limitations

The obtained results are specific to the datasets and
experimental setup used in this study. Therefore, the
conclusions drawn should not be generalized without further
validation on different datasets. Future work may explore more
diverse datasets and investigate the use of deep learning models
to further improve generalization.

There are a number of variables that could impact the
validity of the reported results. The dataset used in the study
may not contain all label inconsistencies that could be detected
in the pre-processing stage, or there could be sampling bias that
cannot be eliminated in the pre-processing stage. Also, the
results of this publication have not been validated on
independent datasets that enable the generalization beyond the
assessed experimental configuration. In addition, the current
study is based on publicly available data; thus, the complexity
of the current Android malware ecosystems might not be
captured. Future work should address these limitations with
larger and more diverse datasets.

0.5

15 2.0

1.0
Coefficient Magnitude

25 3.0

Top ten features selected by L2 on the hybrid dataset.

Even though the model achieved strong performance, there
are a few dataset-related limitations that need to be
acknowledged. The dataset used in this study does not provide
detailed insights into possible label noise. In real-world
settings, some applications might be mislabeled as benign or
malicious, and this can influence how the model learns and
slightly affect the reported results. While no clear
inconsistencies were found during the preprocessing stage, the
presence of labeling errors cannot be fully ruled out. Moreover,
the dataset did not include information about malware families
or any temporal structure. Therefore, it was not possible to
apply family-based or time-based splitting strategies. For this
reason, the evaluation was carried out using random cross-
validation. This setup does not fully represent real-world
conditions, where models are usually evaluated on newer or
previously unseen malware samples.

These limitations should be considered when interpreting
the findings. Using more recent datasets with richer annotations
in future work could provide a better understanding of how
well the proposed model generalizes in more realistic
scenarios.

V. CONCLUSION

This study proposed a hybrid model for Android malware
detection by combining static and dynamic features with
feature selection and ensemble learning. The proposed
framework was evaluated using stratified 10-fold cross-
validation on a hybrid dataset comprising 3,239 Android
applications and 675 combined static and dynamic features.
Among the evaluated methods, L2 achieved the highest
accuracy (0.9880 + 0.0059), Fl-score (0.9875 + 0.0062), and
MCC (0.9759 +0.0119).
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The results demonstrated that hybrid features achieved
comparatively consistent performance across the evaluated
metrics. In addition, the ensemble model Support Vector
Machine-Random  Forest (SVM-RF) provided stable
classification performance across validation folds. It also
helped to improve prediction stability and maintain a balance
between classes. In real cybersecurity scenarios, minimizing
false classifications and ensuring consistent detection behavior
are important for the security of mobile app analysis. While
statistical testing demonstrated no statistically significant
difference between the various methods applied during feature
selection, the results indicate that the performance of the
proposed framework is influenced by the adopted framework
of the hybrid features rather than by a particular regularization
approach. Overall, the findings indicate that combining
different features is more important than relying on a specific
feature selection method. Despite these limitations, the
proposed framework may help improve the effectiveness of
malware detection.

However, the study has a few limitations due to the limited
dataset and evaluation protocols. The lack of temporal and
malware family data in the dataset reduces the capacity of the
proposed framework, especially in a more realistic deployment
environment with new variants of previously unknown
malware. For future work, it is proposed to test the model on
recent datasets and explore deep learning approaches to further
improve performance. Al explainability methods, the usage of
more extensive datasets across platforms, and evaluation
methods considering time can be explored to enhance
generalization and interpretability. Overall, the findings of this
study should be taken as proof of performance for the dataset
and experimental protocol, and not as proof of overall
superiority.
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