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ABSTRACT 

This paper presents an Enhanced Montgomery Elliptic Curve Cryptography (ECC) scheme suitable for 

secure communication in resource‑constrained Wireless Sensor Networks (WSNs). While 

Montgomery‑based ECC is attractive for fast scalar multiplication, practical deployments on sensor nodes 

still suffer from significant encryption and decryption latency, non‑negligible energy consumption, and 

limited CPU and memory capability. To address these issues, the proposed design revisits the scalar 

multiplication ladder and unifies the differential addition formulas to reduce redundant field operations, 

while preserving the original security level. The scheme's performance was compared with those of the 

classical Weierstrass‑based ECC and the standard Montgomery implementation. Simulation results show 

that the proposed scheme shows a significant performance improvement in terms of execution time, energy 

consumption, and CPU encryption time, without increasing ciphertext size or memory requirements, while 

maintaining the level of cryptographic security and randomness. These findings indicate that the proposed 

scheme offers a practical public‑key solution for long‑lived, battery‑powered WSNs. 

Keywords-elliptic curve cryptography; Montgomery; CPU usage 

I. INTRODUCTION  

Elliptic Curve Cryptography (ECC) is one of the main 
building blocks of modern public-key security, especially in 
environments where bandwidth and processing power are 
scarce [1-3]. Montgomery curves are attractive because their 
arithmetic is efficient and well-suited to fast scalar 
multiplication, which underpins key exchange and digital 
signature operations [4]. In parallel, Wireless Sensor Networks 
(WSNs) are widely used in safety‑ and mission‑critical settings, 
including environmental monitoring, industrial automation, and 
smart-city infrastructures, where secure yet energy-conscious 
communication is required despite the tight hardware 
limitations of the sensor nodes [5]. Despite this apparent match, 
deploying Montgomery-based ECC in WSNs remains non-
trivial [6, 7]. Typical implementations still incur substantial 
encryption and decryption delays, high energy consumption, 
and notable memory and CPU overhead [8]. These drawbacks 

reduce node lifetime, threaten overall network robustness, and 
make applying strong public-key primitives in dense or long-
lived sensor deployments difficult [9]. Furthermore, many 
existing optimization approaches concentrate on a single 
performance aspect, such as runtime or memory, rather than 
jointly optimizing time, energy, and resource usage under 
realistic WSN operating conditions [10]. 

The ciphertext overhead follows a nearly constant trend for 
all examined plaintext lengths [11]. This behavior comes from 
the ECIES design, where every ciphertext always includes the 
same helper data: an ephemeral public key, a nonce, and an 
authentication tag, regardless of the payload size [12]. 
Consequently, the overhead is effectively decoupled from the 
plaintext size and is mainly determined by the chosen curve 
format. When ECC is instantiated over a short Weierstrass 
curve (secp192r1), both coordinates of the public point must be 
transmitted, producing a larger and more inflexible overhead 
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[13]. In contrast, Montgomery‑based variants only send a 
single u‑coordinate, which substantially reduces the size of the 
encapsulation. The persistence of this overhead pattern across 
different plaintext sizes indicates that the ciphertext expansion 
is not driven by the payload length but by the structure of the 
key encapsulation primitive itself [14]. This property is 
especially relevant in constrained environments such as those 
found in WSNs, where the cost of radio transmission is a 
primary contributor to the overall energy use [15]. 

This article proposes the Enhanced Unified Differential 
Addition formulation of the Montgomery ladder for elliptic 
curve cryptography, reducing computational complexity by 
removing precomputation steps and intermediate variables, and 
consequently lowering the number of field arithmetic 
operations required per scalar-multiplication iteration. This 
simplification is achieved without modifying the ladder 
invariant and while maintaining the constant-time execution 
property, thus being consistent with the Montgomery ECC 
security principle. The resulting Enhanced-Montgomery 
implementation shows significant performance improvements 
in terms of execution time, energy consumption, and CPU 
time, without increasing ciphertext size or memory 
requirements, while maintaining the level of cryptographic 
security and randomness. 

Encryption time grows only slightly as the plaintext 
becomes larger, and is mainly governed by the cost of the 
key‑agreement phase rather than by Advanced Encryption 
Standard-Galois/Counter Mode (AES‑GCM)’s per‑byte 
processing [16]. On secp192r1, scalar multiplication is 
relatively heavy because it repeatedly performs point‑doubling 
and point‑addition over a prime field, which accounts for the 
noticeably longer encryption times of ECC‑ECIES compared to 
Montgomery‑based schemes [17]. The Montgomery ladder, 
with its streamlined and constant‑time structure, supports much 
faster scalar multiplications, while the proposed 
Enhanced‑Montgomery design goes further by eliminating 
arithmetic redundancy through symmetric update relations (t⁺ 
and t⁻), yielding an additional speedup. The almost flat time 
curves show that, after a certain point, encrypting more bytes 
adds very little to the total runtime, as AES processes data in a 
streaming fashion with minimal per‑byte cost. Hence, the 
observed encryption times mainly capture the intrinsic 
efficiency of the different scalar‑multiplication algorithms [18]. 
The energy-consumption trend closely tracks the encryption-
time curve, since energy is obtained by multiplying execution 
time [19] with the (assumed) constant CPU power  
(E = P × t). With the processor’s power draw fixed during 
cryptographic routines, any change in runtime translates 
directly into a proportional change in energy [20]. As a result, 
ECC shows the largest energy usage because its scalar-
multiplication phase is longer, whereas the standard and unified 
Montgomery schemes incur noticeably lower energy costs. The 
Enhanced-Montgomery ladder consistently achieves the lowest 
energy values, confirming that its arithmetic refinements 
reduce the amount of work per encryption. The strong 
similarity between the time and energy plots is thus expected 
and reflects [21] how the computational load is distributed 
under a fixed-power model typical of low-power embedded 
platforms and WSN nodes [22]. 

Peak memory requirements differ only slightly among the 
three schemes because, in all cases, the ECIES processing 
pipeline reserves a comparable stack footprint during execution 
[23]. The measured memory mainly reflects temporary buffers, 
scalar-multiplication intermediates, ephemeral key material, 
and the AES working space [24]. Although ECC and 
Montgomery arithmetic have different intrinsic complexities, 
the Python implementation relies on high-level numeric objects 
whose allocations are broadly similar, which hides the finer 
memory distinctions that would be visible in a C or firmware-
level realization [25]. The only consistent difference is a 
modest reduction for Enhanced-Montgomery, stemming from 
fewer intermediate variables and a more compact algebraic 
flow. Overall, the nearly flat memory curve suggests that high-
level language overhead can dominate and obscure algorithmic 
memory optimizations, an important caveat when interpreting 
simulation results versus actual embedded deployments [26]. 
CPU time measures how long the processor is actively 
executing the encryption algorithm, ignoring any idle periods 
or delays from the operating system [27]. It therefore captures 
the intrinsic computational effort of the scheme. In line with 
expectations, ECC exhibits the highest CPU time because 
scalar multiplication on short Weierstrass curves is relatively 
heavy, involving many field operations and conditional 
branches [28]. Montgomery-based designs, by contrast, benefit 
from the ladder’s regular and lightweight arithmetic pattern, 
leading to much lower CPU times. The Enhanced-Montgomery 
variant achieves the smallest CPU-time values, indicating that 
its algebraic streamlining cuts down the number of 
multiplications and subtractions per ladder step. These CPU-
time results align well with the theoretical operation counts of 
each method and serve as a good proxy for their behavior on 
constrained microcontrollers, where CPU cycles are tightly tied 
to energy usage and device lifetime [29]. 

II. THE PROPOSED SCHEME 

The proposed solution introduces a mathematically 
streamlined unified differential‑addition step inside the 
Montgomery ladder. Instead of the classical scheme that relies 
on several intermediate variables (A, B, C, D, DA, CB) and 
multiple modular multiplications per iteration, the 
Enhanced‑Montgomery design directly updates the projective 
x‑coordinates as: 

X3=(X1Z2+Z1X2)2, Z3=(X1Z2−Z1X2)2⋅u   (1) 

where ( �1 : �1 ) (X1 :Z1 ) encode the difference point � and  
u = x(P). 

These formulas are algebraically equivalent to the standard 
differential‑addition rules under projective equivalence, so they 
produce the same point on the Montgomery curve while 
eliminating the precomputation block and several field 
multiplications. Consequently, each ladder step requires fewer 
finite‑field operations, reducing scalar‑multiplication time and 
energy consumption in wireless sensor nodes, without 
changing the curve parameters, key sizes, or security level of 
the conventional ECC and standard Montgomery 
implementations. The block diagram of the Enhanced 
Montgomery ECC, which is an improvement of the 
Montgomery ECC and the Classic ECC, is shown in Figure 1.  
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Unified Differential Addition: 

MSB-LSB kt bit Processing (loop downto from 255 until 1): 

1. cswap : (X2, Z2); (X3, X3)

2. Precomputing doubling: 

     A = X2 + Z2, B = X2 − Z2, AA = A², BB = B², E = AA − BB.

3. Unified differential Addition:

    X3 = (X1.Z2 + Z1.X2)
2

    Z3 = (X1.Z2 – Z1.X2)
2
.u

5. Montgomery Doubling :

    X2 ← AA · BB, Z2 ← E · (AA + A24 · E)

Key Generation:

Uout = X2,Z2
p-2

 (mod p)

Key Generation and Scalar Multiplication

Start

Montgomery Curve Initialization:
1. p (modulus); p = 2

255
 – 19

2. A (curve parameter for X25519), A=486662
3. A24 (derived constant); A24=  (A+2)/4 = 121666

Initialization of point pairs in x-projective form:
1. X1: copy of u (used in differential addition)
2. (X2, Z2) ← (1, 0): represents R = O (the point at infinity), 
since x = 1/0 ≡ ∞.
3. (X3, Z3) ← (u, 1): represents R + P = P, since x = u/1 = u.

Ladder invariant:
- (X2 : Z2) = x(R)
- (X3 : Z3) = x(R + P)

MSB-LSB kt bit Processing (loop downto from 255 until 1): 
1. cswap : (X2, Z2); (X3, Z3)
2. Precomputing doubling: 
     A = X2 + Z2, B = X2 − Z2, AA = A², BB = B², E = AA − BB.
3. Prekomputing differential-addition:
    C = X3 + Z3, D = X3 − Z3, DA = D·A, CB = C·B.
4. Differential Addition :
    X3 ← (DA + CB)², Z3 ← X1 · (DA − CB)².
5. Montgomery Doubling :
    X2 ← AA · BB, Z2 ← E · (AA + A24 · E)

3. Precomputing differential-addition:
    C = X3 + Z3, D = X3 − Z3, DA = D·A, CB = C·B.
4. Differential Addition :
    X3 ← (DA + CB)², Z3 ← X1 · (DA − CB)².

End

Key Agreement and Encryption

Key Generation:

Private key -> k; Public key -> U = 32-

byte encode (Uout); U = x(k·G)

Key Agreement (ECDH)

Key Derivation (HKDF)

Symmetric Encryption

Private Key :
1. k: private key (an integer scalar) after  
X25519 clamping.
2. kₜ: the t-th bit of k processed in each 
iteration (from MSB to LSB)

Input Point :
1. u : x(P), x-coord. of point P on curve (for 
the public key u=9=x(G))
2. P: point on the curve whose x-coordinate 
equals u

 

Fig. 1.  Blok diagram of the Enhanced Montgomery ECC. 
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Figure 1 shows the Montgomery ladder-based Montgomery 
ECC workflow for scalar multiplication, which is executed by 
processing bits from the MSB to the LSB. In conventional 
implementations, each ladder iteration involves a 
precomputation step for differential addition (Step 3) and a 
differential addition update (Step 4), followed by a doubling 
operation in the next step. The contribution of this research is 
to replace the conventional calculation sequence in Steps 3 and 
4 with a single "Unified Differential Addition" block, thereby 
eliminating the precomputation step and intermediate variables. 
As a result of this replacement, the main loop block of the 
ladder is represented in a more compact form, as indicated by 
the green box in the Figure, without changing the bit 
processing mechanism, ladder invariants, or constant-time 
execution properties. 

A. Optimization of the Unified Differential Addition Formula 

In the conventional Montgomery ladder implementation 
[7], the differential addition process requires a number of 
intermediate variables to compute the result of point addition in 
projective coordinates. The formula steps for the intermediate 
variable computation stage have a form that has been proven 
secure against side-channel attacks because it is executed in 
constant time. However, this method still requires many 
modular operations consisting of eight modular multiplications 
and several addition and subtraction operations, which 
consume significant computational and memory resources. We 
propose an optimized form of the unified differential addition 
formula as follows: 

�� = (�	. �� + �	. ��)
�    (2) 

�� = (�	. �� − �	. ��)
�. �    (3) 

where u = x(P) represents the x-coordinate of the difference 
point P = R1−R2.  

This formula directly combines addition and subtraction 
operations without requiring intermediate variables such as A, 
B, C, D, DA, and CB. Thus, the entire differential addition 
precomputation block can be completely eliminated. 

B. Arithmetic Simplification of the Differential Addition 

This study simplifies the differential addition stage of the 
Montgomery ladder by rearranging the conventional algebraic 
expressions into a reduced form. This rearrangement eliminates 
intermediate variables and precomputation steps without 
changing the ladder structure, computation invariants, or 
constant-time execution properties, thus remaining consistent 
with the Montgomery ECC security principles. As a starting 
point, scalar multiplication in the Montgomery ladder is 
represented in projective coordinates (X: Z), with the affine 
mapping x = X/Z. At each ladder iteration, two points are 
simultaneously maintained, � and R+P, with the principal 
invariant:  

R1 − R0 = P     (4) 

This invariant constrains the space of allowable 
transformations, so any algebraic reformulation must remain 
consistent with this relationship. 

In the conventional Montgomery formulation, the 
differential addition process is realized through a number of 
intermediate variables and pre-computation steps, which 
directly increase the burden of field arithmetic operations at 
each iteration. The analysis in this study shows that this 
complexity is not an inherent consequence of the geometry of 
the Montgomery curve, but rather stems from the algebraic 
representation used in the calculation. Based on this 
observation, simplification is directed at restructuring the 
differential addition expression so that the calculation result 
can be obtained directly from the coordinate pairs (X2, Z2) and 
(X3, Z3), without involving intermediate variables or additional 
pre-computation steps. In every iteration, the ladder maintains 
an invariant: 

x(R) = (X2: Z2) ; x(R+P) = (X3 : Z3)  (5) 

with the difference between the two being P, where: 

x(P) = (X1:Z1) => u = X1/Z1   (6) 

In projective coordinates, two pairs (X:Z) that differ only 
by a non-zero scale factor λ represent the same point: 

(X:Z)∼(λX:λZ) 

The resulting symmetric expression directly combines the 
addition and subtraction operations of coordinates in a finite 
field. By rearranging the arithmetic formulation at the 
differential addition stage, two main nodes are obtained that 
represent the calculation results without involving intermediate 
variables: 

X3(new) = (X1Z2 + Z1X2)2 

Z3(new) = (X1Z2 – Z1X2)2. U   (7) 

where u = X1/Z1= x(P) 

These equations represent the results of the unified 
differential addition, where addition and subtraction operations 
are combined directly without the need for precomputation or 
intermediate variables. Because this formulation maintains 
ladder invariants and does not introduce conditional branching, 
the constant-time execution property of the Montgomery ladder 
is also maintained: 

X3Z2 - Z3X2  1/Z1 (X1Z2 – Z1X2)  (8) 

Z3(new) = X1.(1/Z1)2(X1Z2 – Z1X2)2   => 

(1/Z1)2  (1/Z1) 

= (X1/Z1).(X1Z2 – Z1X2)2 = (X1Z2 – Z1X2)2. u   

where u = X1/Z1 = x(P) and therefore: 

Z3(new) = (X1Z2 – Z1X2)2. U   (9) 

III. RESULTS 

This section compares three elliptic‑curve configurations 
for WSNs: a baseline Weierstrass ECC, a standard 
Montgomery scheme, and the proposed 
Enhanced‑Montgomery scheme. The analysis focuses on 
WSN‑relevant metrics, i.e. encryption and decryption latency, 
energy consumption, peak memory, and CPU time, with all 
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variants implemented on the same software stack and sensor 
platform, and each value averaged over multiple runs. 

Before running the simulation, several general 
configuration parameters were defined to ensure a consistent 
and reproducible experimental environment. The processor 
power consumption was assumed to be constant at 0.015 W, 
representing a typical power level for low-power embedded 
processors commonly used in wireless sensor nodes. To obtain 
statistically stable measurements, each experimental 
configuration was repeated 30 times, and the reported values 
correspond to the averages of these runs. The plaintext payload 
size used in the experiments was varied to evaluate the 
scalability of the cryptographic algorithms with respect to 
message length. Specifically, the payload size ranged from 16 
× 10240 bytes (approximately 160 KB) to 16 × 10240 × 24 
bytes (approximately 3.84 MB). This range allows the 
evaluation of encryption time, decryption time, energy 
consumption, memory usage, and CPU time across different 
communication loads that may occur in WSN environments. 
For the classical elliptic-curve baseline, the experiments used 
the secp192r1 curve (NIST P-192), which is widely adopted in 
cryptographic applications. This elliptic curve is defined over a 
prime finite field, where the parameter p denotes the prime 
modulus that determines the arithmetic field used in the 
elliptic-curve computations. The parameters a and b represent 
the coefficients of the elliptic-curve equation that define the 
curve structure. The base point G, defined by the coordinates 
(Gx, Gy), represents the generator point of the elliptic-curve 
group. This point is used as the starting element for scalar 
multiplication operations during key generation and key 
agreement. The parameter n denotes the order of the base point, 
indicating the number of points in the cyclic subgroup 
generated by G. The curve is therefore specified by the 
following domain parameters: 

 p = 
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFF
FFFFF 

 a = −3(modp) 

 b = 
64210519E59C80E70FA7E9AB72243049FEB8DEECC14
6B9B1 

 Gx = 
188DA80EB03090F67CBF20EB43A18800F4FF0AFD82F
F1012 

 Gy = 
07192B95FFC8DA78631011ED6B24CDD573F977A11E7
94811 

 n = 
FFFFFFFFFFFFFFFFFFFFFFFF99DEF836146BC9B1B4
D22831 

These parameters follow the official NIST P-192 domain 
parameter specification and serve as the reference 
configuration for the baseline ECC implementation used in the 
comparative evaluation. 

The results indicate that ciphertext overhead differs 
markedly between the classical ECC and the two 
Montgomery‑based schemes, while standard and Enhanced 
Montgomery exhibit nearly identical overhead, as illustrated in 
Figure 2. The large ciphertext overhead of the classic ECC at 
76 bytes is still much larger than the standard Montgomery 
ECC's, which is the same with that of Enhanced Montgomery 
at 60 bytes. 

Regarding encryption time at the sender, the Enhanced 
Montgomery ECC is still the fastest as shown in Figure 3. 

The difference in time required for encryption is shown in 
Figure 4. The implementation of the enhanced Montgomery 
shows that the encryption time is 7.038 ms faster than that of 
the standard Montgomery and 259.765 ms faster than the one 
of ECC. 

 

 

Fig. 2.  Ciphertext overhead. 
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Fig. 3.  Encryption time. 

 

Fig. 4.  Average encryption time. 

Over the entire range of payloads, ECC‑ECIES exhibits the 
highest energy demand, with values clustering around 
4.0×10−3–5.0×10−3 J per encryption, and only modest variation 
as the plaintext grows. In contrast, both Montgomery‑based 
variants operate in a much lower energy regime, roughly an 
order of magnitude below the Weierstrass implementation. The 

standard Montgomery scheme consistently outperforms ECC, 
but the Enhanced‑Montgomery design further reduces the 
energy cost for almost all data sizes, reflecting the benefits of 
its optimized scalar‑multiplication routine, as shown in Figure 
5. 

The bar chart in Figure 6 summarizing the averages makes 
this contrast explicit: the baseline ECC configuration requires 
approximately 4.5×10−3 J per encryption, whereas the standard 
Montgomery scheme lowers this figure to about 7.09×10−4 J, 
and the Enhanced‑Montgomery variant achieves the smallest 
average energy consumption of roughly 6.03×10−4 J. This 
corresponds to an energy saving of around 84–87% compared 
to the Weierstrass‑based ECC baseline, which is highly 
significant for battery-powered sensor nodes. 

Figure 8 shows that peak memory usage is essentially the 
same for all three schemes and is driven almost entirely by the 
plaintext size rather than by the curve choice. 

 

 

Fig. 5.  Encryption energy consumption. 
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Fig. 6.  Average encryption energy. 

 

Fig. 7.  Average peak memory usage. 

 

Fig. 8.  Average CPU time comparison. 

The bar in Figure 7 summarizes average peak memory: The 
acquired values of standard ECC, Montgomery, and 
Enhanced‑Montgomery all lie around 5.23×106 bytes, with 
only marginal differences. The line plot reinforces this 
observation: for each plaintext length, the three curves are 
practically indistinguishable and increase linearly with payload 
size. This indicates that the ECIES implementation allocates a 
similar working set of buffers, intermediate values, and 
encryption workspace regardless of the underlying 
elliptic‑curve formulation. Any algorithmic savings in 
temporary storage for Enhanced‑Montgomery are therefore 
overshadowed by the dominant, payload‑proportional buffer 
requirements of the high‑level implementation. 

The CPU-time measurements provide a clear view of the 
computational effort required by each elliptic-curve 
configuration during encryption. Across all tested plaintext 
sizes, the standard Weierstrass-based ECC implementation 
consistently exhibits the highest CPU times, reflecting the 
relatively heavy scalar multiplication on short-Weierstrass 
curves. In contrast, both Montgomery-based schemes operate 
in a substantially lower CPU-time regime, due to the regular 
ladder structure that minimizes control-flow complexity and 
arithmetic overhead (Figure 9). Among them, the Enhanced-
Montgomery variant achieves the smallest CPU-time values for 
nearly all data lengths, indicating that its algebraic refinements 
effectively reduce the number of field operations per scalar-
multiplication step. 

In Figure 10, the near-flat profile of all three curves as the 
payload grows suggests that CPU time is dominated by the 
key-agreement phase rather than by the symmetric-data path, 
so changes in plaintext size have only a marginal impact on the 
total processor workload. These results confirm that the 
observed CPU-time differences mainly capture the intrinsic 
efficiency of the underlying scalar-multiplication algorithms, a 
factor that is directly relevant for WSN nodes where available 
CPU cycles are tightly linked to energy budget and device 
lifetime. 

 

 

 

 

Fig. 9.  Peak memory usage. 
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Fig. 10.  CPU time. 

 

Fig. 11.  Decryption time comparison. 

Figure 11 confirms this trend for individual plaintext sizes. 

ECC decryption times fluctuate between roughly 135 ms and 

220 ms, with no strong dependence on payload length. By 

contrast, the Montgomery‑based curves lie in a much lower 

band: the standard Montgomery scheme generally ranges from 

20 to 45 ms, and the Enhanced‑Montgomery implementation 

from 18 to 42 ms, with the enhanced curve almost always 

lying slightly below the standard one. The relatively flat 

shapes of all three curves indicate that decryption cost is 

dominated by the scalar‑multiplication and key‑agreement 

phase rather than by the symmetric data processing, so 

increasing the plaintext size has only a modest effect on total 

runtime. 
The bar chart in Figure 12 shows that standard 

Weierstrass‑based ECC has by far the slowest average 
decryption time, at about 171.381 ms per message. In 
comparison, the conventional Montgomery scheme reduces the 
mean decryption time to roughly 32.561 ms, while the 
Enhanced‑Montgomery design further lowers it to around 
29.080 ms. Thus, both Montgomery variants are more than five 
times faster than the baseline ECC implementation, and the 
enhanced version offers the best overall performance. 

 

Fig. 12.  Average Decryption time. 

Taken together, these results show that the 
Enhanced‑Montgomery approach is the most efficient option in 
terms of decryption time, followed closely by the standard 
Montgomery scheme, while traditional ECC is clearly the least 
suitable for latency‑sensitive and resource‑constrained 
deployments such as WSNs. 

Figure 13 confirms this pattern for individual payload 
lengths. The ECC curve fluctuates in the range of 
approximately 0.0020–0.0033 J, with no strong dependence on 
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plaintext size. In contrast, the two Montgomery curves remain 
clustered between about 0.00025 J and 0.00075 J, with the 
Enhanced‑Montgomery line generally lying slightly below the 
standard Montgomery line. The relatively flat profiles across 

growing plaintext sizes indicate that decryption energy is 
dominated by the elliptic‑curve key‑agreement cost rather than 
by the symmetric data path, so increasing the payload 
contributes only marginally to the total energy budget. 

 

 

Fig. 13.  Decryption energy. 

Standard ECC shows the highest average decryption energy 
at about 0.002571 J per message (Figure 14). The Montgomery 
implementation lowers this to roughly 0.000488 J, while the 
Enhanced‑Montgomery scheme achieves the smallest average 
value of around 0.000436 J. Thus, both Montgomery variants 
reduce decryption energy by almost an order of magnitude 
compared with the Weierstrass‑based ECC baseline, and the 
enhanced version is the most economical overall. 

Overall, these results show that the Enhanced‑Montgomery 
offers the best decryption‑energy efficiency, followed closely 
by standard Montgomery, while classical ECC is clearly the 
least suitable choice for energy‑constrained deployments such 
as WSNs. 

The line graph in Figure 15 confirms this: the three curves 
overlap from roughly 4×10⁵ up to about 1.18×10⁷ bytes as the 
payload increases, indicating that memory is dominated by 
ECIES buffers and the runtime environment rather than by the 

specific elliptic‑curve arithmetic. Consequently, all three 
approaches can be regarded as effectively equivalent with 
respect to peak memory requirements in WSN‑like settings. 

 

 

Fig. 14.  Average decryption energy. 

 

 

Fig. 15.  Peak decryption memory usage. 
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Fig. 16.  CPU time vs plaintext size (decryption). 

From the bar chart in Figure 17, the average peak memory 
is about 5235791.5 bytes for standard ECC, 5235297.2 bytes 
for Montgomery, and 5235283.9 bytes for 
Enhanced‑Montgomery. The differences are extremely small 
well below 1% so no method offers a meaningful advantage in 
terms of peak memory. 

In Figure 16, the ECC curve is clearly the highest, with 
CPU times roughly in the range of 0.14–0.22 s across all 
payload sizes. In contrast, both Montgomery variants stay in a 
much lower band, around 0.02–0.05 s, and show only modest 
variation with plaintext length. This indicates that the bulk of 
the CPU cost comes from the elliptic‑curve computations, not 
from processing additional bytes of data. 

 

 

Fig. 17.  Average decryption peak memory usage. 

Figure 18 summarizes the averages: standard ECC requires 
about 0.166 s of CPU time per decryption, whereas both the 
standard Montgomery and Enhanced‑Montgomery schemes 
need only about 0.031 s on average. This corresponds to 
roughly a reduction in CPU time compared with the 
Weierstrass‑based ECC baseline. Since lower CPU time 
directly translates to fewer processor cycles and reduced energy 
use in WSN nodes, the Montgomery‑based approaches are 
clearly superior, with Enhanced‑Montgomery matching the 
best CPU‑time performance. 

 

 

Fig. 18.  Average CPU time. 

The evaluation of the randomness of the encrypted 
bitstream was carried out using the NIST Statistical Test Suite 
(SP 800-22) at a significance level of α=0.01. The results can 
be seen Table I. 

It can be seen that all three schemes pass 18 randomness 
tests at α = 0.01, with p-values well above the 0.01 threshold. 
This means that statistically, all three schemes have equivalent 
levels of randomness (entropy, absence of global patterns, and 
low linear complexity), so the Montgomery Enhanced 
modification only improves computational efficiency without 
reducing the quality of randomness or the level of 
cryptographic security compared to standard ECC and regular 
Montgomery. 

IV. CONCLUSION 

This study introduced an Enhanced‑Montgomery 
elliptic‑curve scheme that systematically improves the 
practicality of public‑key cryptography in Wireless Sensor 
Networks (WSNs). By unifying and simplifying the 
differential‑addition stage in the Montgomery ladder, the 
proposed design reduces the number of field operations while 
keeping the underlying security level unchanged. 
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TABLE I.  NIST STATISTICAL TEST SUITE (SP 800-22) RESULTS 

No test p_value ECC Standard p_value ECC Montgomery p_value Enhanced Montgomery pass 

1 Frequency (monobit) 0.741199834 0.205588037 0.851366808 TRUE 

2 Block frequency 0.651761059 0.163747486 0.434633235 TRUE 

3 Cumulative sums (forward) 0.878035869 0.210035578 0.666983069 TRUE 

4 Cumulative sums (backward) 0.582882221 0.375060955 0.83956174 TRUE 

5 Runs 0.633272726 0.386656072 0.426434315 TRUE 

6 Longest Run 0.348047384 0.941262041 0.744795251 TRUE 

7 Rank (32×32) 0.075793112 0.051507947 0.072578924 TRUE 

8 FFT (spectral) 0.674054877 0.424938399 0.638304582 TRUE 

9 Non-overlapping template (m=9) 0.82408476 0.303807751 0.369094395 TRUE 

10 Universal (Maurer) 0.614775409 0.656649092 0.939418814 TRUE 

11 Approximate entropy (m=2) 0.717593795 0.178856283 0.1579412 TRUE 

12 Random excursions 0.113927666 0.094812674 0.117903348 TRUE 

13 Random excursions variant 0.054659597 0.179156939 0.072813333 TRUE 

14 Serial (p1) m=2 0.845018377 0.307914434 0.716174854 TRUE 

15 Serial (p2) m=2 0.633220396 0.385326014 0.426420561 TRUE 

16 Linear Complexity (M=500) 0.581483279 0.511178699 0.259300032 TRUE 

 

Across all experiments, Enhanced Montgomery 
consistently achieved the lowest encryption and decryption 
times, the smallest CPU time, and the lowest energy 
consumption, while maintaining ciphertext overhead and peak 
memory usage essentially identical to the values of standard 
Montgomery ECC and clearly below those of the 
Weierstrass‑based baseline. These results show that the main 
cost driver in ECC‑ECIES for WSNs is the 
scalar‑multiplication routine, and that careful algebraic 
engineering of this step can yield performance gains of about 
one order of magnitude in time and energy costs without 
weakening randomness or statistical security. Consequently, 
the Enhanced Montgomery emerges as a compelling choice for 
long‑lived, battery‑powered WSN deployments that demand 
strong cryptographic protection under strict latency and 
resource constraints. 
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