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ABSTRACT 

This paper designs and evaluates an Information Security Management System (ISMS) model tailored for 

technology-sector Small and Medium-sized Enterprises (SMEs) in Metropolitan Lima. The model 

integrates the International Organization for Standardization/International Electrotechnical Commission 

(ISO/IEC) 27001:2022 standard with operational guidance from National Institute of Standards and 

Technology (NIST) Special Publication (SP) 800-53 and incorporates decision-support frameworks such as 

Factor Analysis of Information Risk (FAIR) (for economic impact assessment) and Common Vulnerability 

Scoring System (CVSS) v3.1 (for vulnerability severity). Structured around the Plan–Do–Check–Act 

(PDCA) cycle, the model introduces three custom metrics—the Global Model Compliance Metric 

(GMCM), the Improvement Index per Evaluation Cycle (IIEC), and the Associated Residual Risk Index 

(ARRI)—to monitor maturity progression and residual risk levels. A six-month pre- and post-

implementation evaluation in a single SME showed a 9-percentage-point increase in GMCM and a 22-

percentage-point reduction in ARRI, reflecting an improved security control posture while acknowledging 

the constraints of short-term assessment. The paper presents the theoretical foundation for the proposed 

hybridization, details the ISO–NIST control mapping, formalizes the new metrics, and explains how FAIR 

and CVSS jointly inform prioritization. Finally, it discusses threats to validity and outlines a practical 

adoption roadmap for SMEs. The generalization of results remains tentative and calls for longitudinal 

replication across multiple organizations. 

Keywords-cybersecurity; ISO 27001; SMEs; information security management; risk assessment; NIST; FAIR; 

PDCA; CVSS   



Engineering, Technology & Applied Science Research Vol. 16, No. 2, 2026, 34316-34326 34317  
 

www.etasr.com Quispe-Kobashikawa et al.: Enhancing Information Security in Technology Small and Medium-Sized … 

 

I. INTRODUCTION  

The COVID-19 pandemic and the global lockdown of 2020 
triggered a sharp rise in cybercrime worldwide, a trend that has 
continued in subsequent years. This increase has been driven 
mainly by the widespread adoption of remote communication 
and collaboration tools, which expanded the attack surface of 
organizations [1]. Reports indicate a steady growth in cyber 
threats: detections of malicious files increased by 3% between 
2022 and 2023 [2], more than 75% of incidents are associated 
with phishing and social engineering [3], and phishing cases 
rose by 442% between the first and second halves of 2024 [4]. 

In Peru, reports of cybercrime grew by 65% between 2019 
and 2021, with around 70% of cases related to fraud and 
identity theft [5, 6]. At the regional level, Latin American 
organizations experience an average of 2,569 cybersecurity 
incidents per week—40% above the global average [7]. This 
situation is mainly attributed to limited investment in 
cybersecurity infrastructure and the low adoption of 
Information Security Management Systems (ISMSs). 

Although various technological measures—such as Data 
Leakage Prevention (DLP) systems, User and Entity Behavior 
Analytics (UEBA), and advanced access controls—have been 
implemented, studies show that around 90% of successful 
phishing attacks stem from human error [8]. Therefore, an 
effective information security strategy must integrate 
technological, human, and organizational dimensions. 

The persistent rise of cyber threats, together with the 
resource constraints typical of Small and Medium-sized 
Enterprises (SMEs), underscores the need for pragmatic and 
scalable security programs that adhere to international 
standards while remaining feasible to implement. SMEs, 
particularly in the technology sector, face recurring challenges 
such as phishing, credential compromise, and cloud 
misconfigurations, which are often intensified by limited 
budgets and personnel. 

In response to this challenge, this paper proposes a hybrid 
ISMS model tailored to technology-sector SMEs in 
Metropolitan Lima. The model integrates International 
Organization for Standardization/International Electrotechnical 
Commission (ISO/IEC) 27001:2022 as the structural 
foundation, harmonizes selected controls with National 
Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-53 to enhance operational applicability, 
employs Factor Analysis of Information Risk (FAIR) to 
quantify the economic impact of risks, and uses Common 
Vulnerability Scoring System (CVSS) v3.1 to assess technical 
vulnerability severity. The model follows the Plan–Do–Check–
Act (PDCA) cycle and introduces three monitoring metrics—
the Global Model Compliance Metric (GMCM), the 
Improvement Index per Evaluation Cycle (IIEC), and the 
Associated Residual Risk Index (ARRI)—to measure maturity 
progression and residual risk. 

A six-month case study conducted in a local SME showed a 
9-percentage-point increase in GMCM and a 22-percentage-
point reduction in ARRI, indicating an improved security 
posture. These results suggest that a hybrid approach can 

strengthen governance and control efficiency while 
maintaining feasibility in resource-limited environments. The 
proposal also outlines a practical adoption roadmap and a risk 
schedule that links common SME risks with corresponding 
ISO/NIST controls. 

Unlike prior descriptive works on ISO/IEC 27001 adoption, 
this study integrates ISO, NIST, FAIR, and CVSS under a 
unified and role-specific framework, introduces measurable 
metrics for continuous improvement, and defines an ISO–NIST 
harmonization protocol adapted to the SME context. This 
contribution aims to provide a structured, evidence-based 
approach for strengthening information security management 
in technology-sector SMEs in Metropolitan Lima and, by 
extension, in similar organizations across Latin America.  

To ground this proposal within the existing body of 
knowledge, the introduction draws on prior research on 
information security management and risk governance in 
SMEs. These studies identify key drivers of information loss, 
their organizational impact, and the constraints SMEs face 
when adopting international standards.  

A. Internal and External Factors Affecting the Loss of 

Sensitive Information 

The five articles analyzed offer a comprehensive view of 
the internal and external factors that influence the likelihood of 
incidents related to the loss of sensitive information in business 
environments. Authors in [9] and [10] highlight internal factors 
such as security awareness, staff training, and organizational 
leadership. Authors in [11] emphasize the importance of having 
adequate security policies and controls in place. 

Complementarily, the research analyzed recognizes the 
impact of external variables, particularly the evolving 
regulatory framework and the increasing sophistication of 
cyber threats. However, each academic work addresses this 
issue from particular perspectives: the industrial process sector 
[12], the context of the COVID-19 pandemic [9], 
vulnerabilities to social engineering attacks [11], and privacy 
challenges in physical access control systems [13]. 

Authors in [14] show that during the COVID-19 pandemic, 
both exogenous factors (global disruption and government 
policies) and endogenous factors (organizational response 
capacity) led to a notable increase in companies' exposure to 
security breaches. The temporal analysis reveals a direct 
correlation between this period and the simultaneous increase 
in the frequency of incidents, their level of technical 
complexity, and the volume of compromised information. 
These results underscore the critical need to develop proactive 
strategies to anticipate and mitigate risks in crisis scenarios. 

B. Cybersecurity Strategies and their Impact on Mitigating 

Information Leaks 

The articles analyzed comprehensively address the 
cybersecurity models and methodologies applied to counteract 
information leaks in the business environment. In particular, 
studies [15] and [16] highlight the adoption of the ISO/IEC 
27001 standard as a reference framework for information 
security management. This standard provides an organized 
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system of controls and procedures designed to safeguard 
critical data and reduce the risks associated with their leakage. 

On the other hand, studies [17] and [18] analyze the 
implementation of cryptographic techniques and risk 
assessment methodologies as measures to prevent information 
leaks. Among these strategies, the use of advanced encryption 
algorithms and the systematic identification of vulnerabilities 
in corporate infrastructures stand out. Complementarily, 
research [19] and [20] addresses cyber-resilience approaches 
and layered security architectures, which aim to strengthen 
organizations' ability to detect, adapt, and respond to threats, 
thereby reducing the impact of potential breaches of 
confidential data. 

Furthermore, authors in [21] propose a comprehensive 
framework for cyber risk management, highlighting the need to 
proactively identify, assess, and manage threats in 
organizational contexts. Along the same lines, studies [22] and 
[23] introduce methodologies based on multi-criteria decision 
techniques and specialized risk analysis models. These 
approaches facilitate the systematic assessment of threats, 
allowing actions to be prioritized, key vulnerabilities to be 
detected, and the distribution of resources to be optimized in 
order to strengthen IT security. 

In the field of information leak prevention, various studies 
have adopted strategies that combine comprehensive policies, 
critical success factors, regulatory frameworks, and ethical 
components. Comparative analyses between industrial sectors 
and national regulations [24, 25] demonstrate the relevance of 
implementing robust policies, in addition to highlighting the 
fundamental role of government agencies in establishing 
standards and incentive mechanisms. The specialized literature 
[26-28] also reveals that incorporating ethical principles into 
decision-making processes can enhance organizational security 
culture, thereby reducing the likelihood of incidents and 
improving protection against information leaks. 

C. Effects of Information Loss Incidents on Organizational 

Performance and Positioning 

The literature review reveals the significant impact that 
information loss incidents have on organizational development, 
affecting key dimensions such as economic growth, 
competitive position, and corporate reputation. Studies [12] and 
[29] show consensus in identifying particularly serious 
consequences for competitiveness and business expansion 
when security breaches occur. These studies emphasize that 
maintaining rigorous IT protection standards is essential to 
preserving stakeholder confidence, while also quantifying the 
high costs associated with leaks, including both the operational 
costs of containing incidents and the intangible damage to the 
institutional image. 

A relevant finding from authors in [29] indicates a positive 
correlation between ISO/IEC 27001 certification and corporate 
financial performance, reinforcing the strategic value of 
implementing robust security frameworks. This perspective is 
complemented by the analysis in [21], which examines in depth 
the cost-benefit ratio of investments in cybersecurity versus 
digital risks. The research quantifies how data breaches can 
slow business development in three main ways: reputational 

damage, loss of competitive advantage, and erosion of market 
confidence. While these results are consistent with the 
conclusions of [12] and [29], authors in [21] provide a more 
granular analysis of preventive cost structures and their 
effectiveness in neutralizing cyber threats. 

The research in [30] and [31] shows that the consequences 
of data breaches transcend the economic and reputational 
spheres, extending even to the deterioration of public trust in 
public institutions when they are compromised. 

As a final finding, the analysis in [32] identifies that low 
security awareness and the lack of effective strategies to 
promote it significantly increase exposure to cyber threats, 
affecting both staff and the organization as a whole. These 
results are supported by the work in [33], which analyzes 
organizational behavior patterns in information security. This 
study emphasizes three critical factors: adherence to 
established security policies, adequate perception of digital 
risks, and ongoing staff training. The results show that 
individual user practices are a determining factor in the 
effective protection of information assets. 

D. Importance of Staff Awareness in Managing Incidents of 

Information Loss 

Authors in [11] highlight the importance of continuously 
training employees in social engineering techniques and 
security protocols to mitigate threats such as phishing and 
malware, thereby reducing the risk of leaks. This perspective 
coincides with [34], which states that the effectiveness of 
security controls depends directly on the level of knowledge of 
the staff, as they are the ones who implement them in practice. 
Complementarily, authors in [35] analyze the cybersecurity 
behavior of young adults, identifying psychosocial factors that 
influence their practices and, therefore, organizational security. 
These findings broaden the understanding of how basic 
security training affects emotional and cognitive responses to 
cyberattacks, as demonstrated by authors in [36], who studied 
the psychological impact of digital victimization.  

Such evidence suggests that awareness strategies should 
integrate both technical and emotional components, an 
approach supported by authors in [37] and [38], who propose 
personalized programs that combine specialized training with 
psychological principles and persuasive communication 
techniques. In this way, organizations can tailor awareness 
initiatives to individual needs, improving their effectiveness. In 
line with this, authors in [39] confirm that the degree of staff 
awareness is crucial to preventing, detecting, and responding to 
data loss incidents, highlighting how everyday practices 
(password management, account use) directly impact corporate 
security. The study underscores the importance of clear 
policies, ongoing training, and organizational support to 
strengthen the security culture in companies. 

II. MODEL DESIGN 

This section explores the tools used to develop the 
information security model, detailing the purpose of each and 
how it will be implemented during the model's adoption. 

The hybrid integration of ISO/IEC 27001, NIST SP 800-53, 
FAIR, and CVSS v3.1 within the proposed model is grounded 
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in the complementary nature of these frameworks across 
strategic, operational, economic, and technical dimensions. 
ISO/IEC 27001 provides the governance and process 
foundation for an ISMS through its PDCA-based structure and 
risk management principles. However, its prescriptive guidance 
can be limited for SMEs operating in dynamic environments. 
To address this limitation, NIST SP 800-53 contributes 
operational granularity and explicit control implementation 
guidance, reinforcing the technical feasibility and practical 
depth of ISO-based programs [16, 20]. 

The integration is further strengthened by incorporating 
FAIR, which provides a quantitative method for estimating 
economic impact and aligning risk treatment with business 
tolerance, and CVSS v3.1, which supplies standardized metrics 
to assess technical vulnerability severity and prioritize 
remediation. Together, these frameworks bridge strategic risk 
quantification and operational vulnerability management, 
creating a closed loop between governance, control 
implementation, and measurable risk valuation. 

Other frameworks, such as Control Objectives for 
Information and Related Technologies (COBIT) 2019 and 
ISO/IEC 27005, were reviewed but not included in the 
proposed model. COBIT 2019 was excluded due to its 
governance-centric focus and limited support for quantitative 
risk analysis, which would overlap with ISO/IEC 27001. 
ISO/IEC 27005, although conceptually relevant, was used only 
as a reference because its analytical components largely 
overlap with FAIR and NIST SP 800-53. As a result, the 
proposed layered architecture enables interoperability across 
governance, control, and data-driven approaches, addressing 
limitations of single-framework models while ensuring 
theoretical consistency and operational applicability. 

A. Description of the Proposed Model 

The implementation of the proposed model (Table I) 
follows the PDCA continuous improvement cycle, also known 
as the Deming cycle, ensuring a systematic and structured 
approach to information security management, following the 
best practices stipulated by the ISO/IEC 27001 standard. This 
model was proposed in [40]: 

 Plan: This phase begins with a gap analysis, the objective of 
which is to identify deficiencies in current security 
management and highlight the characteristics that separate 
it from the desired state. Based on this analysis, the scope 
of the ISMS is defined, specifying the areas and processes 
that will be addressed in the implementation. In addition, 
the current security policies are mapped, and the inventory 
of assets corresponding to the selected areas and processes 
is reviewed or prepared. This stage is key, as it lays the 
foundation for structured risk management aligned with the 
organization's strategic objectives. Likewise, the first audit 
is carried out in this phase, which will serve as a baseline to 
evaluate the effectiveness of the model and determine 
whether information security has improved with its 
implementation, by comparing the results with the audit 
that will be carried out in the Check phase. 

 Do: During this phase, the risk treatment plans defined 
based on the gap analysis and the audit carried out in the 

Plan phase are implemented. The corresponding controls 
are applied, and training is provided to all personnel related 
to the areas and processes defined in the previous phase. 
This stage corresponds to the implementation phase and 
focuses on mitigating the identified risks. 

 Check: During this phase, the results of the implementation 
in the Do phase are evaluated. To do this, a second audit of 
the company is carried out to evaluate the performance of 
the ISMS, assessing the effectiveness of the controls 
implemented through the use of performance metrics. Its 
purpose is to identify possible deviations from the plan, 
allowing informed decisions to be made and corrective 
measures to be applied in a timely manner, in order to 
ensure compliance with the security objectives established 
at the start of implementation. 

 Act: Continuous improvements and corrective and 
preventive actions are applied based on the results obtained 
in the previous stage. This phase is essential to adapt the 
ISMS to the changing environment to which the 
organization is exposed and to continuously optimize the 
level of information security through policies and the 
structured system. 

TABLE I.  PDCA PHASES 

Phase Main activities in the proposed model 

Plan 

Gap analysis; ISMS scope definition; policy and asset inventory 

review; baseline audit (scored 0–100) to establish GMCM and 

identify <70% controls; initial risk matrix setup 

Do 

Implement risk-treatment plans for prioritized controls; deploy 

technical and organizational measures (e.g., access-control 

hardening, DLP configuration, logging); conduct 

awareness/training actions for relevant staff 

Check 

Six-month re-audit using the same instrument; compute GMCM 

and ARRI; compare cycles and compute IIEC; review 

FAIR×CVSS prioritization against observed improvements 

Act 

Corrective and preventive actions based on audit gaps; update risk 

matrix and control owners; adjust procedures and monitoring; 

feed lessons learned into the next PDCA cycle 

 
The proposed model integrates ISO/IEC 27001:2022, NIST 

SP 800-53 [41], FAIR, and CVSS to support risk management 
and ISMS governance, primarily through a risk matrix and a 
web application designed to assist audit activities in the Plan 
and Check phases. The process begins with assessing the 
organization's current state and classifying information assets, 
which are then mapped to the corresponding ISO/IEC 27001 
controls and their harmonized NIST SP 800-53 equivalents. 

Aligned with ISO/IEC 27001:2022, the model incorporates 
updated controls addressing emerging threats and cloud-centric 
environments, enhancing organizational resilience and 
adaptability. Identified vulnerabilities, threats, and risks are 
evaluated using FAIR to estimate economic impact and CVSS 
to determine technical criticality, enabling prioritized 
mitigation and continuous updates to the risk matrix. As ISMS 
maturity increases, CVSS temporal and environmental metrics 
allow vulnerability severity to be contextualized to the 
organization. 

To support audits, a web-based application assesses ISMS 
maturity through a structured questionnaire, stores historical 
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results, and facilitates longitudinal analysis of the evolution of 
the security posture. 

B. Harmonization Device 

To create a specialized model tailored to the specific needs 
of the selected technology sector, the study in [40] reduced the 
number of controls to be implemented. Initially, the ISO/IEC 
27001:2022 standard provides a total of 93 controls, divided 
into four categories: organizational, people, physical, and 
technological. However, it was decided to reduce the number 
of controls based on two key criteria. 

First, those controls directly related to the issue 
addressed—information leakage—were selected, prioritizing 
controls associated with confidentiality within the 
Confidentiality, Integrity, and Availability (CIA) triad. Second, 
all controls in the people category were included, given that, as 
mentioned in previous studies, the human factor is crucial to 
effectively address information leakage. After this selection 
process, 36 controls were obtained, which were used to 
evaluate companies in the sector. 

This control set tailoring (93 to 36) process inevitably de-
emphasizes controls related to Integrity and Availability, which 
could introduce potential bias in the resulting ISMS. To 
mitigate this effect, compensatory monitoring mechanisms 
were considered, as discussed in Section III, ensuring that the 
reduction in the number of controls does not compromise the 
organization's overall security posture. 

To ensure proper implementation and compliance with the 
selected controls, the study in [40] decided to enrich the 
ISO/IEC 27001 standard using the NIST SP 800-53 
framework, whose controls were aligned with the 36 previously 
selected controls (see Tables II, III, IV, and V).  

TABLE II.  ISO/IEC 27001:2022 CONTROL 5 – NIST MAPPING 

ISO control ISO control name 
Mapped NIST SP 800-53 

controls/families 

5.1 
Policies for information 

security 
All XX-1 controls 

5.2 
Information security roles and 

responsibilities 

All XX-1 controls; CM-4; 

CP-2; PS-7; BS-8; SA-3; 

SA-9; PM-2; PM-10 

5.3 Segregation of duties AC-5 

5.9 
Inventory of information and 

other associated assets 
CM-8 

5.16 
Acceptable use of information 

and other associated assets 

MP-2; MP-4; MP-5; MP-

6; MP-7; PE-16; PE-18; 

PE-20; PL-4; SC-8; SC-26 

5.12 Classification of information RA-2 

5.13 Labeling of information MP-3; PE-22 

5.17 Authentication information IA-5 

5.18 Access rights AC-2 

5.19 
Information security in 

supplier relationships 
SR-1 

5.20 

Addressing information 

security within supplier 

agreements 

SA-4; SR-3 

5.22 

Monitoring, review, and 

change management of 

supplier services 

RA-3; SA-3; SR-6; SR-7 

5.23 
Information security for use of 

cloud services 

SA-1; SA-4; SA-9; SA-

2(3); SR-5 

TABLE III.  ISO/IEC 27001:2022 CONTROL 6 – NIST MAPPING 

ISO control ISO control name 
Mapped NIST SP 800-53 

controls/families 

6.1 Screening PS-3; SA-21 

6.2 
Terms and conditions of 

employment 
PL-4; PS-5 

6.3 

Information security 

awareness, education, and 

training 

AT-2; AT-3; CP-3; IR-2; 

PM-13 

6.4 Disciplinary process PS-8 

6.5 

Responsibilities after 

termination or change of 

employment 

PS-4; PS-5 

6.6 
Confidentiality or non-

disclosure agreements 
PS-6 

6.7 Remote working None 

6.8 
Information security event 

reporting 
AU-6; IR-6; SI-2 

TABLE IV.  ISO/IEC 27001:2022 CONTROL 7 – NIST MAPPING 

ISO control ISO control name 
Mapped NIST SP 800-53 

controls/families 

7.7 Clear desk and clear screen AC-11; MP-2; MP-4 

7.9 
Security of assets off-

premises 

AC-19; AC-20; MP-5; PE-

17 

7.10 Storage media 
MA-2; MP-2; MP-4; MP-5; 

MP-6; MP-7; PE-16 

7.14 
Secure disposal or re-use of 

equipment 
MP-6 

TABLE V.  ISO/IEC 27001:2022 CONTROL 8 – NIST MAPPING 

ISO control ISO control name 
Mapped NIST SP 800-53 

controls/families 

8.1 User end point devices AC-11 

8.3 Information access restriction AC-3; AC-24 

8.4 Access to source code AC-3; AC-11; CM-5 

8.10 Information deletion 
AU-13; PE-3(2); PE-19; 

SC-7(10); SI-20 

8.11 Data masking 

AC-4(25); AC-7(2); MA-

2; MA-3(3); MA-4(6); 

MP-4; MP-6; MP-6(1); SI-

21 

8.12 Data leakage prevention AC-4(23); SI-19(4) 

8.13 Information backup CP-9 

8.24 Use of cryptography SC-12; SC-13; SC-17 

8.28 Secure coding 
SA-4(3); SA-8; SA-11(1); 

SA-15(5); SI-10 

8.32 Change management CM-2; CM-5; SA-10; SI-2 

8.33 Test information SA-5(2) 

 
This ISO–NIST harmonization protocol consisted of a 

three-step process: (i) semantic alignment, ensuring 
correspondence between the objectives and implementation 
scope of each control; (ii) granularity normalization, in which 
ISO and NIST controls were split or merged when necessary, 
given that NIST tends to provide finer-grained specifications; 
and (iii) a non-redundancy check, aimed at preventing 
overlapping or double-counting of equivalent controls. 

Any disagreements in the mapping process were resolved 
by consensus and formally documented, establishing a 
replicable methodology that enhances transparency and 
traceability in the control harmonization process. Future 
iterations of the model propose the inclusion of inter-rater 
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reliability measurements to quantitatively assess the 
consistency of mappings among evaluators. 

This alignment provides detailed guidance for the 
implementation of each control, combining the structured and 
strategic nature of ISO with the technical and operational 
specificity of NIST, thereby reinforcing the effectiveness of the 
model in protecting against information leakage and improving 
its adaptability to the operational context of the technology 
sector. 

C. Asset Classification Methodology 

Proper asset valuation is a critical phase in the effective 
implementation of organizational ISMSs. This methodological 
process facilitates the identification, classification, and 
prioritization of assets based on their intrinsic characteristics, 
functionality, and level of criticality, thus laying the foundation 
for developing accurate risk analyses, designing appropriate 
controls, and defining clear accountability frameworks. 

Each organization must establish its own categorical 
framework for the systematic grouping of assets, which should 
reflect its specific needs and operational context. This 
customization ensures that the classification meets the 
particular requirements of the entity, optimizing the usefulness 
of the valuation process. 

D. Vulnerability Assessment 

Vulnerability assessment is a core component of 
information security management, enabling the systematic 
identification, measurement, and prioritization of weaknesses 
that may compromise confidentiality, integrity, and 
availability. By providing a realistic view of risk exposure, it 
supports the implementation of controls aligned with asset 
criticality. This process incorporates organizational and 
contextual factors—such as technological architecture, critical 
services, and operational conditions—and is operationalized 
through the application of CVSS metrics tailored to each risk 
scenario. 

E. Threat Identification 

Threat assessment and characterization are core 
components of IT security management, enabling organizations 
to identify, analyze, and prioritize risks that may compromise 
confidentiality, integrity, and availability. A structured 
evaluation process supports objective risk quantification, 
alignment of protection measures with asset criticality, and 
optimized allocation of security resources, while accounting for 
organizational context such as technological architecture, 
critical services, operating conditions, and sector-specific threat 
landscapes. 

In the proposed model, risk evaluation combines FAIR and 
CVSS to integrate financial and technical perspectives within a 
unified decision framework. FAIR is used to estimate the 
potential economic impact of risk materialization for each 
asset–threat pair, based on historical data, internal records, and 
expert input, whereas CVSS v3.1 provides standardized 
severity scores for associated vulnerabilities, incorporating 
Base metrics and contextual temporal or environmental 
adjustments when applicable. 

The outputs of both models are consolidated into a 
FAIR×CVSS matrix, enabling objective prioritization of 
remediation actions according to financial exposure and 
technical severity. Scenario-based FAIR analysis estimates loss 
event frequency and magnitude, using calibrated ranges when 
empirical data are limited, whereas CVSS scoring relies on 
observable evidence and conservative assumptions to ensure 
consistency and reproducibility. 

Finally, to integrate the results of both methodologies, a 
Decision Logic (FAIR×CVSS) matrix was developed. Rather 
than aggregating FAIR's monetary outputs and CVSS's 
numerical scores (0–10) into a single value, a bi-criteria 
prioritization matrix was constructed: 

 Quadrant I (high impact & high severity): top-priority 
remediation actions 

 Quadrant II (high impact & low severity): strategic controls 
and monitoring 

 Quadrant III (low impact & high severity): quick-win 
mitigations 

 Quadrant IV (low impact & low severity): deferred actions 
or backlog 

This dual-criteria approach preserves interpretability and 
auditability, allowing decision-makers to balance financial risk 
and technical exposure without oversimplifying the underlying 
data relationships. 

F. Context of Application of the Research 

The model was implemented over a six-month period in a 
technology consulting SME in Metropolitan Lima serving 
approximately 51 client companies. The organization, with 
around 20 employees and a centralized management structure, 
represents a typical SME environment; specific details are 
omitted for confidentiality. The implementation covered all 
functional areas, providing a representative setting to validate 
the model's effectiveness under common SME constraints such 
as limited resources, high client interdependence, and the need 
for efficient information security management. The ISMS 
scope for this study focused on the internal processes and assets 
directly involved in service delivery and information handling 
(e.g., access management, endpoints used for operations, 
service documentation repositories, incident-handling routines, 
and supporting administrative records). The study was 
designed to reflect common SME constraints, including limited 
dedicated security roles, constrained training time, and a 
preference for measures that can be evidenced through 
auditable artifacts (policies, configurations, logs, tickets, and 
records) rather than informal practices. 

III. CASE STUDY PROTOCOL AND DATA 

COLLECTION 

This study follows a single-case design to evaluate the 
feasibility and short-term effects of the proposed hybrid ISMS 
model in a real SME setting. The case organization is a 
technology consulting SME located in Metropolitan Lima 
(Peru) that provides IT services to approximately 51 client 
companies. At the time of implementation, the SME had ~20 
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employees and a centralized management structure. The 
company name and certain operational details are withheld for 
confidentiality. 

 Scope and timeline: The implementation covered all 
functional areas (administrative, operational, and technical) 
over a six-month window. Two evaluation cycles were 
performed: (i) a baseline assessment during the Plan phase 
(T0) and (ii) a follow-up assessment after six months of 
treatment implementation (T1) during the Check phase. 

 Data collection and audit instrument: Compliance with the 
selected ISO/IEC 27001:2022 controls was measured 
through structured internal audits using the same 
questionnaire and scoring rubric in both cycles. Each 
control was scored on a 0–100 scale based on observable 
evidence (policies, configurations, logs, records, and 
interviews with control owners). Evidence was recorded 
and validated by peer review to reduce evaluator bias. 
Controls scoring <70% were classified as non-compliant for 
the purpose of ARRI. 

 Implementation actions between T0 and T1: Based on the 
baseline gap analysis and the FAIR×CVSS prioritization 
logic, the organization executed risk-treatment actions 
aligned with the selected controls, including access-control 
hardening and account lifecycle adjustments, improvements 
in logging/monitoring practices, deployment/configuration 
of DLP capabilities, and procedural updates for asset 
handling. Awareness activities were planned; however, the 
execution of training sessions was constrained by 
operational workload, as discussed in Section V.A. 

 Metric computation traceability: GMCM was computed as 
the mean compliance across the implemented control set. 
IIEC represents the change in GMCM between T0 and T1. 
ARRI was computed as the proportion of controls below 
70% compliance at each cycle. These metrics provide an 
auditable link between raw audit scores and the summarized 
results reported in Section V. 

IV. METRICS 

To evaluate the evolution of the proposed model over time 
and determine whether there have been significant 
improvements in the company in terms of compliance with 
controls, three aggregate metrics have been defined that allow 
for a comparative analysis between the different evaluation 
cycles. 

A. Global Model Compliance Metric 

The GMCM provides an overview of the model's 
implementation status, considering the percentage of 
compliance with all controls applied: 

GMCM = �∑ ��	

��
� 
 × 100   (1) 

where: 

 ��: percentage of compliance with control � 
 �: total number of controls implemented (36 in this model) 

Interpretation: 

 ≥ 90% → Excellent implementation 

 80–90% → Good implementation 

 70–79% → Acceptable with improvements 

 <70% → Needs immediate intervention 

B. Improvement Index per Evaluation Cycle 

The IIEC allows for the quantification of progress made 
between two consecutive evaluation cycles, reflecting progress 
or regression in the implementation of the model: 

IIEC = GMCM� − GMCM���   (2) 

where: 

 GMCM�: current evaluation cycle 

 GMCM���: the previous cycle 

Interpretation: 

 IIEC > 0 → Improvement 

 IIEC = 0 → No change 

 IIEC < 0 → Decline 

C. Associated Residual Risk Index 

The ARRI measures the proportion of critical controls 
(those with less than 70% compliance) that remain unresolved, 
allowing the level of residual risk present in the organization to 
be identified: 

ARRI = ����	� �!"#$%%
� 
 × 100   (3) 

Interpretation: 

 <10% → Low risk 

 10–20% → Medium risk 

 20% → High risk 

The three metrics proposed in this study—GMCM, IIEC, 
and ARRI—were conceptually derived from the performance 
measurement principles outlined in ISO/IEC 27004:2016, 
which establishes quantitative indicators for evaluating the 
effectiveness of information security controls, and from the 
control effectiveness metrics described in NIST SP 800-55 
Rev. 1. 

Their operationalization followed a three-stage process: (i) 
construct definition, specifying the dimension of performance 
each metric represents (compliance, improvement rate, residual 
risk); (ii) scaling and normalization, ensuring comparability 
between cycles and organizations; and (iii) content validation 
through expert judgment. Three independent information-
security specialists reviewed the indicators for clarity, 
relevance, and consistency, achieving full consensus on their 
interpretability and applicability to SMEs. 

The metrics were empirically tested during the pilot phase 
through pre- and post-implementation assessments, confirming 
their ability to capture observable maturity progression. For 
future validation, we propose correlating GMCM, IIEC, and 
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ARRI with actual incident frequency and external audit 
outcomes across multiple SMEs, thereby establishing criterion-
related validity and longitudinal reliability. 

V. RESULTS 

Based on the assessment carried out on the company during 
the planning phase, as well as after a period of six months 
following the implementation of the proposed model, a 
significant improvement was observed in the level of 
compliance with the controls established by the ISO/IEC 
27001:2022 standard. The model included a total of 36 selected 
controls, which were evaluated using three predefined metrics: 
GMCM, IIEC, and ARRI. 

A. Compliance with ISO 27001 Controls 

During the initial assessment, 15 controls with a rating 
below 70% were identified and considered non-compliant. In 
the second assessment, carried out six months after the model 
was implemented, this number was reduced to 7 controls, 
reflecting an improvement in the level of compliance and 
greater maturity in information security management. 

In operational terms, the number of non-compliant controls 
decreased from 15 at T0 to 7 at T1 (out of 36 total controls). 
This indicates that eight controls crossed the 70% compliance 
threshold within a single PDCA cycle. The remaining non-
compliant controls were largely those requiring sustained 
organizational effort (e.g., workforce screening and structured 
awareness programs) or those associated with software-
development practices that were not core to the company's 
operating model. 

The controls that continued to receive a failing score were 
as follows: 

 6.01 – Background checks 

 6.03 – Information security awareness, education, and 
training 

 8.04 – Access to source code 

 8.24 – Use of cryptography 

 8.28 – Secure coding 

 8.33 – Test information 

Each of these controls had specific limitations: 

 Control 6.03 declined because, during the implementation 
period, no staff training sessions were held due to the 
company's high operational workload. 

 Control 8.04 remained disapproved because the company 
does not develop code centrally; rather, certain coding tasks 
are performed individually by the operations department, 
without direct supervision. 

 Control 8.24 also declined, as the implementation of 
cryptographic methods was not prioritized, since efforts 
were focused on the implementation of DLP tools. 

 Controls 8.28 and 8.33 remained disapproved, as software 
development is not an essential function in the company's 

operations, and secure coding and test data handling are not 
considered relevant in its current processes. 

B. Evaluation Metric Results 

The results obtained by applying the defined metrics show 
an improvement in overall compliance: 

1. Global Model Compliance Metric: 

 Initial evaluation: 74.36% 

 Subsequent evaluation: 83.36% 

 Increase: 9 percentage points 

2. Improvement Index per Evaluation Cycle: 

 Calculated value: 9, corresponding to the difference 
between the two GMCM evaluations. 

3. Associated Residual Risk Index: 

 Initial evaluation: 41.67% of controls with less than 
70% compliance. 

 Subsequent evaluation: 19.44%, which shows a 
significant reduction in the risk of non-compliance. 

Beyond the aggregate values, the audit evidence at T1 
showed a shift toward more consistent governance traceability 
(i.e., artifacts and records supporting the existence and 
repeatability of controls), which is a key precursor of sustained 
ISMS maturity in SMEs. However, improvements were not 
uniform across control types, reinforcing the need to interpret 
GMCM gains alongside the specific controls that remained 
below the threshold. 

These results suggest preliminary improvement trends 
rather than conclusive effectiveness, given the limited six-
month observation window. The findings should be interpreted 
as indicative evidence of short-term maturity gains. Future 
longitudinal replications (18–24 months, multi-company) are 
necessary to evaluate sustained impact and validate causal 
relationships between model adoption and security posture 
improvement. 

VI. DISCUSSION 

The implementation of the proposed ISO/IEC 27001:2022–
based model led to a measurable improvement in information 
security compliance, with a 9-percentage-point increase in 
GMCM and a reduction of over 22 percentage points in ARRI, 
indicating a more mature security posture. Unlike traditional 
audit-based approaches, the model uses metric-driven 
monitoring (GMCM, IIEC, and ARRI) to enable quantitative 
tracking and informed decision-making. Although derived from 
a single case study, the use of 36 representative controls 
suggests that the model is adaptable to SMEs with similar 
resource constraints. 

A relevant implementation insight is that the observed gains 
were driven mainly by controls that can be improved through 
discrete, evidence-friendly actions (documentation, 
configuration hardening, operational records), whereas people-
centric controls remained more sensitive to time availability 
and workload. This is consistent with the decline observed in 
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Control 6.03, where formal training sessions were not executed 
during the implementation window due to operational 
constraints, illustrating a typical SME barrier that directly 
affects human-factor maturity. 

From a practical perspective, the proposed model offers 
step-by-step guidance for SMEs seeking to strengthen their 
information security posture without undergoing the costly 
implementation of the full ISO/IEC 27001 standard. The 
process can be summarized as follows: 

1. Scope definition and gap analysis, including clause 

review and Annex A preselection. 

2. Asset inventory and classification, linking assets to 

relevant ISO controls and corresponding NIST SP 800-

53 families. 

3. ISO↔NIST harmonization mapping following the 

protocol described in Section II.B. 

4. Baseline audit, using a structured instrument with 

observable rubrics (scored 0–100). 

5. FAIR scenario construction and CVSS scoring, as 

detailed in Sections II.D and II.E. 

6. Risk-treatment planning, applying the bicriteria 

FAIR×CVSS prioritization matrix. 

7. Training and awareness programs, focusing on human-

factor controls. 

8. Re-audit and metric reassessment (GMCM, IIEC, 

ARRI) to track improvement and adjust the security 

plan. 

An illustrative risk schedule links common data leakage 
vectors to their corresponding ISO/NIST controls, enabling 
SMEs to directly associate mitigation efforts with relevant 
threat scenarios. Certain controls received lower ratings due to 
the organization's operating context—particularly those related 
to secure software development, which were not prioritized 
given the absence of a formal development function—
highlighting the need to adapt ISO/IEC 27001 implementations 
to avoid inefficient resource allocation. 

The proposed hybrid approach contributes to ISMS 
research by bridging compliance-oriented frameworks 
(ISO/NIST) with quantitative risk evaluation methods 
(FAIR/CVSS), operationalizing metrics-driven security 
governance and extending existing theory toward practical, 
evidence-based application in resource-constrained SMEs. 

Finally, several threats to validity were identified during the 
study: 

 Internal validity: potential Hawthorne effect, concurrent 
organizational changes, and evaluator bias—mitigated 
through standardized rubrics and peer review. 

 Construct validity: reliance on bespoke metrics (GMCM, 
IIEC, ARRI) without external validation; future research 
should correlate these with actual incident data. 

 External validity: results are limited to a single SME in 
Metropolitan Lima; cross-sector replications are 
recommended. 

 Conclusion validity: the short observation window (N=1, 
T=2) precludes statistical inference, though trends suggest 
positive outcomes. 

VII. CONCLUSION 

The implementation of the proposed model resulted in a 
measurable improvement in International Organization for 
Standardization/International Electrotechnical Commission 
(ISO/IEC) 27001:2022 compliance, with a 9-percentage-point 
increase in the Global Model Compliance Metric (GMCM) and 
a reduction of the Associated Residual Risk Index (ARRI) from 
41.67% to 19.44%, indicating a strengthened security posture. 
These results show that an adaptive hybrid model aligned with 
ISO/IEC 27001:2022 and supported by the National Institute of 
Standards and Technology (NIST) Special Publication (SP) 
800-53, Factor Analysis of Information Risk (FAIR), and 
Common Vulnerability Scoring System (CVSS) effectively 
guides Small and Medium-sized Enterprises (SMEs) in 
improving their Information Security Management System 
(ISMS) under resource constraints, enabling short-term, 
quantifiable progress with limited operational overhead. 

The model's practical value lies in its applicability to 
resource-limited organizations, offering metric-based 
prioritization, contextual flexibility, and scalable adoption. A 
limitation identified was the low adoption of certain controls 
with limited operational relevance, highlighting the need for 
sector- and context-specific customization. Future work should 
include longitudinal validation over 18–24 months, assessment 
of inter-rater reliability, and the incorporation of visual 
statistical monitoring tools, as well as the publication of 
anonymized instruments and datasets to support broader 
validation. 
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