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ABSTRACT

The rapid progression of Internet connections has led to a significant increase in cyber-attack events, often
resulting in severe and disastrous consequences. Malware is one of the primary weapons used to achieve
malicious objectives in cyberspace, either through the exploitation of newly discovered vulnerabilities or
through the misuse of features introduced by new technologies. The development of more effective and
robust malware defense mechanisms is considered a critical necessity in cybersecurity. Human—Computer
Interface (HCI) systems have become increasingly important, and as communication, computing, and
display technologies continue to advance, conventional HCI methods may become a bottleneck in
effectively handling the growing data flow. Federated Learning (FL) is a Machine Learning (ML)
paradigm that aims to train models through decentralized devices, whereas the local data are kept private.
In this manuscript, a Secure and Efficient Federated Learning using Optimization Algorithms and Deep
Learning for Cybersecurity Applications (SEFL-OADLCA) model is proposed for HCI systems. The aim is
to present an effective FL framework to address cybersecurity issues. First, the min-max scaler method is
applied for data preprocessing. For the Dimensionality Reduction (DR) process, the Mountain Gazelle
Optimizer (MGO) technique is employed. Furthermore, a hybrid Temporal Convolutional Network and
Long Short-Term Memory (TCN+LSTM) technique is utilized for the attack classification process. Finally,
the hyperparameter selection process is performed using the Remora Optimization Algorithm (ROA) to
optimize the classification results. The comparison study of the SEFL-OADLCA method portrayed a
superior accuracy of 99.46 % compared with existing approaches on the NSL-KDD dataset.

Keywords-Federated Learning (FL); Deep Learning (DL); cybersecurity; Human—Computer Interface (HCI);
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I.  INTRODUCTION

Recently, owing to the rising dependence on the Internet of
Things (IoT) and digitalization, several security incidents have
occurred. Cybercrime and threats can cause destructive
economic losses and impact organizations as well as
individuals [1]. Therefore, organizations are required to
implement and adopt robust cybersecurity models to reduce
these losses. Based on existing studies, the national security of
a country depends on the government, individual citizens, and
businesses having access to tools and applications that are
highly safeguarded [2]. Thus, effectively recognizing diverse
cyber incidents, both previously unseen and known, and
intelligently protecting critical systems from such cyber threats
are major concerns that must be addressed urgently [3]. With
the increasing importance of computers in society, Human—
Computer Interface (HCI) systems have now become a
progressively significant portion of everyday life [4]. During

the last half-century, the Information and Communication
Technology (ICT) industries have developed significantly and
are widely and closely integrated with the modern world [5].
Consequently, safeguarding ICT applications and systems from
cyber threats has gained significant attention from security
policymakers in recent years [6]. Artificial Intelligence (Al) is
gradually being integrated into cyberthreats [7]. By using ML
and Deep Learning (DL), Al-driven systems can classify
anomalies and identify complex cyber-threats, such as
Distributed Denial-of-Service (DDoS) attacks [8]. Federated
Learning (FL) is proposed as a promising ML paradigm that
permits handling concerns like security, access rights, and data
privacy [9]. FL presents a better solution for resolving the
above restrictions of centralized Intrusion Detection Systems
(IDS) while also addressing cybersecurity attacks [10].

Authors in [11] developed a recognition system using radar
and DL, specifically Visual Geometry Group Network
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(VGGNet). Authors in [12] explored recent advancements in
Natural Language Processing (NLP) and voice recognition
technologies. In [13], a dedicated token through Centralized
Authentication Authority (CAA) is presented. Additionally, a
two-layer token validation mechanism is introduced through
the Centralized Server Firewall Authentication Layer (CSFAL)
and the Authentication Authority Valuation Layer (AAVL).
Authors in [14] utilized Blockchain (BC) for privacy and
security, and an artificial immune system for threat detection.
Authors in [15] developed a system using FL with Deep Fuzzy
Clustering (DFC) and Deep Convolutional Neural Networks
(DCNN) models. Authors in [16] proposed a secure Support
Vector Machine (SVM) utilizing BC and homomorphic
encryption. Authors in [17] proposed selective image
obfuscation strategies. Authors in [18] developed an Adaptive
FL Framework (AFLF) using a hierarchical edge—fog—cloud
model, a Secure Data Collaboration Protocol (SDCP), an
Adaptive Personalized FL Algorithm (APFLA), and gradient
compression. Authors in [19] developed a system by utilizing
FL. Authors in [20] presented a privacy-preserving Automatic
Speech Recognition (ASR) system for children using discrete
speech. Authors in [21] developed a privacy-preserving word
vector learning scheme for IoT applications that enables
training on encrypted data over cloud servers. Authors in [22]
provided a unified review of Al, Explainable Al (XAI), and
FL. The existing studies concentrate on discrete applications or
depend on centralized or partially secure frameworks, resulting
in privacy, scalability, and computational efficiency issues.
Moreover, a research gap exists due to the lack of a unified,
privacy-preserving, and resource-efficient approach.

In this manuscript, a Secure and Efficient Federated
Learning using Optimization Algorithms and Deep Learning

for Cybersecurity Applications (SEFL-OADLCA) model is
proposed for HCI systems:

e The normalization of input data is achieved by applying the
min—-max scaler. This step enhances learning efficiency,
data consistency, and scaling. Additionally, it reduces
training time and ensures that subsequent processes are

performed more effectively.

The Mountain Gazelle Optimizer (MGO) is used for
Dimensionality Reduction (DR) to select and retain critical
features while also reducing complexity. Also, the
Temporal Convolutional Network and Long Short-Term
Memory (TCN+LSTM) model is employed for capturing
both spatial and temporal patterns, thus enhancing attack
detection efficiency, accuracy, and robustness in HCI
systems.

The Remora Optimization Algorithm (ROA) technique is
utilized for fine-tuning the hyperparameters of the
TCN+LSTM model, thus improving the stability and
ensuring reliable performance. This process also mitigates
overfitting.

The SEFL-OADLCA model presents a novel framework by
integrating MGO-based feature selection, a TCN+LSTM
hybrid model, and ROA-based optimization within an FL
setup, thus enhancing privacy-preserving cybersecurity,
detection accuracy, and efficient HCI system protection.

II. METHODOLOGY

In this manuscript, a novel SEFL-OADLCA model is
proposed. The aim is to present an effective FL structure for

cybersecurity issues. Figure 1 describes the workflow of the
SEFL-OADLCA approach.
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A. Min—-Max Scaler

At first, the min-max scaler method is utilized. This
method is chosen for its efficiency in normalizing data to a
consistent range and for preserving the original data dispersion
while also ensuring that all features contribute proportionally.
This is significant for downstream learning tasks compared
with models such as z-score normalization. This step is also
crucial for mitigating the influence of varying scales and
measurement units. The method involves normalizing the
values of dissimilar variables to a common range, typically
between (0, 1) or (-1, 1), utilizing diverse methods. The min—
max scaler function is expressed in (1):

X' = x— min().c) (1)
max(x)— min(x)
where x' refers to the scaled value, and x denotes the original
value.

B. Dimensionality Reduction Using the Mountain Gazelle

Optimizer

For the DR process, the MGO technique is employed [23].
This method is adopted because it effectively explores the
search space to choose the most relevant features, enhancing
model performance. MGO can also handle nonlinear and
intrinsic feature interactions compared with conventional
techniques, thus resulting in better optimization, and reduced
computational overhead. The MGO model derives its
inspiration from the natural behaviors of mountain gazelles.
Several important characteristics are considered in MGO
optimization: non-grouping behavior and patterns associated
with food searching. MGO models the social behavior of
mountain gazelles—male territorial competition, maternity
group dynamics, stag male dominance, and long-range
migration—to guide the optimal solution search. Male zones
simulate young males competing for territory using position
updates, as illustrated in (2):

M, =mg—|riy XYM —1i, X X(t) X F| X cv  (2)

Maternity groups refine positions through cooperative
movement using (3):

MG = (YM X cv) + (ri3 Xmg —Tiy X xmnd) xcv (3)

Here, x,4,4 denotes the vector position of a mediator that is
randomly designated from the overall population and ri; and
ri, indicate random coefficient values.

These behaviors balance exploration and exploitation. The
Fitness Function (FF) in MGO represents a balance between
minimizing the number of selected attributes in all solutions
and maximizing classifier precision:

Fitness = aygz(D) + [)’% )

Here, a« and B denote dual parameters linked to the
significance of classification quality and subset length, yz(D)
refers to the classification error rate of the given classifier,
[R| denotes the cardinality of the selected subset, and |C]|
represents the total number of features within the data set.

C. Temporal Convolutional Network and Long Short-Term
Memory Hybrid Model

Furthermore, the hybrid TCN+LSTM model is utilized
[24]. This model offers advantages by integrating the strengths
of TCN in capturing long-range temporal dependencies with
LSTM's ability to model sequential patterns. The hybrid
approach also enhances the accuracy and robustness of attack
classification compared with using TCN or LSTM alone,
specifically for intrinsic and time-dependent data. The hybrid
TCN+LSTM method combines the capabilities of TCN and
LSTM to effectively predict across both short-term and long-
term temporal intervals. The TCN layer captures temporal
dependences and recognizes patterns over its structural
characteristics, beginning with causal convolution.

y(t) = Xkzo wix (t — k) (&)

To efficiently capture long-range dependencies, this method
uses dilated convolutions, which expand the receptive field
with network depth through dilation factor d:

y(t) = XkZg wiex (t — d) (6)

Furthermore, TCN incorporates residual connections that
assist in preserving gradient flow and improve the training
efficacy of deep networks. The architecture of a residual block
is expressed in (7):

y() = x(@) + F(x(®)) @)

TCN captures short-range dependencies, whereas LSTM's
gating mechanisms model long-range sequences and manage
cell states, mitigating gradient issues as shown in (8):

ir = o(w; - [he—q, x¢] + by) ®)

Here, i, refers to the input gate at time-step t, w; and
b; denote weights and bias, h;_; stands for the hidden layer
from the preceding time step, and x; denotes the present input.
The o sigmoid function restricts the output to the range (0, 1),
representing the portion of new data to be integrated. The
forget gate controls the removal of data from the previous cell
state, with its function defined mathematically in (9):

fe= U(Wf [he—1, xe] + bf) 9

Here, f;, wf, and by represent the forget gate, weights, and
bias. These gates produce outputs in the interval (0-1),
identifying the percentage of the preceding cell state to be
retained, as expressed in (10):

C~t = tanh(wc . [ht—l' xt] + bC) (10)

Here, b, and w, denote weights and bias for the candidate
cell state. The novel cell state is then calculated as in (11):

Ct=ft*Ct—1+it*Ct (1

The output gate selects the next hidden layer h, based on
the upgraded cell state C; and the input, as shown in (12) and
(13):

o, = oW, * [he—1, ] + b,) (12)
h; = o, * tanh(C,) (13)
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where o;, w,, and b, refer to the output gate, weights, and bias.

D. Parameter Optimization Using the Remora Optimization
Algorithm

Finally, hyperparameter selection is performed using ROA
to optimize the classification results [25]. This method
effectively explores the search space to detect optimal
configurations, enhancing classification performance. ROA
attains better accuracy with lower computational cost and faster
convergence compared with conventional methods like grid or
random search. The position of the remora fish is calculated
using (14):

P; = lower + random X (upper — lower) (14)

Here, P; refers to the remora fish location, lower
and upper denote the search space limits, and random
signifies a randomly generated number in [0, 1].

During the exploration phase, the remora attaches to the
host fish and moves next to it. The position update equation is
given in (15):

Pi*1 = pj — (random X (W+d°"’) - Priandom) (15)

Here, P,f“ represents the next iteration solution, P,§ is the
current best solution at iteration i, and P},,4,m denotes a
randomly selected remora.

In this exploration phase, a limited number of candidate
positions are generated based on the host location and the
previous remora positions. The tentative position update is
expressed in (16):

P,y = Bl + (B! + Py,) X random (16)

Here, Py, represents the tentative position, B, is the
position of the fish, and random is a number in [0, 1]. The
tentative position Py, is evaluated against the current position
P! and a probabilistic rule determines whether it replaces the
current position:

fit (BD) < fit(Pea) (17)
C(n) = round(random) (18)

During the exploitation phase, the remora attaches to the
whale and moves next to it. The position update is given in the
following equations:

Pi*1 = p x e¥ x cos(2ma) + P! (19)

p = |P; — Bl (20)

y =random X (a —1) +1 2n
= _ i

a=—(1+3) (22)

Here, P,f“ is the next iteration solution, p refers to the
distance between the previous best solution and the current
position, y is a random value in [-1, 1], & refers to value that
decreases linearly from -2 to 1, random is in (0,1), i is the
current iteration number, and I is the maximum number of
iterations. The position update equations for this stage are
expressed in the following equations:
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PHl=pit+1 (23)

T=Bx(Pi—eXPp) (24)

B =2XwXrandom — w 25)
i

w—Zx(l—;) (26)

Here, 7 represents the distance traveled by the remora, € is
a constant set to 0.1, 8 and w represent host and remora fish
parameters, random is a random number in [0, 1], { is the
current iteration, and I is the maximum number of iterations.

FL enables privacy and security by collaboratively training
a model without sharing raw data. The server integrates these
updates to form a global model, thus improving performance
while conserving data confidentiality.

The fitness selection determines the performance of the
ROA technique. The hyperparameter range method encodes
candidate solutions and evaluates their effectiveness:

Fitness = max(P) 27)
TP
P = TP+FP (28)

Here, TP and FP represent the true positive and false
positive values, respectively.

II. EXPERIMENTAL VALIDATION

The performance of the SEFL-OADLCA model was
evaluated using the NSL-KDD dataset [26]. The dataset
contains 148,517 samples across five classes with 27 selected
features. The experiments were conducted on Python 3.6.5
using an Intel i5-8600k CPU, 4 GB GPU, 16 GB RAM,
learning rate of 0.01, ReLU activation, 50 epochs, dropout of
0.5, and batch size of 5.

Figure 2 presents the classifier results of the SEFL-
OADLCA model, illustrating the confusion matrices,
Precision—Recall (PR), and Receiver Operating Characteristic
(ROC) curves for all classes.

Table I compares the proposed SEFL-OADLCA model
with widely used conventional and deep learning baseline
classifiers [27, 28]. The results indicate that SEFL-OADLCA
achieved an accuracy (accu,,) of 99.46%, precision (prec,) of
91.86%, recall (reca;) of 87.83%,Fl-score ( Flg.e) of
89.38%, and a Classification Time (CT) of 1.12 s,
outperforming DCNN, LSTM, Contractive Autoencoder
(CAE), k-Nearest Neighbors (k-NN), Event Profile-based Fully
Connected Neural Network (EP-FCNN), Naive Bayes (NB),
and AE models.

Table II presents a comparative evaluation of the SEFL-
OADLCA model against recent state-of-the-art techniques
[29]. The experimental results indicate that the proposed
approach achieves an accuracy (accu,,) of 97.00%, precision
(prec,) of 96.97%, recall (reca;) of 97.20%, and an F1-Score
(Flgcore) of 97.02%, outperforming existing methods such as
Siamese Capsule, FC-Net, Fully Connected Anomaly
Detection (FCAD), Deep Neural Network (DNN), and Few-
Shot with L2F.
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Training Phase (70%) - Confusion Matrix Testing Phase {30%) - Confusion Matrix

Normal 53535 273 140 100 22 Normal-;:22754 112 62 47 9

DoS | 260 36797 78 77 23 DOS‘i 111 15968 38 27 6

|
Probe{ 50

optimal results. However, the complete SEFL-OADLCA
model demonstrates superior performance with an accu, of
97.57%, prec, of 89.66%, reca; of 85.99%, and Flg.,,, of
87.24%.

% Probe 129 70 9866 27 6 f.f | 35 4217 9 1
< <
TABLE III. ABLATION STUDY ANALYSIS OF THE SEFL-
R2L| 34 56 43 2258 1 R2L ! A5 At 9 969 0 OADLCA METHODOLOGY
UR| 22 43 18 10 T3 UR| 1 17 1 5 a2
: : | _ . . Methodology Accu, | Prec, | Recaq, Flg e
E Q@ g 5 x Tg Q9 g ﬁ 4 (%) (%) (%) (%)
E a ¢ E o 2 i
3 & > 3 & > TCN+MGO (TCN with DR 97.57 | 89.66 | 8599 | 87.4
process)
Predicted Predicted B
LSTM+MGO (LSTMWIth DR | g5 17 | 9937 | 8652 | 88.03
(a) (b) process) _
Precision-Recall Curve ROC-Curve TCN+LSTM+MGO (hybrid with | g0 - 91.10 87.02 88.80
1.0 = e DR process)
= [ SEFL-OADLCA (hybrid
0.8 \ w é 0.8 TCN+LSTM+MGO with ROA) 91.51 89.66 85.99 87.24
s \l\ HRE
R | i B Table IV clearly highlights that the SEFL-OADLCA model
§ ] S | 5 - | Normal achieves the lowest FLOPs of 8.23 M, lowest GPU memory
& Dos L l a Dos$ usage of 678.00 MB, and fastest inference time of 1.09 s,
9.2 — Probe f, 1 S oz :gthe outperforming BaseNetwork, ReducedNetwork, U-Net, U-Net-
L um - i |F UZR Reduced, CustomBackbone, and VGG16.
L e e o BN 1 S 1 v
GO ez w4 o6 08 s Go_ sz ooa 06 B TABLEIV.  COMPUTATIONAL EFFICIENCY EVALUATION
Recall False Positive Rate : OF THE SEFL-OADLCA MODEL
d
) @ Method FLOPs GPU Inference time
Fig.2.  Classifier results of the SEFL-OADLCA model: (a) training phase ethods (M) (MB) (s)
confusion matrix, (b) testing phase confusion matrix, (c) PR curve, (d) ROC BaseNetwork 100.52 3,108 3.83
curve. ReducedNetwork 63.29 4,764 5.87
TABLEI COMPARATIVE OUTCOMES OF THE PROPOSED et 7848 2.130 283
SEFL-OADLCA MODEL WITH BASELINE METHODS U-NetReduced | 113.07 2,856 4.15
CustomBackbone 104.01 3,918 5.04
Method Accu, Prec, Recq, Fl.oe CT VGGl16 57.72 3,282 331
(%) (%) (%) (%) (s) SEFL-OADLCA 8.23 678.00 1.09
DCNN [27] 96.34 90.04 76.05 81.00 4.98
LSTM [27] 93.83 85.66 85.92 86.21 5.11
CAE [27] 97.19 | 8785 | 84.96 85.51 2.34 IV. CONCLUSION
k-NN [27 94.08 84.74 84.42 78.90 4.77 . . .
EP-FCNI[\I [;8] 9827 8315 3174 7 54 2.06 In this manuscript, a novel Secure and Efficient Federated
NB [27] 9183 35.19 36.93 3071 500 Learning using Optimization A}goyithms and Deep Learning
AE [27] 92.56 90.00 79.82 36.03 3.8 for Cybersecurity Applications (SEFL-OADLCA)
SEFL-OADLCA methodology is proposed. The model comprises a min—max
[proposed] 9946 01.86 87.83 89.38 112 scaler, Mountain  Gazelle  Optimizer (MGO)-based
Dimensionality Reduction (DR), a hybrid of Temporal
TABLE I COMPARATIVE ANALYSIS OF THE PROPOSED Convolutional Network and Long Short-Term Memory
SEFL-OADLCA MOT%%IE{VI\YIISSSSTATE'OF'THE'ART (TCN+LSTM)-based attack classification, and Remora
Optimization  Algorithm (ROA)-based hyperparameter
Technique Accu,, Prec, Reca, Flgcope selection. This establishes a novel privacy-preserving
_ (%) (%) (%) (%) framework within a Federated Learning (FL) setup, improving
Siamese Capsule 93.87 94.66 93.72 90.34 cybersecurity, detection accuracy, and ensuring robust
[29] protection for Human—Computer Interface (HCI) systems. The
FC-Net [29] 95.56 94.44 91.53 91.81 .
comparison study of the SEFL-OADLCA  method
FCAD [29] 94.30 94.75 93.10 91.30 R
DNN [29] 96,71 90.04 95,35 90.01 demonstrated a superior accuracy value of 99.46% over
Few-Shot with existing approaches under the NSL-KDD dataset. The
L2F [29] 94.66 91.94 95.04 91.65 limitations include dependence on simulated datasets and
SEFL-OADLCA 97.00 96.97 97.20 97.02 controlled.en.vllronment.s,. which may not fully capture real-
[proposed] world variability. Additionally, the computational demands

Table III presents the ablation study of the SEFL-OADLCA
model. TCN+MGO and LSTM+MGO show slight improved
results, whereas the hybrid TCN+LSTM+MGO achieves the

may pose challenges for large-scale deployment. Future work
may concentrate on extending the model to heterogeneous real-
world data, thus improving scalability and adaptability for
dynamic environments.
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