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ABSTRACT

Preservation of privacy involves the use of methods to protect sensitive data. Data mining is the derivation
of various patterns and insights from big data using statistical and machine learning tools. A privacy-
preserving data mining protocol follows a methodological system to ensure the safety of data encryption,
improving key generation. The proposed system architecture offers a strong cloud-based platform for data
encryption and retrieval. Data preservation is performed using Brakerski/Fan-Vercauteren (BFV), where
data is encrypted with the help of a secret key and transformed with the help of a random matrix to
increase security. The secret key is constructed using the Double Exponential Smoothing Secretary Bird
Optimization Algorithm (DES-SBOA), combining the double exponential smoothing with the Secretary
Bird Optimization Algorithm (SBOA). The encrypted data is stored safely in the cloud, ensuring that it will
not be accessed by the wrong users, but can still be used to produce MLP outputs with an accuracy of
57.5%, a privacy of 39.8%, a utility of 98.5%, a fitness of 62.9%, and an execution time of 341.5s.

Keywords-BFV homomorphic encryption; Double Exponential Smoothing Secretary Bird Optimization

Algorithm (DES-SBOA); MLP; privacy preservation

I.  INTRODUCTION

Cloud computing refers to the storage, processing, and
management of data using internet-based servers, eliminating
the need for expensive local infrastructure. Although scalable
and cost-effective, cloud computing increases the risks of
privacy and security, including breach, unauthorized access,
and misuse [1]. Some mitigation mechanisms involve
encryption, access control, anonymization, and homomorphic
encryption, which allow computations to be run on encrypted
data [2]. Due to the booming expansion of the cloud, IoT, and
big data, privacy has become a major concern [3]. Federated
learning, homomorphic encryption, and Secure Multi-Party
Computation (SMPC) are some of the techniques that enable
data processing on encrypted data without decrypting it.

In [1], a privacy-preservation mechanism for IIoT involved
two stages, i.e., data restoration and sanitization. Sanitization
conceals important information to avoid unauthorized leakage,

and an ideal encryption key is produced using the G-BHO
method. Key generation was guided by a multi-objective
function based on alteration rate, hiding ratio, and correlation,
and experiments verified high security and privacy compared
to current methods. In [4], GANs were compared with
differential privacy to improve data protection in IIoT. This
approach, tested in both public and industrial datasets,
protected sensitive data while ensuring model stability, as
indicated by the R? results.

In [5], a blockchain architecture, based on Ethereum, used
the ABC-ROA hybrid optimization algorithm for key
generation during data transmission, achieving balanced multi-
objective formulations for IP rate, DM, FR generation, and HF
rate, resulting in increased security in blockchain-based
sharing. In [6], the focus was on secure outsourcing of spectral
clustering in a multi-user cloud environment. This study
constructed a scalable spectral clustering scheme using BFV
homomorphic encryption and a two-server non-collusive
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model, which provided accuracy and guaranteed privacy
protection. PCM2 [7] is a privacy-oriented multimedia mobile
cloud computing framework that addresses bandwidth and
resource limitations. A perturbation-based compression method
minimized bandwidth consumption and latency and optimized
power efficiency, which is very effective for cloud-based
mobile applications. In [8], homomorphic encryption and
blockchain were used to protect privacy in IoT healthcare
applications. Data encryption ensured patient privacy, and
smart contracts, based on blockchain, ensured fine-grained
access control and audit trails. This approach achieved fewer
communication  expenses and greater transparency.
AFBS_WOA [9] is a hybrid key-generation method for cloud-
based healthcare data. Using AFBS and WOA, this approach
creates key matrices that guarantee privacy-preserved
databases, and access to them is possible through secret key
sharing.

A. Challenges
Despite advances, there are still some research gaps:

e Scalability: ABC-ROA [10] offers high-security in
blockchain-based information sharing, but needs to be
extended to accomplish decentralized and real-time
monitoring of the global supply chain.

e Dynamic publishing: HAEF [11] builds on anonymization
and data accessibility but not on dynamic, massive, and
real-time publishing with privacy preservation in a
distributed setup.

e Higher stage optimization: AFBS_WOA [12] improved
privacy-utility trade-offs but was not tested using more up-
to-date optimization algorithms or diverse datasets to
enhance adaptability and performance.

This study introduces a privacy-preserving data mining
system based on BFV homomorphic encryption, supplemented
with randomized matrix transformation and an improved
generation of the secret key using the Double Exponential
Smoothing Secretary Bird Optimization Algorithm (DES-
SBOA). SHA-256 is used to authenticate users for secure
decryption. The major contributions are: (i) time-optimized key
generation by developing DES-SBOA, (ii) key retrieval using a
256-bit hash algorithm for authentication, and (iii) analysis of
accuracy, privacy, utility, convergence, fitness, and execution
time.

II. SYSTEM MODEL

The system model in Figure 1 represents a secure
framework for preserving data privacy utilizing homomorphic
encryption and an optimized secret key generation technique.
Initially, cloud data is encrypted before storage using
homomorphic encryption, ensuring that computations can be
performed on encrypted data. DES-SBOA is used to generate a
secure secret key, which enhances the robustness of encryption.
The encrypted data is then stored in the cloud. When data
restoration is required, a key-based authentication mechanism
allows access only if the correct key is provided. Upon
successful authentication, the encrypted data is decrypted and
restored to its original form. This framework ensures

confidentiality, integrity, and security throughout the data
lifecycle, making it highly suitable for privacy-sensitive
settings, such as healthcare systems and the IIoT, where secure
data sharing and computation are essential.

Restored Data

Key
ata Restoration
Data

Cloud Data

Homomorphic
Encryption

Secret Key Generation -
DES-SBOA

System model.

Fig. 1.

III. PROPOSED DES-SBOA BASED MLP METHOD
FOR PRIVACY PRESERVATION

This study introduces a data security system that combines
the BFV homomorphic encryption and an optimization of the
secret key generation. Using BFV to encrypt raw data allows
the computation of values without decryption. DES-SBOA
produces the secret key, giving it greater encryption strength.
The user gives a hash of the secret key during the process of
restoration to authenticate him/her; After verification, the
encrypted data is then retrieved and decrypted. Figure 2 depicts
the architecture.
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Fig. 2. Architectural illustration of the proposed mechanism.
A. Optimized Multi-Objective Framework for Privacy
Preservation

The proposed framework integrates BFV homomorphic
encryption with DES-SBOA-based key optimization to achieve
privacy-preserving data security. BFV enables secure
arithmetic on encrypted data without decryption, while DES-
SBOA optimizes secret keys for strong encryption and efficient
performance. Data integrity is reinforced through Hadamard
and Tracy-Singh products, and authentication is enforced
through secure hashing. Data is encrypted with a secret key and
further protected using an XOR operator with a random kernel

www.etasr.com

Bandhela et al.: A Novel Privacy-Preserving Approach Using Optimized Deep Learning for Secure Data ...



Engineering, Technology & Applied Science Research

Vol. 16, No. 1, 2026, 32585-32592 32587

matrix, computed from marginal mean vectors of original and
transformed data. Modular arithmetic ensures controlled
randomness, while the Tracy-Singh product introduces
additional complexity [13].

The combination of BFV homomorphic encryption and
secret key optimization based on DES-SBOA ensures strong
privacy and efficient computation. Homomorphic encryption
allows secure arithmetic operations but not decryption,
minimizing the exposure to threats. Security and performance
are balanced, and Hadamard and Tracy-Singh products are
used to improve integrity and consistency. Strong
authentication helps to avoid unauthorized access.

A sumb-based scalar provides controlled randomness, and
the Tracy-Singh product further varies. Collectively, these
mechanisms provide privacy, integrity, and practicability of the
encrypted information, making the framework efficient in
privacy-sensitive applications [14].

A;xq = B(Apxqu C) © T1xq (D
where A* is preserved data, A specifies original data with
dimensions of p X q, and B (4, C) signifies the encryption of A4,
using the BFV encryption scheme, with the secret key C, which
is generated by DES-SBOA. Each row of the encrypted data is
XOR-ed with a random kernel matrix r of size 1 X q. This
process generates a random transformation matrix to enhance
the security of the encryption. Equation (2) represents a
modulus operation, where D is divided by E, and the remainder
is assigned to 71.4. This operation is widely used in number
theory, cryptography, and computer science for hashing and
modular arithmetic in encryption algorithms.

Tixg = Dmod E 2)

where D is the transformation matrix derived from the original
data, and E is the scaling factor. Equation (3) represents the
Hadamard product, which ensures that data properties remain
hidden while still being mathematically useful.

Dixg=F®G (€)

Here, F is the column-wise mean of the original data, and G is
the column-wise mean of the transformed data T. Equations (4)
and (5) represent the marginal mean of the data, which aids in
preserving its statistical properties.

1
Fraan = 3 Xizy Aij @)

Gixg = 3201 Ty ®)
where A;; denotes the original data values, T;; denotes the
transformed data values, and p is the number of elements.

Ejxy = X1 X, Tij» where P =p xq (6)

Trxqg = Apxq O Tyxq )

B. Secret Key Generation Using DES-SBOA

Secret keys ensure confidentiality, integrity, and resistance
against unauthorized access in privacy-preserving systems. In
this framework, this process is optimized using DES-SBOA,

which combines Double Exponential Smoothing (DES) with
the Secretary Bird Optimization Algorithm (SBOA) [15]. DES
minimizes fluctuations and maintains trends to use a safe
analytics method, and SBOA optimizes key selection with fast
convergence, improving the exploration-exploitation trade-off
and randomness. Their combination yields safe, non-
predictable, and effective keys, and hence, DES-SBOA is very
appropriate in cloud-based privacy-preserving encryption.

Secret keys are encoded in forms of numeric vectors
optimized using DES-SBOA. Every dimension of the vectors is
a cryptographic parameter, which allows for manipulating the
variables at the same time and achieving better results. A
candidate is a possible solution, as shown in Figure 3. This
design enables DES-SBOA to narrow down candidates by
iteratively removing those that are weak in terms of security
and efficiency.

Ci C> Cy

Fig. 3. Solution encoding.

DES-SBOA incorporates DES into the SBOA [16],
increasing its stability and convergence. DES dynamically
balances the exploration and exploitation tradeoff by
dynamically varying the step sizes, avoiding a priori
convergence and local optima [17]. The behavior of secretary
birds that inspires SBOA (searching, evaluating, and attacking
prey) is a good model for improving the trade-offs in
exploration and exploitation, effectively simulating the
processes. SBOA, known to be fast converging and adaptable,
is effective in complex multivariate spaces. In this method,
birds are the candidate solutions, which are randomly placed in
the search space as per:

Y=Ly, +s* U, —Lp) (®)

where Y denotes the location of the secretary bird, L, and U,
are the lower and upper bounds, and s is a random number
between 0 and 1. SBOA follows a population-based approach,
initiating optimization with a set of candidate solutions.

In the search stage, the birds find camouflaged prey by
systematic scanning, which is equivalent to searching the
solution space. The algorithm analyzes the candidate solutions,
narrows down the knowledge of the landscape, and finds the
promising areas to be exploited further. This search stage is
mathematically expressed as:

while T <t, YT+ = YT 4 (Y —Yg) « S, (9)
where YT+1 is the updated position of a secretary bird, Y7 is
the position of the best solution found so far, T is the current
iteration, N is the total number of secretary birds, ¢ is the total
number of iterations, and S; is the current position of the bird.

DES is incorporated to enhance the performance of SBOA.
Starting from (10), the update rules are progressively refined
through substitution and simplification in (11-15). These
transformations balance exploration and exploitation by
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dynamically adjusting step sizes, preventing premature p=_tyH ! (4ap—4ap) (12)
convergence, and improving adaptability [18]. The final update Hx1 =3=1&D=1 pMax(agp,47,)

rule for the secretary bird's position is obtained as:

T+1 _ wx(1+§)
Y - (w*(1+€)—1) *

(f*(w*YT_1+(1—w)*kT_l)—(1—a))*kT*(1+€)—(1—€)*KT_1
w*(1+&)
+(Ys1 —Ys2) %Sy

where Y; and Y5, represent random candidate solutions, S; is a
random array in dimension 1 X dim, YT is the current solution
(secret key candidate), and kT denotes the secretary bird's
strategic movement. In exploitation, SBOA refines the best
candidate solutions to converge toward the global optimum.
Attacking the prey acts as a decisive refinement, intensifying
exploitation by strengthening high-quality solutions and
eliminating weaker ones. Next, SBOA employs avoidance
strategies to escape local optima and protect solutions from
premature convergence. These steps are continuously carried
out until the optimal solution is found. Algorithm 1 outlines the
proposed DES-SBOA.

Algorithm 1: DES-SBOA
Initialize population randomly (t is the
current count of iterations, N is the total
count of secretary birds, and T is the total
count of iterations)
while ¢t=1:T
Generate a new population
For i=1:N
//Exploration (hunting behavior)
Select a candidate for further evaluation
Calculate new status of secretary bird
Evaluate fitness
//Exploitation (escape strategy)
Select best candidates from the remaining
individuals
Compare each individual’s fitness with the
best found during the exploration phase
End for
Save the best solution found so far
End while
Return the best-found solution.

) (10)

C. Optimal Fitness Value Evaluation

DES-SBOA selects the optimal secret key using a multi-
objective fitness function that balances privacy, utility, hiding
ratio, information preservation, and accuracy. This function
ensures that encryption achieves both strong privacy protection
and computational efficiency. This function can be defined as:

an

 [PHU+H+ (=D +4c]

5 max
where P denotes privacy, U utility, H hiding ratio, [
information preservation, and Ac the accuracy of an MLP. The
fitness function scores each key, guiding DES-SBOA to select
the most secure and usable solution.

Privacy protects sensitive information from unauthorized
access, ensuring confidentiality and preventing breaches [19].

where A}, depicts data elements of retrieved data, H is the total
count of data holders or sources, and I is the number of data
elements or instances being analyzed.

Utility balances privacy with data usability, ensuring
transformed data remains meaningful for analysis, decision-
making, and machine learning applications [20].

U= % (13)

where ¢ depicts the mean and d depicts the covariance.

The hiding ratio measures the proportion of data concealed
during anonymization or encryption. Higher ratios improve
security but may reduce usability, requiring a balance between
privacy and functionality. It is defined as:

0

H=- (14)
where the term O is the index length and U is the highest count
of hidden data indexes.

Information preservation [21] ensures that the encrypted
data retains the key statistical properties and distribution of the
original data, maintaining its usefulness for analysis. It is
defined as:
1
v

I = (15)
where V is the total number of indexes in preserved data and
0, denotes the count of zero indexes.

Accuracy states the degree of correctness of processed data
compared to the original data. Accuracy is expressed as:
TP+TN
Ac=—TT (16)
TP+TN+FP+FN

where TP denotes True Positives, TN True Negatives, FP
False Positives, and FN False Negatives. The accuracy of
preserved data is examined using an MLP for secret key
optimization to assess utility and accuracy in the fitness
function. This MLP learns from both original and encrypted
data to verify that encryption preserves data quality. High
accuracy confirms that meaningful patterns remain useful for
machine learning models while maintaining privacy. The MLP
consists of input, hidden, and output layers, connected through
nonlinear activation functions. The MLP is a universal
approximator capable of modeling complex relationships,
scalable for large datasets, and widely applied in classification
and regression tasks [22].

= 50{22:1 L;')g [se(Z’z=1 Lngd)]} a7

where, Lfg and Lj-’g denote the weights of the hidden and the
output layers, and ¢, and €, are the activation functions for the
hidden and the output layers. K, is a feature input at a sample
time [, z represents the count of units in a hidden layer, and c is
the overall count of hidden layers in MLP. Figure 4 shows the
structural diagram of the MLP.
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Fig. 4. Structural illustration of MLP.

SHA-256 ensures secure decryption and integrity. The user
submits a hash of the secret key, which the cloud system
verifies against the stored hash. If matched, data is decrypted;
otherwise, access is denied [23].

BA* = A" ® 115 (18)

Once the correct encrypted data is obtained, it is decrypted
using BFV with the retrieved secret key to restore the data as
follows:

Rd = Decrypt(BA*, C) (19)

Since the SHA-256 hash functions are irreversible, it is
only possible to produce a valid hash using the original key,
and authentication is tamper-proof. This ensures
confidentiality, authenticity, and integrity, and therefore SHA-
256 is well-suited for privacy-sensitive areas, such as cloud-
based data mining [24].

IV. RESULTS AND DISCUSSION

The Cleveland and VA Long Beach heart disease data is a
collection of clinical data, including blood pressure,
cholesterol, ECG, age, sex, and type of chest pain, along with a
target variable that denotes the existence of heart disease [25].
These datasets were used to assess the proposed privacy-
preserving data mining approach. Six indicators were used to
evaluate the proposed approach, namely hiding ratio,
information preservation, accuracy, privacy, utility, and
execution time. The combination of these metrics evaluates
privacy protection, retention of statistical properties, usability,
and execution efficiency. The results on accuracy, privacy,
utility, and execution time on the Cleveland and VA Long
Beach datasets are compared in Figures 5 and 6.

Figure 5 offers a detailed comparative evaluation on the
Cleveland data in four main dimensions, namely accuracy,
privacy, utility, and execution time, for ABC-ROA, HAEF,
AFBS-WOA, and the proposed DES-SBOA-based MLP
model. As shown in Figure 5(a), the MLP in DES-SBOA has
the highest classification accuracy in all data proportions (60-
90%). The learning ability and the strength of the proposed
method increase with training data, and the baseline models
show relatively lower change in accuracy and slower learning.
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Figure 5(b) shows that the proposed method has a better
privacy-preservation property, which is suggestive of a better
optimization of privacy-conscious constraints compared to the
other methods. Figure5(c) shows the analysis of utility,
revealing that the proposed method has better median utility
and less dispersion, demonstrating more consistent and reliable
performance, whereas the median utility and range of
dispersion are lower in ABC-ROA and HAEF. Lastly, Figure
5(d) emphasizes execution time, where the DES-SBOA-based
MLP uses the lowest computation time in all training data
sizes, hence establishing its computational efficiency and
scalability.

Figure 6 provides a comparative performance analysis on
the VA Long Beach dataset, assessing accuracy, privacy,
utility, and the execution time of ABC-ROA, HAEF, AFBS-
WOA, and the proposed DES-SBOA-based MLP. Figure 6(a)
shows that the DES-SBOA-based MLP has the highest
accuracy in all training data ratios (60-90%), thus presenting
high learning competence and generalization with an increase
in the volume of training data. Conversely, the rival approaches
have lower absolute accuracies and slower enhancements.
Figure 6(b) demonstrates that the DES-SBOA-based MLP has
far higher privacy rates on all the data splits, implying that it
has a better privacy-sensitive optimization capability compared
to the baseline strategies. In Figure 6(c), the utility analysis
shows that the DES-SBOA-based MLP has the largest median
utility and the smallest dispersion, which indicates more
consistent and credible performance. In comparison, the utility
values of ABC-ROA, HAEF, and AFBS-WOA achieve
relatively lower values and have a broader range of variability.
Figure 6(d) indicates that the DES-SBOA-based MLP takes the
shortest time to run with all data set sizes, demonstrating its
efficiency and scalability in terms of computation.

TABLE L. STATISTICAL ANALYSIS ON THE CLEVELAND
DATASET
Proposed
Method ABC-ROA HAEF AFBS_WOA | DES-SBOA-
based MLP
Best 0.569 0.582 0.606 0.629
Mean 0.534 0.565 0.586 0.617
Variance 0.034 0.017 0.019 0.012
Standard 0.186 0.131 0.140 0.110
deviation
TABLE II. STATISTICAL ANALYSIS ON THE VA LONG
BEACH DATASET
Proposed
Method ABC-ROA HAEF AFBS_WOA DES-SBOA-
based MLP
Best 0.566 0.572 0.598 0.614
Mean 0.502 0.525 0.553 0.578
Variance 0.064 0.047 0.045 0.036
Standard 0253 0217 0213 0.190
deviation
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Fig. 6. Comparative examination on the VA Long Beach dataset:
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Opverall, the proposed DES-SBOA-based MLP performed
better than the ABC-ROA, HAEF, and AFBS-WOA
algorithms. For example, in 90% training data, the proposed
model achieved accuracies of 0.576 on Cleveland and 0.575 on
VA Long Beach, which are higher than the competing methods
(0.555). Other performance areas, such as privacy, also
improved to 0.399 and 0.398, respectively, a significantly
higher score compared to the greatest competitor (0.300 and
0.299). Similarly, the utility in both datasets was higher than
0.98, whereas that of AFBS_WOA was 0.896. The execution
time was also significantly lower, reducing to 48.5% compared
to the alternatives.

Tables I and II demonstrate the statistical stability of the
proposed method, as it produced the best and mean scores with
the least variance and standard deviation, proving robustness.
Finaly, Table III provides a summary of overall comparative
performance, demonstrating improvements up to 17.4 in utility
and 79.7 in privacy, which proves that the DES-SBOA-based
MLP provides a better balance between privacy, accuracy, and
efficiency.

TABLEIIL.  MODEL COMPARISON
Proposed DES-
Method |ABC-ROA| HAEF | AFBS_WOA | P0™e "
Accuracy 0.511 0.533 0.554 0.575
Privacy 0.222 0.241 0.299 0.398
Utility 0.839 0.868 0.896 0.985
Fitness 0.569 0.582 0.606 0.629
Execution | ¢, 5 517.4 404.5 3415
time (s)

V. CONCLUSION

This study presents a privacy-preserving method for
optimizing deep learning performance in protected data
mining, offering a powerful cloud data encryption and retrieval
system. Data preservation was ensured using BFV
homomorphic encryption, where the original data was
encrypted with a secret key and manipulated with a random
matrix to provide an additional layer of security. Key
optimization was performed using the DES-SBOA algorithm,
which incorporated DES into SBOA. In this optimization
algorithm, the fitness function was used to assess various
candidate keys based on weighted privacy, utility, hiding ratio,
information preservation, and accuracy. After encryption, the
data was stored in the cloud. During data recovery, the user
provided a hash of the secret key to verify the user, and once
this was done, the data were reconstructed using the key.

The proposed method achieved an accuracy of 57.5,
privacy of 39.8, utility of 98.5, fitness of 62.9, and execution
time of 341.5 s. Future work should examine the improvement
of privacy-preserving DL models by incorporating hybrid deep
learning and differential privacy methods to achieve more
robust and secure data mining. The study of new encryption
techniques and optimization methods might enhance efficiency
and scalability. In contrast to other privacy-sensitive data
mining methods (ABC-ROA, HAEF, and AFBS_WOA), the
proposed framework offers a new combination of BFV
homomorphic encryption with a temporally stabilized meta-

heuristic optimization algorithm (DES-SBOA). The main
innovation is the use of DES in the SBOA process, which
improves its convergence stability and reduces early stagnation
when generating secret keys—something that previous research
has not yet covered.

The proposed method enables arithmetic operations on
encrypted data, which are performed securely, without the need
for decryption before analysis, as opposed to the ABC-ROA or
AFBS_WOA, which optimize keys without taking into account
the temporal trends and encrypted domain computation. Unlike
HAEF-based anonymization methods that undermine privacy
in favor of usability under dynamic publishing conditions, the
proposed method maintains statistical integrity and utility
(0.985) and achieves considerably better privacy scores
(0.398). In addition, the use of an MLP-based error measure in
the fitness function offers a statistical confirmation of utility
preservation, which, again, is surprisingly missing in previous
heuristic-only models.
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