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ABSTRACT 

Modern communication networks are plagued by spam Short Message Service (SMS), which invade users' 

personal spaces and pose significant security threats. This study proposes a novel spam SMS categorization 

method that combines Machine Learning (ML) techniques with the Golden Search Optimizer (GSO) and 

the Whale Optimization Algorithm (WOA). The hybrid Golden Search Optimizer–Whale Optimization 

Algorithm (GSOWOA) optimization technique is integrated with Random Forest (RF) models to improve 

performance and convergence time. Experimental findings reveal that categorization accuracy is much 

higher than that of classical ML approaches. By fine-tuning model hyperparameters, the optimization 

process reduces both false positive and false negative classifications, enhancing overall performance. The 

results demonstrate an effective and systematic approach for improving spam SMS categorization systems. 

This strategy has been beneficial for optimally tuning hyperparameters, leading to high classification 

performance for models such as Extreme Gradient Boosting (XGBoost) and RF. The main experimental 

evaluation indicates that the proposed framework achieved a total accuracy of 98.9% and a precision of 

97.85%, with a 35% faster convergence rate than conventional protocols and general metaheuristic 

methods. Notably, GSOWOA demonstrated a strong resistance against overfitting, coupled with 

computational efficiency, making it viable for real-time spam detection on edge devices. These results 

provide evidence of the practical benefits of implementing a hybrid optimization process to achieve high 

performance and optimal resource utilization for SMS filtering. 

Keywords-spam SMS; Random Forest (RF); classification; optimization algorithm; Extreme Gradient 

Boosting (XGBoost) 

I. INTRODUCTION  

The present-day digital environment is characterized by the 
widespread presence of mobile devices and the dominant use of 
text message communication, which forms an essential 
component of everyday life. Nevertheless, the ease and 
convenience of Short Message Service (SMS) communication 
are being undermined by the widespread occurrence of spam 
messages [1]. These unsolicited texts not only overwhelm 
consumers with undesirable information but also present 
potential risks to their personal privacy and security. The 
accurate detection and categorization of spam SMS are now 
major issues in information security [2, 3]. 

Due to the increasing threat of SMS spam and its economic 
implications, attention has shifted to technical challenges in 

SMS-specific detection, including the dynamism of spam 
design, high false positive rates, and limitations of existing 
Machine Learning (ML)–based classifiers in handling such 
dynamism [4]. Unlike traditional ML and Deep Learning (DL) 
techniques, which have proven successful in SMS spam 
detection, their effectiveness is compromised when confronted 
with dynamic and adaptive spam evolution [5]. Current 
metaheuristic algorithms also have limitations, despite 
performing well for parameter optimization, such as premature 
convergence, imperfect parameter evolution, and excessive 
computational cost. Thus, a strong optimization algorithm that 
can maintain a balance between exploration and exploitation 
with minimal training time is required [6]. To address this 
problem, the hybrid Golden Search Optimizer–Whale 
Optimization Algorithm (GSOWOA) is proposed, providing an 
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efficient way to tune optimal classifier hyperparameters and 
thereby enhancing the adaptability, accuracy, and 
computational efficiency in SMS spam detection. 

Text classification within ML has been motivated by the 
prevalence of unsolicited SMS messages, or spam. The 
effectiveness of conventional techniques, such as rule-based 
systems and simple heuristics, has been reported to be limited 
in coping with the dynamic and sophisticated nature of spam 
messages [7]. Therefore, there is an increasing demand for 
sophisticated methods that can learn autonomously and adapt 
to new patterns and changes within spam content. The goal of 
this paper is to address this challenging problem by developing 
a new hybrid framework combining ML with the optimization 
capabilities of GSOWOA. The purpose of this work is to 
achieve higher accuracy and effectiveness in spam SMS 
classification, offering users more reliable protection against 
new spam messages. This work extends previous research by 
introducing a new model in which the GSOWOA optimization 
technique is incorporated into the ML models. The rationale for 
this integration is that optimization algorithms can help 
optimize model parameters, leading to higher classification 
accuracy and faster convergence. The benefits of such a fusion 
are twofold: on one side, it improves the performance of spam 
SMS categorization, and on the other, it contributes to the 
broader understanding of the interplay between optimization 
techniques and ML models.  

The major contributions of this paper are as follows: 

 Present a hybrid optimization model (GSOWOA) for 
hyperparameter tuning of conventional ML classifiers to 
improve the performance of SMS content filtering for spam 
detection. This combined model takes advantage of the 
exploration capability of Golden Search Optimization 
(GSO) as well as the exploitation capability of Whale 
Optimization Algorithm (WOA), enhancing convergence 
speed and classification accuracy compared with existing 
single–optimizer approaches. 

 Conduct extensive experimental studies using different ML 
classifiers (Naive Bayes Classifier (NBC), Krill Herd 
Optimization (KHO), Random Forest (RF), and Fuzzy-
based Recurrent Neural Network-based Harris Hawk 
Optimization (FRNN–HHO)) to demonstrate the 
effectiveness, consistency, and generalization capability of 
the proposed optimization scheme on SMS spam datasets. 

 Perform a comparative study with current state-of-the-art 
detectors. The proposed method outperforms the baseline 
ML and Large Language Model (LLM)–driven detectors 
such as SpaLLM-Guard and Mixtral 8×7B in terms of 
higher accuracy and lower computational complexity under 
very low false positive/false negative rates. 

II. LITERATURE REVIEW 

Unwanted SMS spam is pervasive in this information 
technology era, highlighting the need for effective methods for 
both classification and filtering. This paper is organized in a 
manner that allows a complete and methodical presentation of 
work regarding spam SMS message classification. The focus is 

primarily on ML tools, with a growing interest in optimization 
techniques such as WOA and KHO [8, 9]. 

Authors in [10] introduced an innovative methodology for 
filtering SMS spam using the Dendritic Cell Algorithm (DCA) 
and a bio-inspired KHO algorithm. Experiments showed that 
the suggested model outperformed well-known ML classifiers 
such as Extreme Gradient Boosting (XGBoost) and Naive 
Bayes (NB). Authors in [11] conducted an independent 
investigation in which they devised a multi-filter system 
incorporating an ensemble of different ML classifiers. The 
approach employed three distinct classification approaches: 
NB, Support Vector Machines (SVM), and Naive Bayes 
Multinomial (NBM). The results demonstrated the flexibility of 
their model, which was integrated partially or fully into servers 
and mobile applications.  

In the study conducted by authors in [12], genetic 
programming was employed to reduce false positive errors in 
SMS spam filtering. Results indicated that the approach 
effectively improved SMS spam classification accuracy as 
generations progressed. Other evolutionary techniques have 
also been found effective in SMS spam classification. Authors 
in [13] proposed a new DCA-based approach applied on NB 
and SVM classifiers across different features sets. Inspired by 
an artificial immune system, authors in [14] proposed an 
iterative collaborative and adaptive filtering method, which 
also incorporated an artificial immune system for blocking 
SMS spam [15]. 

Authors in [16] compared various ML algorithms for SMS 
spam detection, employing four types of ML methods, finding 
that neural networks improved the performance of all other 
classifiers. Authors in [17] analyzed ML classifier performance 
for SMS categorization in Bahasa Indonesia. Authors in [18] 
proposed a computational model for classifying spam text 
messaging, including classifiers such as K-Nearest Neighbors 
(K-NN), Categorization and Regression Trees (CART), NB, 
and SVM, as well as ensemble classifiers such as RF, 
Adaboost, and voting methods. Their experimental results 
indicated that ensemble learning based on RF achieved the 
highest classification accuracy. 

Authors in [19] presented a significant work implementing 
an enhanced Hidden Markov Model (HMM) with weighted 
word features. Their experimental results indicated that the 
weighted HMM approach outperformed the Long Short-Term 
Memory (LSTM) model in terms of accuracy and efficiency. In 
SMS spam classification, a DL-based solution combining 
LSTM and Convolutional Neural Networks (CNN) has been 
proposed by authors in [20]. The experimental results showed 
strong performance of DL models under three configurations. 
Moreover, regularization methods such as dropout improved 
classification performance [21]. 

Authors in [22] proposed an interesting hybrid model 
combining Recurrent Neural Networks (RNN) and LSTM. The 
results revealed that the model effectively predicted patterns 
based on vector sets, achieving improved accuracy with 
moderate runtime. Authors in [23] analyzed the importance of 
hyperparameters in achieving optimal results. 
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Authors in [24] introduced a swarm optimization–based 
approach for spam filtering of tweets. An ML model was 
trained on a dataset specifically tailored for spam detection. 
WOA was applied for feature selection, and Stochastic 
Gradient Descent (SGD) was incorporated into the WOA 
objective function. An Adaboost classifier trained with selected 
features achieved the best results, reaching a record accuracy of 
99.85% with only seven features in approximately 17.9 s [25]. 

Authors in [26] integrated NB with Particle Swarm 
Optimization (PSO) for e-mail spam/ham classification. The 
model, trained on 1,000 emails from the Ling dataset, 
employed Correlation-based Feature Selection (CFS) and 
outperformed traditional NB in precision, recall, F-measure, 
and accuracy, achieving values above 94% for all metrics. 

Authors in [27] proposed a hybrid fuzzy-based network 
architecture that integrates fuzzy logic with RNNs to improve 
accuracy in sentiment analysis tasks. The hybridization of 
RNNs with fuzzy logic provides a significant advantage, as the 
detection and classification of fake text data are strongly 
influenced by fuzzy reasoning. However, these methods have 
not achieved adequate performance in terms of accuracy and 
error rates. Hence, the suggested architecture incorporates a 
hybrid approach that effectively analyzes classified emails, 
resulting in improved efficiency. 

Authors in [28] presented a methodology for emotion 
analysis on Chinese short messages, which is significant for 
monitoring and gaining insights from social media platforms. 
The proposed approach, Attention-of-Emoticons Based CNN 
(AEB-CNN), combines attention mechanisms and emoticon 
information with CNNs to improve accuracy. Authors in [29] 
examined the efficacy of three ML models for detecting spam 
images, using Canny edge detection as a supporting technique. 
The models included SVM, CNN, and Multi-Layer Perceptron 
(MLP).  

Authors in [30] performed an in-depth comparison of ML-
based spam detectors, considering both shallow and DL 
techniques using the novel Super SMS Dataset. They found 
that conventional ML and deep neural models achieved good 
performance on static corpora but were susceptible to evasion-
based strategies like character obfuscation, homoglyph attacks 
that mimic human-like behavior, or concept drift over time, 
highlighting the limitations of current anti-spam systems. To 
mitigate these issues, authors in [31] proposed SpaLLM-Guard 
and empirically evaluated open-source and commercial LLMs, 
including GPT-4, DeepSeek, LLAMA-2, and Mixtral, across 
zero-shot, few-shot, and fine-tuning approaches for SMS spam 
detection. Their findings showed that fine-tuned LLMs with 
Mixtral (8×7B) reached accuracy up to 98.6% with balanced 
false positive and false negative rates below 2%, demonstrating 
higher resilience against adversarial manipulations and concept 
drift. Altogether, these studies exemplify a shift in paradigm 
from conventional ML-based spam filtering to LLM-driven 
adaptive schemes capable of maintaining high detection 
accuracy in the face of evolving spam strategies. 

Table I presents the critical analysis and research gaps of 
existing methods. The literature review underscores the 
evolution of spam SMS classification techniques, emphasizing 
the transition from rule-based systems to ML-based approaches 
[32-35]. Existing methods such as NBC and RF provide 
reasonable accuracy and simplicity but lack flexibility in 
handling evolving spam, and are limited by overfitting and 
poor resistance to adaptive spam. Similarly, KHO and FRNN-
HHO demonstrate good optimization and low error rates but 
suffer from slow convergence and high computational cost. In 
contrast, the proposed hybrid optimization framework naturally 
combines the exploration capability of GSO with the 
exploitation capability of WOA, resulting in faster 
convergence, superior accuracy, and better resistance against 
concept drift and adversarial SMS spam. 

TABLE I.  CRITICAL ANALYSIS OF EXISTING MODELS 

Model Strengths  Limitations  Research gap  

NBC 

[26] 

Simple and computationally efficient; 

performs well with small and balanced 

datasets 

Assumes feature independence, reducing 

real-world accuracy; struggles with non-

linear and noisy text data 

Traditional ML models like NBC lack adaptive feature 

learning and require manual tuning; they cannot cope with 

evolving spam tactics or unbalanced data 

KHO 

[10] 

Effective bio-inspired optimization 

technique with global search ability and 

strong exploration strength 

Slow convergence in high-dimensional 

search spaces; easily trapped in local 

optima 

Requires an enhanced optimizer capable of faster 

convergence and better exploitation balance to avoid local 

minima and reduce tuning overhead 

RF 

[35] 

Robust ensemble model reducing 

overfitting; handles high-dimensional 

features effectively 

Performance depends on hyperparameter 

tuning; lacks adaptive optimization for 

evolving data 

Needs automated, intelligent hyperparameter tuning to 

optimize performance and reduce computational cost across 

diverse spam patterns 

FRNN

-HHO 

[27] 

Combines fuzzy logic and DL for 

adaptive classification 

High training complexity and longer 

runtime; requires high computational 

resources for convergence 

Requires a hybrid optimization approach with lower 

computational cost and faster convergence suitable for real-

time or edge-level SMS filtering 

 

III. PROPOSED METHODOLOGY 

This section presents the overall methodology used for 
SMS spam classification, including dataset preparation, 
preprocessing, the machine learning classifiers employed, and 
the overall strategy. 

A. Dataset 

Firstly, a balanced dataset comprising spam and non-spam 
messages is required. The dataset is used to train and evaluate 
ML models and should contain a variety of text messages. 
Collected for the purpose of studying SMS spam, the SMS 
Spam Collection consists of a database of tagged SMS texts. 
Each of the 5,574 English-language SMS messages in the 
collection has been classified as spam or ham, and the dataset 
was originally introduced by authors in [36]. The sourced 
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dataset was collected from the publicly available Kaggle 
repository [37]. This study's use of the SMS dataset was driven 
by its widespread acceptance in the scholarly community and 
its singularity as the only publicly accessible collection of 
genuine spam SMS data. 

In addition, it is important to identify the sentiments 
expressed in the categorized SMS, as this allows for the 
evaluation of emotions conveyed in both spam and non-spam 
messages. An optimization-based ML technique is used to 
identify the feelings of detected spam and ham SMS messages. 
The SMS analysis task employs RF and XGBoost. To enhance 
classification accuracy, the proposed ML model is combined 
with a metaheuristic optimization technique, namely the 
GSOWOA algorithm. By modifying the weight parameter, the 
GSOWOA approach achieves the best or near-optimal solution, 
which enables rapid convergence. 

B. Data Preprocessing  

Preprocessing plays a crucial role in SMS text 
categorization systems. Improved text classification 
performance results from applying appropriate preprocessing 
methods to textual datasets. The removal of noise from datasets 
is a crucial step in the field of ML. The preprocessing stage 
encompasses various procedures for categorizing input SMS 
messages through the utilization of several techniques, 
including text cleaning, tokenization, stop word removal, and 
stemming or lemmatization. The preprocessing techniques are 
described in detail in the following subsections. 

1) Tokenization 

Paragraphs are often divided into sentences or phrases are 
broken down into meaningful components, such individual 
words, via the process of tokenization. Tokenization primarily 
focuses on alphabetic or alphanumeric characters, separating 
non-alphanumeric symbols such as punctuation marks and 
whitespace. Tokenization methods can be broadly categorized 
into isolating, agglutinative, and inflectional approaches. In 
isolating methods, words are not broken into smaller units, 
whereas agglutinative methods separate words into meaningful 
smaller units. 

2) Stop Word Removal 

Frequently used words that do not substantially add to the 
overall meaning are removed during this stage. Stop words 
primarily serve grammatical functions by linking other words 
to form coherent sentences. These words typically include 
determiners, prepositions, and articles and are characterized by 
their high frequency of occurrence. Removing such words 
helps reduce dimensionality. 

3) Stemming/Lemmatization 

Words are reduced to their root or base form to handle 
variations. Stemming is applied to convert words into a 
standardized representation by removing suffixes and reducing 
word variations. This process reduces text redundancy and 
improves model generalization by mapping related words to a 
common base. 

C. Random Forest Classifier 

Classification and regression are two common applications 
of the RF technique, which is a supervised ensemble learning 
classifier. The suggested method is an ensemble learning 
strategy that builds a network of decision trees and uses their 
combined predictions to produce a final forecast.  

The RF technique uses a network of decision trees, each 
contributing to a forecast; the final prediction is the average of 
all the forecasts. This approach helps reduce overfitting and 
improves the model's overall accuracy. Two key parameters 
must be specified when constructing an RF model: featuren and 
treen. The parameter featuren represents the number of features 
randomly chosen as candidates for splitting at each decision 
tree node, whereas treen represents the total number of decision 
trees within the RF. The featuren parameter is responsible for 
controlling the level of randomness included into the model. 
Reducing the value of featuren may increase model randomness 
and potentially improve accuracy. However, this comes at the 
expense of increased model complexity, which in turn raises 
the risk of overfitting. Increasing the value of featuren enhances 
the model's ability to handle noise present in the data. The treen 
parameter plays a crucial role in determining the total 
complexity of the model. Increasing the value of treen enhances 
the model's accuracy; however, this improvement comes at the 
expense of more computing resources and longer training time. 
According to authors in [38], the computing resources do not 
impose a limitation on the number of trees (treen) in a forest. 
However, it has been observed that the incremental 
performance gains achieved by increasing the number of trees 
in the forest are negligible. Nevertheless, according to the 
findings of authors in [39], it is argued that the availability of 
computing resources serves as the primary constraint on the 
quantity of trees inside a given forest. Mean Square Error 
(MSE) is a node-level metric used in RF to address regression 
tasks and is defined as: 

MSE = �
� ∑ �	
 − �

��
��    (1) 

where 	
  and �
 , represent the predicted and actual values, 
respectively, and � is the total number of data points. 

D. Extreme Gradient Boosting Classifier 

XGBoost is a supervised ensemble ML algorithm that 
follows the boosting approach. It sequentially trains a set of 
learners, typically Classification and Regression Trees 
(CART), where each subsequent model aims to optimize the 
residuals of the preceding models, hence enhancing predictive 
performance. The approach operates by computing the 
similarity score at each node of the CART to evaluate potential 
splits based on the residuals of SMS feature values, as defined 
in (2): 

������ =  ∑ ��������
�� �!" #∗%    (2) 

where ������  denotes the similarity score, &
  represents the 
predicted value of the ' -th variable, 	�(

  represents the 
independent feature values, )  is the residual value, and * 
denotes the regularization parameter. The information gain 
obtained from a split is calculated using (3): 
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+&', = ������
 − ������-
   (3) 

where ������
  and ������-
 represent the similarity scores after and 

before the split. The regularization parameter *  controls tree 
complexity by penalizing unnecessary splits and reducing the 
impact of outliers. Increasing * lowers the similarity score and, 
consequently, reduces the information gain, as shown by (3). 
Another important parameter in XGBoost is ., which acts as a 
threshold for node splitting. If the computed gain exceeds ., a 
split will occur at the node; otherwise, the node remains 
unsplit. This mechanism helps mitigate overfitting by 
controlling tree depth. Larger values of .  result in more 
aggressively pruned trees. In this study, the default values of . 
= 0 and * = 1 were maintained throughout each phase. 

The output prediction of a basic CART learner is computed 
as: 

/ =  ∑ ��������
� �!" #∗%     (4) 

The prediction is then updated iteratively using (5): 

012&345 = 67485 + �: ∗ /
   (5) 

where 012&345 is the updated prediction, 67485 represents the 

previous prediction, and :  is the learning rate. The learning 
rate is a crucial parameter that plays a significant role in 
controlling convergence speed and reducing overfitting by 
scaling the contribution of each tree.  

E. Proposed GSOWOA-Based Optimization Framework 

Figure 1 illustrates the proposed GSOWOA-based 
optimization framework for SMS spam classification. The 
workflow starts with data preprocessing, which consists of 
cleaning the input SMS data, followed by tokenization, stop 
word removal, stemming, and Term Frequency–Inverse 
Document Frequency (TF–IDF) vectorization to transform 
SMS messages into appropriate numerical features. Then, the 
hyperparameter initialization phase defines the search space for 
key parameters of the RF and XGBoost classifiers, such as the 
number of estimators, learning rate, and tree depth. The 
GSOWOA-based optimization phase performs global 
exploration and local exploitation of the hyperparameter space.  

Candidate solutions are assessed using a fitness function 
that takes into account classification accuracy and convergence 
speed. The optimized hyperparameters are then applied to train 
the RF and XGBoost models, allowing automated tuning that 
enhances convergence, generalization ability, and classification 
performance. GSOWOA is used to adaptively modify the 
critical parameters (i.e., number of estimators, learning rate, 
and tree depth) according to classification accuracy of 
spam/ham message samples via cross-validation. This adaptive 
relaxation enables the model to account for linguistic patterns, 
weighted importance of features, and frequency characteristics 
that separates spam from legitimate SMS messages. 

IV. INTEGRATION OF GSOWOA WITH MACHINE 

LEARNING MODELS 

GSO, a population-based optimization technique developed 
for numerical function optimization, is introduced in this 

section in conjunction with the WOA algorithm. This approach 
is straightforward and efficient, avoiding the need to solve 
more complex problems. The algorithm employs a simple yet 
effective method. At the outset, the fitness values representing 
potential GSO algorithm solutions are initialized in a 
completely arbitrary manner. All entities work together in 
accordance with a straightforward mathematical model to get 
the best possible outcome on a global scale. A transfer operator 
is included into an adaptive step-size adjustment technique in 
the proposed method to achieve a satisfactory exploration–
exploitation balance in search.  

 

 

Fig. 1.  Workflow of the proposed ML model for SMS spam classification. 

Authors in [40] introduced a population-based 
metaheuristic approach, WOA, inspired by humpback whales' 
hunting behavior. The whales' bubble-net feeding strategy is a 
foraging approach that helps them in their predatory pursuits. 
Furthermore, it should be mentioned that whales in general 
display a behavior where they join forces with the nearest 
whale, and then proceed to swim towards a predetermined 
destination by progressively narrowing the diameter of their 
spiral path. The detailed mathematical model of WOA 
optimization is as follows. 

A. Initialization 

Within a Z-dimensional search space, the whale population 
is first determined. The search space can be mathematically 
represented as: 

� = ;��, ��, . . , �� , . . , ��>   (6) 

where ? denotes the variables of a specific problem, �� denotes 
the @-th potential solution, and � denotes the population. 

B. Prey Encircling 

The corresponding WOA formulation is: 

6A�@ + 1
 = 6A�@
 + CA�@ + 1
   (7) 

Let: 

6A�@ + 1
 = 0A�@ + 1
   (8) 

6A�@
 = 0A�@
    (9) 
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Then, (7) becomes: 

0A�@ + 1
 = 0A�@
 + CA�@ + 1
  (10) 

0A�@
 = 0A�@ + 1
 − CA�@ + 1
  (11) 

Humpback whales catch prey by identifying their exact 
location and circling around it. As soon as the best search agent 
is identified, the other search agents move their positions closer 
to it. The following is the GSOWOA's final update equation: 

0A�@ + 1
 = �DE�FE��
�
�DE�FE��
��GHDE��
�IEJ KL∗�@
H1 − MNJ +

L OIE�DE�FE��
��FEHDE��
�IEJ
�DE�FE��
� PQ   (12) 

Here, 8A  represents the minimal random walk of the R-th 
variable, 3A�@
  represents the minimal value of the R -th 
variable at the @ -th iteration, and SA�@
 represents the 
maximum of the R-th variable at the @-th iteration. 

L = 28 ∗ ℏ − 8    (13) 

3 = 2 ∗ ℏ     (14) 

Here, 8 is bound between 0 and 2, and ℏ is limited to values 
between 0 and 1. The ideal solution's position vector is 
represented by L�@
 , during the @ -th iteration, and VA�@
 
reflects the position of the R-th solution. 

CA�@ + 1
 = /. CA�@
 + 3� @W?�ℏ�
 �X���FA − YA�@
� +
3� ?',�ℏ�
 ZX[���FA − YA�@
\   (15) 

Here, ℏ�and ℏ�  are selected randomly from [0, 1], and 3� 
and 3� are randomly chosen from [0, 2]. CA�@
 represents the 
step size at iteration @. 

C. Bubble-Net Approach 

Two separate methods are used to explain the mathematical 
modeling of whales' bubble-net behavior, as detailed below. 

1) Encircling Approach  

With 8  decreasing from 2 to 0 during the iterations, the 
updated search agent's position is calculated between the 
agent's current position and the position of the currently 
identified optimum agent by assigning random values to the 
variable 7 in the range [-1, 1]. 

2) Spiral Updating Position  

When whales and their prey interact, a spiral pattern forms, 
mimicking the helical movement of the whales themselves: 

L�@ + 1
 = ]→ ′. `a�F . @W?�2bW
 + L∗�@
  (16) 

The distance between a whale and its prey is represented by 

]→ ′ = cL∗de �@
 − L→ �@
c. The constant .  determines the shape 

of the logarithmic spiral, and W  is a random number in the 
range [-1, 1]. 

A 50% chance is used to select one of the two mechanisms 
for updating a whale's position within the optimization 
framework. Mathematically, this is expressed as: 

L→ �@ + 1
 = fL∗de �@
 − M→ . ]de ,                         if  i < 0.5
]→ . `a�. @W?�2bW
 + L∗de �@
, if i ≥ 0.5  (17) 

where i is a random number between 0 and 1. 

3) Searching Prey  

During the exploration phase, a random agent is picked to 
update the seeking agent's position rather than using the best 
agent found so far. The update equations are: 

]→ = cNde . L��nod⎯⎯⎯e − L→c    (18) 

L→ �@ + 1
 = L→��no − M→ . ]→   (19) 

The optimal classification of Ham or Spam SMS is 
achieved by iteratively performing the ML-GSOWOA steps. 
Algorithm 1 provides the pseudocode for ML-GSOWOA. 

Algorithm 1: Proposed ML-GSOWOA Pseudocode 

Input: SMS data 

Output: Classified Ham or Spam SMS 

Update CART learner's prediction value: 

 012&345 = 67485 + �: ∗ /
 using (5) 
Initialize whales' population 

Compute fitness using (12) 

While @ < �&�
F� 
 For each individual search agent 

 Update 8, M, N, W, i 
 If �i < 0.5
 
 If �|M| < 1
 

Relocate the current search 

agent using (16) 

 Else if �|M| ≥ 1
 
Choose a random search agent L��no 
Relocate the current search 

agent using (17) 

 End if 

 Else if �|i| ≥ 0.5
 
Relocate the current search agent 

using (19) 

 End if  

 End for 

Verify the seeking agent remains within 

the search space 

Evaluate fitness of individual search 

agents 

 Update L∗ 
 @ = @ + 1  
End while 

Return Ham or Spam SMS 
Stop 

The workflow of the hybrid GSOWOA method is 
illustrated in Figure 2. Once the system balance is ensured by 
calculating the standard deviation, Algorithm 1 applies the 
GSO algorithm to determine the optimal locations. 
Subsequently, the WOA algorithm is performed to optimize the 
best search agent for classifying the message as spam or ham.  
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Fig. 2.  Workflow of the GSOWOA method. 

V. EXPERIMENTAL SETUP AND RESULTS 

DISCUSSION  

This section delineates the implementation details of the 
ML-GSOWOA model for SMS spam detection. The model's 
capability to recognize spam messages was evaluated using 
data from the University of California, Irvine (UCI) repository 
[37] and compared with state-of-the-art ML techniques. An 
equitable distribution of classes is necessary to ensure accurate 
evaluation, as the dataset contains 5,574 English-language 
SMS messages, including both spam and ham. The dataset was 
split with 80% of messages used for training and the remaining 
20% for validation and testing.  

The ML-GSOWOA methodology is a comprehensive 
search method used to identify optimal hyperparameters within 
a predefined range through an extensive search process. Its 
selection in this study, among other parameter-tuning 
approaches such as random search, was motivated by its 
straightforward implementation and ability to execute in 
parallel. The random search methodology was also used to 
identify the most favorable parameter values, including the 
number of trees, number of iterations, and learning rate. Table 
II presents the experimental configuration used for exploring 
the parameter space of RF, XGBoost, and WOA. 

A. Performance Evaluation Metrics 

Evaluation metrics such as testing accuracy, recall, 
precision, and F1-score were used to assess the ML-GSOWOA 
model. The experiments show that spam messages can be 
effectively classified using a two-level binary classification 
scheme. 

Precision measures the proportion of correctly identified 
positive messages among all messages classified as positive: 

Precision = yz{|yz{|} ~z{|    (20) 

Recall measures the proportion of actual positive messages 
that are correctly identified: 

Recall = yz{|yz{|} ~���    (21) 

The F1-score is the harmonic mean of precision and recall, 
providing a single metric that balances both, especially useful 
in class-imbalanced scenarios: 

F1 − score = 2 ∗ Z����������������
���������}������\  (22) 

Accuracy measures the proportion of correctly classified 
messages, both positive and negative, among all messages: 

Accuracy = yz{|}~���yz{|}~z{|}y���}~���  (23) 

TABLE II.  ML-GSOWOA PARAMETERS 

Parameter Value / Setting 

Baseline model NBC, KHO, RF, FRNN-HHO 

Maximum depth 08 � 0.003 

Tuned models 
(500, 100) and (5, 10, 15, 20, 25, 

30) 

Max. depth 07, 08, 09 

rounds 10, 20, 30 

Population size 30 

Coefficient vector [0, 2] 

Epochs 40 � [-1, 1] 

ℏ 0 to 1 

� 0 to 2 

 

B. Training Evaluation  

The testing accuracy of the proposed ML-GSOWOA model 
and other existing models, including NBC, KHO, RF, and 
FRNN-HHO, is illustrated in Figure 3. Using 60% of the 
dataset for training, the corresponding testing accuracy values 
for NBC, KHO, RF, FRNN-HHO and ML-GSOWOA are 
0.794, 0.781, 0.857, 0.874, and 0.89, respectively. Compared to 
these baseline models, the ML-GSOWOA approach 
demonstrates superior performance, achieving improvements 
of 10.288%, 11.751%, 3.163%, and 2.259%, respectively.  

The precision results are presented in Figure 4. Using 70% 
of the available data for training the ML-GSOWOA model 
achieved a precision score of 0.972. The other methods, NBC, 
KHO, RF, and FRNN-HHO, obtained precision scores of 
0.792, 0.788, 0.853, 0.86, and 0.869, respectively. Accordingly, 
the ML-GSOWOA method outperforms these approaches by 
10.1808%, 11.261%, 3.941%, and 3.1533%, respectively. 

Figure 5 illustrates recall evaluation. The ML-GSOWOA 
model achieved a recall of 0.941, outperforming NBC, KHO, 
RF, and FRNN-HHO, which scored 0.838, 0.824, 0.891, 0.904, 
and 0.941, respectively, using 80% of the training data The 



Engineering, Technology & Applied Science Research Vol. 16, No. 1, 2026, 32608-32618 32615  
 

www.etasr.com Das et al.: Machine Learning-Based Optimization Algorithms for Spam SMS Classification 

 

proposed method demonstrates improvements of 12.34%, 
13.34%, 6.23%, and 3.28% over the existing techniques. 

Figure 6 presents the F1-score evaluation. With 90% of the 
data used for training, the ML-GSOWOA model achieved an 
F1-score of 0.935, compared to NBC, KHO, RF, and FRNN-
HHO, which achieved F1-scores of 0.821, 0.809, 0.881, and 
0.891, respectively. This corresponds to performance 
improvements of 12.192%, 13.475%, 5.775%, and 3.201%, 
respectively. 

 

 

Fig. 3.  Testing accuracy comparison of ML-GSOWOA and baseline 

models. 

 

Fig. 4.  Precision comparison of ML-GSOWOA and baseline models. 

 

Fig. 5.  Recall comparison of ML-GSOWOA and baseline models. 

 

Fig. 6.  F1-score comparison of ML-GSOWOA and baseline models. 

Table III shows a comparison of the models on the spam 
label, confirming that ML-GSOWOA outperforms other 
approaches in precision, recall, and F1-score. 

TABLE III.  COMPARISON OF RESULTS FOR SPAM LABEL 

Technique Precision F1-score Recall Label 

NBC [26] 0.90 0.88 0.87 Spam 

KHO [10] 0.88 0.85 0.83 Spam 

RF [35] 0.91 0.90 0.90 Spam 

FRNN-HHO [27] 0.92 0.90 0.89 Spam 

ML-GSOWOA 

(proposed) 
0.97 0.93 0.94 Spam 

 

Figure 7 visualizes the performance of precision, recall, and 
F1-score for the spam label. The proposed method clearly 
demonstrates superior performance, with the KHO algorithm 
performing the worst. 

 

 

Fig. 7.  Precision, recall, and F1-score evaluation for spam label. 

Table IV presents a comparison for the non-spam (ham) 
label, showing that ML-GSOWOA achieves the highest 
precision, recall, and F1-score among the tested models. 

TABLE IV.  COMPARISON OF RESULTS FOR HAM LABEL 

Technique Precision F1-score Recall Label 

NBC [26] 0.9721 0.9645 0.9686 Ham 

KHO [10] 0.9536 0.9572 0.9611 Ham 

RF [35] 0.9778 0.9764 0.9721 Ham 

FRNN-HHO [27] 0.9798 0.9809 0.9875 Ham 

ML-GSOWOA 

(proposed) 
0.9872 0.9889 0.9907 Ham 
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Figure 8 illustrates the results for the ham label, confirming 
that ML-GSOWOA outperforms NBC, KHO, RF, and FRNN-
HHO, whereas the KHO algorithm again has the lowest 
performance. 

 

 

Fig. 8.  Precision, recall, and F1-score evaluation for ham label. 

Figures 9 and 10 compare training and validation accuracy 
of the evaluated models. Even when using a pre-trained 
module, the ML-GSOWOA method achieves superior 
performance. The pre-trained Inception module extracts basic 
features, whereas subsequent layers handle higher-dimensional 
data. After 40 epochs, the proposed method achieves a training 
accuracy of 98.9% and a validation accuracy of 92.2%. 

Table V compares ML-GSOWOA with existing 
approaches. The proposed method achieves 98.9% accuracy, 
97.85% precision, and 97.14% F1-score, with faster 
convergence for most datasets. The SpaLLM-Guard model 
[30], using fine-tuned Mixtral (8×7B) LLMs, slightly 
outperforms ML-GSOWOA in accuracy (98.61%) and shows 
stronger robustness to adversarial attacks and concept drift, 
maintaining both False Positive Rate (FPR) and False Negative 
Rate (FNR) below 2%. Traditional ML and DL ensembles [31] 
achieved lower accuracy (95.45%) and Area Under the Curve 
(AUC) (0.963) and were more vulnerable to homoglyph and 
spacing-based attacks. Overall, the findings confirm that 
optimization-based and LLM-driven approaches improve spam 
detection effectiveness and adaptability over ML techniques. 

 

 

Fig. 9.  Training accuracy comparison across models. 

  

Fig. 10.  Validation accuracy comparison across models. 

TABLE V.  COMPARISON OF PROPOSED METHOD WITH 
EXISTING MODELS FOR SMS SPAM DETECTION 

Study 
Proposed 

method 
[30] [31] 

Model 

type 
ML-GSOWOA 

Fine-tuned LLM 

(Mixtral 8×7B) 

Classical ML 

and DL 

Dataset 

used 

SMS Spam 

Collection (UCI 

and Kaggle) 

Super SMS 

Dataset 

Super SMS 

Dataset 

Accuracy 

(%) 
98.9 98.61 95.45 

Precision 

(%) 
97.85 98 94.8 

Recall 

(%) 
96.45 98.4 95.2 

F1-score 

(%) 
97.14 98.2 94.9 

Remarks 

Converges ≈ 

35% faster; 

robust to noise; 

effective on 

legacy data 

Balanced FPR < 

2%, FNR < 2%; 

highest robustness 

under adversarial 

drift 

AUC = 0.963; 

models 

vulnerable to 

homoglyph & 

spacing attacks 

 

VI. CONCLUSION  

This research addressed the challenges of spam Short 
Message Service (SMS) classification. Spam poses significant 
threats to user privacy and information security due to the 
widespread use of mobile devices in digital communication. 
The study of the proposed methodology has led to notable 
insights and advancements in the field. The effectiveness of 
integrating the Golden Search Optimizer–Whale Optimization 
Algorithm (GSOWOA) with Machine Learning (ML) 
classifiers for categorizing spam SMS was demonstrated 
through extensive experiments. The results consistently show 
improvements in classification accuracy, precision, recall, and 
F1-score compared to previous approaches. The hybrid 
optimization method contributed significantly to tuning model 
parameters, making the classification task more robust and 
adaptable. This work contributes to the broader academic 
discourse on spam SMS detection by combining ML and 
optimization techniques. The ML-GSOWOA methodology 
shows strong potential for enhancing the accuracy and 
efficiency of spam SMS detection systems.  
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However, the current study primarily focuses on static 
textual features of spam messages and does not account for 
variations that include multimedia content. Furthermore, 
although GSOWOA enhances accuracy and convergence, its 
performance in real-time large-scale simulations has not yet 
been fully investigated.  

For future work, we aim to generalize the model to support 
multiple languages and larger SMS corpora. We also plan to 
investigate adaptive real-time message filtering and incorporate 
semantic and contextual embeddings to further strengthen spam 
detection in a diverse and evolving communication 
environment. 

DATA AVAILABILITY 

The dataset used in this study is publicly available at: 
https://www.kaggle.com/datasets/uciml/sms-spam-collection-
dataset/data. 
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