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ABSTRACT

Computer-based systems, including mobile devices, desktops, Internet of Things (IoT), and Cyber-Physical
Systems (CPS), are designed to protect data effectively. However, malware targets these systems,
threatening data accessibility, integrity, and confidentiality through cyberattacks. This study proposes an
Artificial Intelligence-driven Optimal Deep Belief Network for Malware Detection and Classification
(AIODBN-MDC) approach, aiming to detect and classify malware in IoT-based cloud infrastructure.
Initially, z-score normalization is performed to scale the data in a standard form. Then, a Bottleneck-
Driven DBN (BDDBN) model is utilized to detect and classify the malware. Finally, the Enhanced
Grasshopper Optimization Algorithm (EGOA) model is employed to fine-tune the hyperparameters of the
BDDBN classifier. Experimental investigation of the proposed AIODBN-MDC technique on an Android
malware dataset demonstrated an accuracy of 99.34 %, outperforming existing methods.

Keywords-malware detection; machine learning; Internet of Things (IoT); security; parameter adjustment;

cloud computing

I.  INTRODUCTION

In recent times, the application of interconnected smart
devices, generally known as IoT, has witnessed tremendous
development [1]. IoT devices can be accessed from any
location, such as offices, vehicles, and homes, making day-to-
day tasks simpler. These kinds of smart devices are used in
vehicular networks, medical services, industries, smart cities,
smart grids, and smart homes [2]. These smart devices feature
unique characteristics, including lighter protocols, minimal
energy consumption, and compact sizes, which enhance their
adaptability [3, 4]. However, there is no confirmed security
system to ensure the digital security of these devices. IoT
devices are prone to security threats and various attacks, as
they lack built-in conventional support systems and security
mechanisms, becoming a vulnerable platform for intruders,
who can launch various types of network attacks [6]. Cloud
resources are shared, and tasks are delivered to maximize the
use, location-independent accessibility, and virtualization of
physical resources. Security risks in IoT-cloud platforms arise
during data processing and operation, requiring secure
connectivity, reliable access, and effective data management to

address threats like malware [7]. Malware is a considerable
threat to advanced computing devices for its illicit purposes [8].
Efficient malware detection requires effective tools and
techniques. A common approach is behaviour-based detection,
which analyses system call patterns. However, behavior-based
malware detection approaches are inferior for detecting hidden
and continually changing malware due to their complex and
restrictive nature.

In [9], a soft-voting ensemble machine learning technique
used Pearson's correlation coefficient to select features and
SMOTE to balance the dataset. In [10], a DL-based
Bidirectional-GRU-CNN  (BiGRU-CNN) technique was
developed for malware detection. In [11], a novel threat
intelligence model was based on DL methods, including a deep
pattern extractor to detect and classify threats. In [12], a Dual-
Channel-CNN used the Spider Monkey Optimizer (DCCNN-
SMO). In [13], a Federated Malware Detection (FED-MAL)
method was presented. In [14], an innovative network forensics
model was introduced, using PSO-based parameter
optimization for a DNN to detect abnormal IoT smart home
activities. In [15], Swarm Intelligence (SI) was used with a
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DNN. In [16], an artificial, fully automatic Intrusion Detection
System (IDS) was proposed to improve security against
cyberattacks. In [17], a hybrid approach utilized LSTM and
CNN models for multiclass attack classification. In [18], the
Optimal Bottleneck driven Deep Belief Network-enabled
Cybersecurity Malware Classification (OBDDBN-CMC)
technique utilized z-score normalization and the Grasshopper
Optimization Algorithm (GOA) to tune hyperparameters. This
model outperformed others such as Incremental Naive Bayes
(INB), Support Vector Machine (SVM), Two-layer Deep
Learning Adaptive Multi-scale Deep Neural Transformer (DL-
AMDNT), K-Nearest Neighbors (KNN), and Enhanced
Adaptive Multi-Scale Deep Neural Forest (EAMD-NF).
Despite advances in DL and swarm intelligence models, many
approaches lack effective integration of feature optimization
and tuning, restricting adaptability. The research gap is the
absence of unified frameworks integrating deep feature
learning with robust optimization to improve detection
accuracy.

This study proposes an Artificial Intelligence-driven
Optimal Deep Belief Network for Malware Detection and
Classification (AIODBN-MDC) approach, with the following
contributions:

e Z-score normalization is applied to standardize the input
features, ensuring a consistent data distribution and
enhancing training stability and convergence. This process
also improves the model's ability to learn efficiently from
varying input scales.

e The BDDBN technique is utilized for extracting intrinsic
and informative deep features. This enables more accurate
malware detection and classification and improves feature
learning and model generalization.

e The EGOA method is implemented to fine-tune
hyperparameters. This also ensures optimal performance by
navigating intrinsic search spaces. It also improves
detection accuracy and mitigates the risk of overfitting.

e The AIODBN-MDC approach uniquely incorporates deep
feature extraction with intelligent parameter tuning,
significantly improving the accuracy and efficiency of
malware detection. Its novelty lies in utilizing both DL and
metaheuristic optimization in a unified model.

II. THE PROPOSED MODEL

The proposed AIODBN-MDC approach comprises data
normalization, BDDBN-based malware detection, and EGOA -
based tuning, as shown in Figure 1.

A. Data Normalization

Data normalization transforms data so that they have zero
mean and standard deviation equal to one. This method is
chosen for its efficiency in standardizing features by centering
them around zero with unit variance. Unlike min-max scaling,
normalization is less sensitive to outliers, resulting in more
consistent learning and performance across diverse datasets.
This is commonly used to compare and analyze variables that
have diverse scales or units of measurement. The z-score of a

data point x is computed by subtracting the dataset's mean and
dividing by its standard deviation.

z=(x-w/o (D

where x denotes the data point, u implies the mean of the
dataset, and o is the standard deviation of the dataset. This
normalization technique enables easy analysis and comparison
of variables with dissimilar scales.

B. Malware Detection Using BDDBN

The BDDBN model is employed for automated malware
detection [18]. This model is chosen for its robust capability in
learning hierarchical and abstract feature representations
through deep layers. This method also mitigates
dimensionality, improving detection efficiency and mitigating
computational load. This model offers enhanced accuracy and
generalization in complex malware patterns compared to
conventional DBNs or shallow models. DBN is a conceptual
paradigm for learning models with deep structures (different
layers of nonlinear arithmetical units). Compared to prior
modelling methods for shallow structures (such as individual
layers of nonlinear arithmetical units), this model has stronger
modelling ability while dealing with real-time datasets (i.e.,
images, video, and natural speech). DBN is a multilayer ANN
that utilizes a combination of supervised and unsupervised
training to determine the network parameters, thereby resolving
the challenges of models that can easily get stuck in local
optima. A DBN is constructed by retraining and fine-tuning an
ANN. DBN is a series of RBM cascades. An RBM includes the
hidden layer and visible layer (h; and v;) and the joint
distribution for the sequence of parameters is expressed as:

E(v;, hj;0) = =Xiwijvihy — Xibi vy — ¥y a; b (2)

ij Vit
where 8 = {w, a, b} and w;; denote the weight connections of
the VL and HL. bj and a; represent the bias vectors,
respectively.

Py(v,h) = exp( E(, h; 0))
1
Z(g)l—[ er]U h]l—[ eb 1}] H} (3)
P(h|v) =T1; P (hy|v) “4)
It is easier to obtain the probability that the j"* node of the
hidden unit is 1 or O than the v visible layer:
1
P(hy =1Jv) = 1+exp (= Xiwijvi—aj)
P(|h) =TI P (v|h) ®)
1
P(U] - 1|h) - 1+ exp (_ijijhj_bi)
Maximizing the log-likelihood function:
1 2
L(6) = = 3N_1 log Pa(v) — = w3 ©)
aL(6) 21
ow, ~ CPaata [vily] = Epg[vily] — - wi; @)

Comparable to a conventional BPNN, a supervised learning
model is used to construct the DBN.
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C. EGOA-Based Parameter Tuning

The EGOA is employed to fine-tune the hyperparameters of
the BDDBN model [19]. This method is chosen for its
improved exploration and exploitation capabilities, allowing it
to navigate intrinsic search spaces efficiently. Unlike standard
optimization methods, EGOA avoids premature convergence.
This results in more accurate and robust tuning of model
parameters, improving overall detection performance.

The GOA simulates the social performance and hunting
approach of grasshoppers. The swarming performance of
grasshoppers is a mathematical process utilized for calculating
the position X; of all the solutions. The following formula
determines the performance of the grasshopper swarm.

Xt =

UB4-LB |xj=xl\ | =
(o] <Z;y=1,i=j (o) —dz 4 5(|xjd - xidD_]dl.j - ) + T, (8)

r

s=fe_T—e'r ©)

where s implies the power of two social forces, repulsion and
attraction, among grasshopper swarms, 7 and d;; (= |xj — xi|)

represent the Euclidean distance, c’i—; = lx;—“x’| denotes the unit
i

vector from the i*" to the j* grasshopper swarm, and f
denotes the power of attraction, where [ denotes the length of
attraction. UB; and LB, are the upper and lower bounds from
the d'* dimension of the searching space. The term T,
represents the target of the d-dimensional space, and N denotes
the number of grasshoppers.
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Working flow of the AIODBN-MDC model.

The grasshopper's position is upgraded based on its current
position and the global optimum. For balancing exploration and
exploitation, the reduction of safe places is defined by a
shrinking feature ¢ as:

c= Cmax _ tCmax ~Cmin (10)
tmax
where ¢,y and ci, represent the maximal and minimal values
of ¢, proposed as 1 and 0.00001, respectively. Here, t denotes
the current iteration, and t,,,, denotes the maximum iteration
value.

EGOA is improved by using a Random Weight (RW)
approach to address limitations in the original GOA, such as
slow convergence and getting trapped in local optima. By
replacing the linearly decreasing control parameter ¢ in (10)
with a nonlinear adaptive coefficient, the RW method improves
both exploration and exploitation, improving GOA's
performance in solving complex optimization problems. In the
RW approach, the nonlinear adaptive coefficient ¢ upgrade is
given by:

Cc =
. 2
i{Cmax - (Cmax - Cmin) X k% <1 + (COS (%Xl) )) !
1<05X%XL, (11)
. 2
i Cmax — (Cmax - Cmin) X k x <1 - (COS (%Xl) )) ’
l 05xL<I<L

where k denotes the constant value in [0, 1], and [ and L imply
the value of the present and maximal iteration counts.

www.etasr.com

Ammar & Ishak: An Artificial Intelligence Driven Optimal Deep Belief Network Model for Malware ...



Engineering, Technology & Applied Science Research

Vol. 16, No. 1, 2026, 30768-30773 30771

The parameter ¢ in (11) not only enhances the search
choice of GOA but also improves population diversity. Optimal
fitness is a vital feature of the EGOA approach. An encoding
result is employed to develop a good candidate. In this study,
the precision rate is used as the fitness function.

Fitness = max (P) (12)
TP
P= TP+FP (13)

where FP and TP denote the false and true positive results.

III. PERFORMANCE VALIDATION

The dataset [20] comprises 9419 samples and two class
labels, as shown in Table I. This section presents the results of
the AIODBN-MDC model on this dataset.

TABLE L DATASET DESCRIPTION
Class Samples
Benign 5065
Malware 4354
Total 9419

Figure 2 shows the confusion matrices of the AIODBN-
MDC approach on malware recognition, indicating that the
AIODBN-MDC method effectively detects and classifies

malware.
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Fig. 2. Confusion matrices: (a, b) 80% TRSE and 20% TSSE,
(c,d) 70% TRSE and 30% TSSE.

Table II presents the malware detection results of the
AIODBN-MDC model under an 80:20 TRSE/TSSE,
demonstrating that it appropriately categorized two classes. On
80% TRSE, the AIODBN-MDC technique obtained an average
accuy, of 99.10%, prec, of 99.11%, reca; of 99.10%, Fyore
of 99.10%, and MCC of 98.21%. On 20% TSSE, the
AIODBN-MDC technique achieved an average accu, of
99.15%, prec,, of 99.14%, reca; of 99.15%, F; oy of 99.15%,
and MCC of 98.30%.

TABLE IL. MALWARE DETECTION WITH AIODBN-MDC ON
80% TRSE AND 20% TSSE
Classes Accu, | Prec, | Reca; | Fseore | MCC
TRSE (80%)

Benign 99.22 99.14 99.22 | 99.18 | 98.21
Malware 98.99 99.07 98.99 | 99.03 | 98.21
Average 99.10 99.11 99.10 | 99.10 | 98.21

TSSE (20%)

Benign 99.09 99.29 99.09 | 99.19 | 98.30
Malware 99.22 99.00 99.22 | 99.11 | 98.30
Average 99.15 99.14 99.15 | 99.15 | 98.30

Table III illustrates the malware detection performance of
the AIODBN-MDC method under 70:30 of TRSE/TSSE. On
70% the TRSE, the AIODBN-MDC model achieved an
average accuy of 99.34%, prec, of 99.32%, reca; of 99.34%,
Fscore 0f 99.33%, and MCC of 98.66%. On 30% of TSSE, the
AIODBN-MDC model achieved an average accuy, of 99.32%,
prec, of 99.33%, reca; of 99.32%, Fg.ore of 99.32%, and
MCC of 98.65%. Figure 3 shows the training and validation
accuracy per epoch of the AIODBN-MDC approach at 70:30
TRSE/TSSE. Both training and validation accuracy improve
with growing epochs, showing effective learning without
overfitting.

TABLE IIL MALWARE DETECTION WITH AIODBN-MDC AT
70% TRSE AND 30% TSSE
Classes | Accu, Prec, | Reca; | Fscore | MCC
TRSE (70%)

Benign 99.29 99.46 99.29 99.38 98.66
Malware 99.38 99.18 99.38 99.28 98.66
Average 99.34 99.32 99.34 99.33 98.66

TSSE (30%)

Benign 99.41 99.34 99.41 99.38 98.65
Malware 99.23 99.31 99.23 99.27 98.65
Average 99.32 99.33 99.32 99.32 98.65

Training and Validation Accuracy (70:30)
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Fig. 3. Accu,, curve AIODBN-MDC on 70% TRSE.

Figure 4 shows the training and validation loss curves of
the AIODBN-MDC method at 70:30 of the TRSE/TSSE.
Training loss measures the error between the predicted and
actual output in training data, while validation loss measures
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the performance of the AIODBN-MDC technique in validation
data. Both metrics decrease with epochs, indicating improved
accuracy and efficiency.
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Fig. 4. Loss curve of AIODBN-MDC on 70%TRSE.

Table IV demonstrates a comparison of the AIODBN-MDC
technique with existing models. The AIODDBN-MDC technique
achieved a higher accu,, of 99.32%, while the OBDDBN-
CMC, INB, SVM, two-layer DL-AMDNT, KNN, and EAMD-
NF models achieved 99.04%, 97.81%, 95.18%, 93.98%, 92%,
and 87.46%, correspondingly. Based on F;.,,., the AIODBN-
MDC approach achieved 99.32% while the OBDDBN-CMC,
INB, SVM, two-layer DL-AMDNT, KNN, and EAMD-NF
models achieved 99.04%, 97.64%, 97.96%, 94.66%, 90.83%,
and 88.48% respectively. These results show that the proposed
AIODBN-MDC outperformed existing methods.

TABLEIV.  COMPARISON OF AIODBN-MDC WITH
EXISTING TECHNIQUES

Method Accuy Fscore
AIODBN-MDC (Proposed) 99.32 99.32
OBDDBN-CMC [18] 99.04 99.04
INB [18] 97.81 97.64
SVM [18] 95.18 97.96
Two-Layer DL-AMDNT [18] 93.98 94.66
KNN Model [18] 92.00 90.83
EAMD-NF [18] 87.46 88.48

IV. CONCLUSION

This study presents a novel AIODBN-MDC approach to
detect and classify malware through three phases: data
normalization, BDDBN-based malware detection, and EGOA -
based parameter tuning. Initially, the z-score was used for
normalization. Then, the BDDBN approach was utilized for
detecting malware. Finally, EGO was applied for effectual fine-
tuning. The evaluation results demonstrate the greater
efficiency of the AIODBN-MDC method compared to other
approaches. However, the limitations of the proposed method
comprise limited evaluation across diverse real-world datasets,
which may affect generalizability, and a lack of integration
with real-time detection systems, impacting practical
deployment. Future work may explore broader dataset

validation, real-time implementation, and
adaptability to growing threats.

improved
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