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ABSTRACT 

This paper presents a novel hybrid deep learning architecture, the CustomBERTCNNAttentionModel, 

designed for the automated detection of cyberbullying in social media text. The proposed model integrates 

the contextual language understanding capabilities of Bidirectional Encoder Representations from 

Transformers (BERT) with the local feature extraction strengths of Convolutional Neural Networks 

(CNNs) and the dynamic relevance weighting of multihead self-attention mechanisms. Evaluated on the 

Kaggle Cyberbullying Dataset, which includes both binary and multiclass labels, the model demonstrates 

superior performance compared to traditional classifiers and ensemble methods. The architecture 

effectively handles imbalanced and noisy text data, achieving an accuracy of 0.9853 in binary classification 

tasks. A comprehensive evaluation using standard metrics and visual analysis through confusion matrices 

confirms the model's robustness and its capacity to generalize across diverse types of cyberbullying. These 

results highlight the effectiveness of combining transformer-based embeddings with attention-enhanced 

convolutional structures for detecting harmful online behavior and contribute to the advancement of 

intelligent moderation systems. 
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I. INTRODUCTION  

Cyberbullying, characterized by deliberate and repetitive 
harassment through digital platforms, represents a pressing 
societal issue amplified by the ubiquitous adoption of social 
media and instant messaging services [1]. Its adverse 
consequences extend beyond mere emotional distress, 
contributing significantly to psychological trauma, depression, 
and in severe cases, suicidal tendencies among adolescents and 
young adults [2]. Consequently, detecting and mitigating 
cyberbullying incidents has become imperative, prompting 
researchers to develop sophisticated machine learning 
approaches capable of automating the identification process 
[3]. 

The complexity of textual communication, combined with 
linguistic subtleties, poses a considerable challenge for 
conventional classification methods, often resulting in 
suboptimal detection accuracy [4]. Traditional machine 
learning algorithms, including Support Vector Machines 
(SVM) and logistic regression, typically rely heavily on 
handcrafted textual features, which inadequately capture the 
semantic intricacies inherent in abusive or bullying language 
[5]. Recent advances in deep learning have paved the way for 
Natural Language Processing (NLP) models, notably 
transformer-based architectures such as Bidirectional Encoder 
Representations from Transformers (BERT), which 
demonstrate superior context awareness and generalization 
capabilities [6]. 

Nonetheless, transformer-based methods alone may not 
fully capture local text features critical for precise 
classification, such as phrase-level nuances that indicate 
bullying behavior [7]. To address this limitation, Convolutional 
Neural Networks (CNNs) have shown promise in extracting 
local semantic features effectively, complementing transformer 
architectures to enhance detection performance [8]. Moreover, 
incorporating multihead self-attention mechanisms further 
enables models to dynamically weigh input features, 
significantly refining their ability to discern subtle linguistic 
patterns indicative of cyberbullying [9]. 

In response to these challenges and opportunities, this study 
introduces the CustomBERTCNNAttentionModel, an 
innovative hybrid architecture that synergistically combines 
BERT, CNN, and multihead self-attention modules. The 
proposed model aims to achieve improved accuracy and 
robustness in automated cyberbullying detection.  

II. RELATED WORKS 

Automated detection of cyberbullying has witnessed 
substantial growth, driven primarily by advances in NLP and 
machine learning algorithms [10]. Initial studies often 
employed traditional machine learning models, such as Naive 
Bayes, Decision Trees, and SVM, utilizing manually 
engineered textual features like n-grams, lexical patterns, and 
sentiment analysis [11]. While these methods established 
foundational frameworks, they consistently encountered 

limitations due to their inherent inability to generalize 
effectively to linguistically nuanced bullying content and 
context-specific slang [12]. 

Recognizing these limitations, research progressively 
shifted towards employing deep learning approaches. CNNs, 
renowned for their robust local pattern recognition capabilities, 
have been explored extensively in textual classification tasks, 
yielding significant improvements in cyberbullying detection 
accuracy [13]. Similarly, Recurrent Neural Networks (RNNs), 
particularly Long Short-Term Memory (LSTM) networks, have 
been adopted due to their ability to model sequential 
dependencies and capture contextual relationships within 
textual data [14]. Notably, CNN–LSTM hybrid models have 
demonstrated superior classification performance by harnessing 
both local textual patterns and sequential contextual 
information [15]. 

Recently, transformer-based architectures, especially 
BERT, have revolutionized NLP by delivering substantial 
enhancements in semantic comprehension through contextual 
embeddings generated via self-attention mechanisms [16]. 
BERT-derived models provide fine-grained contextual 
representations capable of capturing deeper linguistic subtleties 
critical for effectively distinguishing abusive language [17]. 
However, exclusive reliance on transformer models 
occasionally overlooks localized textual patterns indicative of 
cyberbullying, necessitating combined architectures [18]. 

Addressing this gap, recent studies have explored 
integrating transformer architectures with CNNs, creating 
hybrid frameworks optimized for extracting both global context 
and localized semantic features [19]. Such hybrid models have 
proven effective in capturing nuanced bullying behaviors, 
significantly improving classification metrics such as accuracy 
and precision compared to standalone models [20]. 
Additionally, the introduction of attention mechanisms, 
particularly multihead self-attention, into these hybrid 
frameworks has further improved their capability by 
dynamically prioritizing contextually relevant textual features 
[21]. 

Parallel to architectural advancements, extensive research 
has focused on dataset quality and annotation reliability. 
Annotated benchmark datasets like HateEval, Formspring, and 
Twitter cyberbullying datasets have served as essential 
resources for developing and evaluating detection models, 
highlighting the significance of domain-specific datasets for 
accurate model benchmarking [22]. Nonetheless, dataset 
imbalance and class distribution disparities remain critical 
challenges that significantly affect the robustness of automated 
detection models [23]. 

Moreover, research has increasingly emphasized the ethical 
implications and fairness in automated cyberbullying detection. 
Studies have underscored potential biases embedded within 
training data and proposed frameworks for ensuring model 
fairness and minimizing bias propagation [24]. Furthermore, 
interpretable AI approaches, including visualization methods 
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such as Grad-CAM and SHAP, have been integrated to 
enhance model transparency and facilitate trust in automated 
classification decisions [25]. 

Despite these substantial advancements, detecting 
cyberbullying remains challenging due to continuous linguistic 
evolution and adaptive behaviors exhibited by perpetrators 
[26]. Consequently, developing comprehensive, robust, and 
adaptive models that integrate hybrid architectures with 
advanced attention mechanisms continues to be a critical 
research objective [27]. This paper contributes to addressing 
these open challenges by introducing the 
CustomBERTCNNAttentionModel, explicitly designed to 
improve the precision and reliability of automated 
cyberbullying detection. 

III. MATERIALS AND METHODS 

The flowchart (Figure 1) illustrates a comprehensive 
pipeline for automated cyberbullying detection, beginning with 
the preprocessing of raw text documents. The initial stage 
involves a series of text normalization operations essential for 
enhancing the quality and consistency of the input data. These 
preprocessing tasks include converting text to lowercase to 
mitigate case-sensitivity issues, removing punctuation and 
words containing digits to eliminate irrelevant or noisy tokens, 
and trimming leading and trailing white spaces to ensure 
uniform formatting. Additionally, URLs are stripped from the 
text to avoid distractions from content that does not contribute 
to semantic understanding. These transformations serve to 
standardize the dataset and reduce variability that could 
adversely affect model performance. 

 

 
Fig. 1.  Data preprocessing and training pipeline for cyberbullying 
classification. 

Following the preprocessing phase, the refined textual data 
are utilized to generate a training set tailored for a sentence 
transformer model, which is central to the fine-tuning process. 
This transformer-based approach facilitates the extraction of 
high-dimensional contextual embeddings, enabling the model 
to comprehend the semantic and syntactic intricacies of 
language associated with cyberbullying. Subsequently, these 
embeddings are used to train a classification model that can 
distinguish between cyberbullying and non-cyberbullying 

content. The model is then evaluated based on its ability to 
accurately identify and label online texts, contributing to the 
development of effective automated systems for the early 
detection and prevention of harmful digital behavior. 

A. Proposed Model 

The proposed CustomBERTCNNAttentionModel is a 
hybrid deep learning architecture (Figure 2) that integrates the 
contextual power of BERT with the local feature extraction 
capabilities of CNNs and the dynamic relevance weighting 
provided by multihead self-attention.  

The architecture begins by passing input text 1 128X R   
into a pre-trained BERT encoder, which transforms it into a 
sequence of contextual embeddings: 

  1 128 768H BERT X , H R       (1) 

To refine semantic understanding, the output from BERT is 
processed through a multihead self-attention mechanism. This 
layer computes attention scores between tokens to dynamically 
capture relationships across the entire sequence. The scaled 
dot-product attention is defined as: 

 
T

k

QK
Attention Q,K,V soft max

d

 
  

 
 

  (2) 

Following attention, the tensor is transposed to match the 
expected input shape for 1D convolutional layers, enabling 
CNNs to extract local n-gram features along the token 
dimension. Two stacked Conv1D layers with ReLU activations 
transform the input, and a max pooling operation reduces the 
sequence to a condensed representation. After applying dropout 
for regularization, the features pass through fully connected 
layers to produce the final logits 2ŷ R , computed as: 

  2 1 1 2ŷ soft max W Re LU W x b b      (3) 

This combination of global semantic encoding (BERT), 
attention-based refinement, and local feature extraction (CNN) 
allows the model to robustly detect cyberbullying patterns in 
text with high precision and contextual sensitivity. 

B. Dataset 

The Kaggle Cyberbullying Dataset [28], compiled by 
Saurabh Shahane, is a publicly available corpus designed to 
support the development and evaluation of machine learning 
models for cyberbullying detection in online textual content. It 
contains approximately 30,000 labeled comments sourced from 
social media platforms such as Twitter, categorized into six 
classes: not cyberbullying, gender-based, religion-based, age-
based, ethnicity-based, and other cyberbullying. Each comment 
is paired with a class label, facilitating supervised learning 
approaches for distinguishing between neutral and harmful 
content. While the class distribution is relatively balanced 
across the cyberbullying subtypes, the overall dataset reveals a 
predominance of non-cyberbullying examples, introducing 
challenges for model training and necessitating the application 
of strategies such as resampling, class weighting, or data 
augmentation. The dataset is characterized by informal and 
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noisy language, including slang, abbreviations, and 
typographical inconsistencies, which accurately represent the 
linguistic nature of real-world social media discourse. As such, 
it is highly valuable for training robust models capable of 
generalizing to unstructured and unpredictable input. In this 

study, the dataset is employed to fine-tune the 
CustomBERTCNNAttentionModel for both binary and 
multiclass classification tasks, leveraging its linguistic 
complexity and diverse labels to comprehensively evaluate the 
model's detection performance. 

 

 
Fig. 2.  Architecture of the CustomBERTCNNAttentionModel with tensor dimensions for cyberbullying detection. 
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Figure 3 illustrates the relationship between sentiment and 
the prevalence of bullying in tweets, based on percentage 
distribution. The chart is divided into two sentiment categories: 
negative and positive. Within each sentiment group, the 
proportion of bullying and non-bullying tweets is shown. 
Notably, bullying content is more frequently associated with 
negative sentiment, comprising a larger share within that group. 
Conversely, positive sentiment tweets are predominantly non-
bullying, with bullying tweets forming a smaller percentage. 
This trend indicates a clear correlation between negative 
sentiment and the likelihood of cyberbullying behavior, 
reinforcing the role of sentiment analysis as a valuable feature 
for predictive modeling in cyberbullying detection tasks. By 
highlighting the emotional tone of messages, this insight can be 
used to enhance feature engineering and guide the integration 
of sentiment-aware modules into classification models. 

 

 
Fig. 3.  Percentage distribution of bullying and non-bullying tweets by 
sentiment polarity. 

C. Evaluation Metrics 

To evaluate the CustomBERTCNNAttentionModel in 
detecting cyberbullying, several standard evaluation metrics are 
employed, including accuracy, precision, recall, and F1-score. 
Accuracy measures the overall correctness of the model and is 
defined as the ratio of correctly predicted instances to the total 
number of predictions: 

TP TN
Accuracy

TP TN FP FN




  
  (4) 

where TP, TN, FP, and FN denote true positives, true 
negatives, false positives, and false negatives, respectively. 
Precision quantifies the model's ability to correctly identify 
positive instances and is given by: 

TP
Precision

TP FP



    (5) 

Recall, also known as sensitivity, reflects the model's 
ability to detect all relevant positive cases: 

TP
Recall

TP FN



    (6) 

The F1-score, which represents the harmonic mean of 
precision and recall, provides a balanced evaluation metric 
especially in the presence of class imbalance: 

Precision Recall
F1 score 2

Precision Recall


  


  (7) 

These metrics collectively offer a comprehensive 
evaluation of the model's effectiveness in identifying 
cyberbullying content, particularly in imbalanced datasets 
where accuracy alone may be misleading. 

IV. RESULTS 

The results section presents a comprehensive evaluation of 
the proposed CustomBERTCNNAttentionModel for automated 
cyberbullying detection, employing both binary and multiclass 
classification tasks. The model's performance is assessed using 
standard metrics such as accuracy, precision, recall, and F1-
score, alongside visual tools including confusion matrices and 
class distribution analyses. Comparative experiments were 
conducted against several baseline classifiers, including 
traditional machine learning algorithms, ensemble methods, 
and optimized variants, to contextualize the efficacy of the 
proposed architecture. Additionally, the dataset's structural 
characteristics, such as class balance and diversity, are 
examined to ensure the reliability of performance outcomes.  

Figure 4 illustrates the class distribution of the binary-
labeled dataset, training set, and testing set used for 
cyberbullying detection. Each bar chart represents the count of 
two classes: class 0, denoting non-cyberbullying content, and 
class 1, representing cyberbullying instances. The first subplot, 
depicting the full dataset, reveals a significant class imbalance, 
with class 0 comprising the vast majority of samples. This 
skewed distribution persists in both the training and testing 
sets, as shown in the second and third subplots, respectively. 
While class 0 dominates with over 120,000 samples in the 
training set and approximately 30,000 in the testing set, class 1 
samples remain relatively scarce, numbering only in the tens of 
thousands and a few thousand, respectively. Such imbalance 
poses a challenge for model training, as classifiers may become 
biased toward the majority class, leading to poor generalization 
on minority class predictions. This imbalance underscores the 
necessity of employing appropriate strategies such as weighted 
loss functions, oversampling, or data augmentation to mitigate 
bias. Despite the imbalance, the consistent proportion of classes 
across all subsets indicates that the data splitting process was 
stratified, preserving representativeness and enabling a fair and 
valid evaluation of the model's classification capabilities. 

Figure 5 illustrates the distribution of six cyberbullying 
categories: religion, age, gender, ethnicity, not_cyberbullying, 
and other_cyberbullying. Each category contains around 7,900 
to 8,000 samples, reflecting a nearly balanced dataset. This 
balance is important for multiclass classification, as it reduces 
the risk of bias toward any single class. Although 
not_cyberbullying and other_cyberbullying have slightly fewer 
instances, the difference is minimal. Such uniformity supports 
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robust model training and improves generalization in detecting 
various types of cyberbullying in online text. 

 

 
(a) 

 
(b) 

 
(c) 

Fig. 4.  Class distribution of cyberbullying and non-cyberbullying 
instances in the: (a) full dataset, (b) training set, and (c) testing set. 

 
Fig. 5.  Distribution of cyberbullying types in the multiclass dataset. 

Figure 6 presents the confusion matrix for multiclass 
cyberbullying detection, assessing the model's classification 
across five categories: religion, age, gender, ethnicity, and not 
bullying. The model achieves high accuracy in age and 
ethnicity, with 398 and 408 correct predictions. However, 
misclassifications between gender and not bullying suggest 
semantic overlap. Minor confusion also appears in the not 
bullying category, reflecting difficulties with subtle or 
ambiguous language. Overall, the matrix highlights strong 
performance and reveals opportunities for improving nuanced 
content detection. 

 

 
Fig. 6.  Confusion matrix of the proposed model for multiclass 
cyberbullying classification. 

Figure 7 presents a comprehensive comparative analysis of 
classification accuracy across a diverse range of baseline and 
advanced models applied to the cyberbullying detection task. 
The evaluated models include conventional machine learning 
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algorithms such as logistic regression, random forest, gradient 
boosting, and linear SVC, alongside more sophisticated 
methods like tuned variants, ensemble models (voting and 
stacking), and the proposed 
CustomBERTCNNAttentionModel. Among the baseline 
models, linear SVC achieved the highest performance with an 

accuracy of 0.8033, closely followed by the voting ensemble at 
0.8011, indicating the effectiveness of combining multiple 
classifiers. However, these models still struggle to capture the 
complex contextual and linguistic patterns often found in 
online abuse, limiting their ability to generalize in nuanced 
classification settings. 

 

 
Fig. 7.  Comparison of classification accuracy across traditional, ensemble, and proposed models for cyberbullying detection. 

In contrast, the CustomBERTCNNAttentionModel 
demonstrates a substantial improvement, achieving a 
remarkably high accuracy of 0.9853. This performance leap 
underscores the model's enhanced ability to extract deep 
semantic features using BERT embeddings, refine them 
through convolutional layers, and dynamically prioritize 
relevant information via multihead self-attention mechanisms. 
Such a hybrid architecture is particularly well-suited for 
cyberbullying detection, where subtle cues, sarcasm, and 
shifting discourse require both local and global text 
understanding. The significant margin by which the proposed 
model outperforms all others in the comparison highlights its 
robustness, scalability, and potential as a state-of-the-art 
solution for automated content moderation in social media 
environments. 

The marked performance gain underscores the effectiveness 
of integrating contextualized BERT embeddings with 
convolutional layers and multihead self-attention mechanisms. 
This comparison confirms that the proposed architecture not 
only captures both global semantics and local linguistic 
patterns more effectively but also provides a robust alternative 
to conventional classifiers and ensemble approaches in 
detecting nuanced cyberbullying behaviors in text. 

Table I provides a comparative evaluation of various 
cyberbullying detection models reported in recent literature, 
highlighting their performance across key metrics such as 
accuracy, precision, recall, F1-score, and AUC-ROC. Among 
the models listed, traditional deep learning approaches such as 

RNN-LSTM and BiLSTM-GRU show strong performance, 
with accuracies ranging from 91.82% to 97%, but often lack 
full metric reporting. The BERT-based model by authors in 
[29] demonstrates high consistency across all metrics, 
achieving 98% in precision, recall, and F1-score. Notably, the 
proposed CustomBERTCNNAttentionModel surpasses all 
baseline and previously reported methods with an accuracy of 
98.53%, precision of 98.70%, recall of 98.72%, F1-score of 
98.70%, and AUC-ROC of 98.30%. These results suggest that 
the integration of BERT with CNN and multihead self-
attention not only enhances contextual understanding but also 
strengthens local feature extraction and relevance weighting, 
leading to more robust and generalizable classification 
performance in cyberbullying detection tasks. 

TABLE I.  COMPARATIVE PERFORMANCE ANALYSIS OF 
EXISTING CYBERBULLYING DETECTION MODELS AND 
THE PROPOSED CUSTOMBERTCNNATTENTIONMODEL 

Ref. Method 
Acc 

(%) 

Prec 

(%) 

Rec 

(%) 

F1-

score 

(%) 

AUC-

ROC 

(%) 

[30] LSTM + Fuzzy logic 93.67 - 93.62 93.64 96.41 
[31] RNN-LSTM 91.82 - - - - 
[32] 1D VGG16 + SVM 97.86 - - - - 

[29] 
BERT-based 

cyberbullying detection 
96 98 98 98 - 

[13] BiLSTM-GRU 97 98 97 - - 
[33] BiLSTM-GRU 91 89 81 85 - 

Proposed 
model 

CustomBERTCNNAtte
ntionModel 

98.53 98.7 98.72 98.7 98.3 
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V. CONCLUSION 

In conclusion, this study proposed a novel hybrid deep 
learning architecture, the CustomBERTCNNAttentionModel, 
for the automated detection of cyberbullying in online textual 
content. By integrating contextual embeddings from 
Bidirectional Encoder Representations from Transformers 
(BERT) with Convolutional Neural Network (CNN) layers and 
multihead self-attention mechanisms, the model effectively 
captures both global semantics and localized discriminatory 
patterns indicative of abusive language. Experimental results 
on the Kaggle Cyberbullying Dataset demonstrated that the 
proposed model outperforms a broad range of traditional 
machine learning classifiers and ensemble techniques, 
achieving a significantly higher accuracy of 0.9853. Moreover, 
both binary and multiclass classification evaluations confirmed 
the model's robustness and generalization capabilities, even in 
the presence of data imbalance and informal linguistic 
structures. Visual tools, such as confusion matrices and 
comparative performance graphs, further validated its superior 
discriminative power. These findings underscore the potential 
of hybrid transformer-CNN frameworks in advancing the state 
of automated cyberbullying detection and promoting safer 
online environments through intelligent content moderation. 
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