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ABSTRACT

The Internet of Medical Things (IoMT) supports health monitoring and data access and exchange in real
time, but devices constrained in terms of energy, memory, and processing resources make traditional
cryptographic protocols not applicable. This work presents a lightweight authentication framework that
compares three symmetric encryption algorithms, TinyAES, SPECK, and PRESENT, designed for
resource-limited IoMT systems. The method consists of four standalone phases: user registration, login
authentication, session key exchange, and secure data transfer. The proposed approach was evaluated on
the ESP32 and Raspberry Pi platforms, demonstrating up to 56 % execution gain, 58 % energy reduction,
and 42% memory savings over ECC-based schemes. TinyAES achieves the best trade-off among all
compared algorithms and is recommended for secure and sustainable medical IoT applications.

Keywords-sustainable IoT security; tinyAES; SPECK; PRESENT; Internet of Medical Things (IoMT);
lightweight cryptography; resource-constrained devices

efficiency and improving patient outcomes [2-4]. Examples of

I INTRODUCTION IoMT applications include wearable fitness and health trackers,

The Int'ernet of Medical Things'(IOMT) 'iS an ecosystem of implantable biosensors, mobile ECG monitors, insulin pumps,
smart devices that connects medical devices, sensors, and and home-based diagnostic tools [5-8]. These instruments,
systems, improving healthcare delivery [1]. These systems  ygually placed in remote or motion-restricted environments,

?HOW cpntinuous monitoring., early dijagnosis., real.-ti.me need to perform with high reliability over long periods using
intervention, and remote patient care, increasing clinical  Jow energy resources [9-12].
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Although IoMT provides groundbreaking benefits, it also
opens the door to specific problems related to the security,
privacy, and sustainability of sensitive health data [13, 14].
Since medical devices operate in environments with strict
energy, memory, and processing constraints, classical
cryptographic approaches, such as RSA, ECC, and standard
AES, impose a severe computational and energy burden [15-
17]. Furthermore, most of them have focused on cryptographic
strength without carefully considering resource usage and,
consequently, battery life, heat, and delays, which are key for
wearable or life-sustaining devices [8, 18]. The nature of
medical data makes it even more difficult, as confidentiality,
integrity, authenticity, and freshness must be preserved in all
communications [19-21].

To mitigate and defend against this issue, different Multi-
Factor Authentication (MFA) frameworks have been proposed,
involving life or body characteristics, passwords, smart cards,
and Physically Unclonable Functions (PUFs), to secure IoMT
applications [22, 23]. Although improving the resistance of the
models to attacks, they often have a high implementation
complexity, very high memory usage, long execution times,
and often have to change keys very frequently. These factors
affect the performance of lightweight IoMT nodes and restrict
their use in practical clinical scenarios [24-26]. However,
interest in lightweight cryptosystems has been growing, and
much of the existing work is focused on cryptosystems that
have not been tested in real-world scenarios, are not scalable,
or cannot be used in an energy-efficient manner with IoMT
devices. The majority of current authentication schemes either
use computationally complex public-key cryptography or do
not consider the balance between cryptographic strength and
system overhead.

Therefore, it is critical to have an authentication framework
that can offer security and energy efficiency at the same time,
without sacrificing usability, scalability, or hardware
constraints [27]. The main objective of this work is to develop,
deploy, and evaluate an efficient authentication framework to
satisfy the strict performance and sustainability requirements of
IoMT systems. In particular, the proposed framework
comprises the integrated modular four-phase authentication
protocol of user registration, login authentication, session key
exchange, and secure data communication, comparing three
widely accepted light-weight symmetric encryption algorithms:
TinyAES, SPECK, and PRESENT. The emphasis is on
reducing execution time, power, and memory, but having
enough cryptographic strength against existing threats to
health-sensitive data. The highlights of the research that
significantly contribute to secure and green authentication for
the IoMT are outlined as follows.

e A Lightweight and Modular Authentication Framework
Design: The proposed scheme is a four-phase
authentication protocol that comprises user registration,
user login, session key generation, and secure data
transmission, optimized for energy-constrained IoMT
devices. The design focuses on minimal computation and
message complexity, yielding the potential for real-time
deployment in low-power medical environments.

e Lightweight Cryptographic Algorithms: Three lightweight
symmetric encryption algorithms were employed:
TinyAES, SPECK, and PRESENT. Execution time,
memory usage, and energy consumption were used to
empirically evaluate their performance, giving quantitative
information about the optimal class of IoMT devices to
which they can belong.

e Performance Comparison Against ECC-Based Protocols:
To the best of our knowledge, this work constitutes the first
detailed comparative analysis of these lightweight solutions
against a state-of-the-art ECC-based authentication scheme.
The experiments reveal that the proposed approach
executes on average 49% and 56% faster, consumes 58%
less energy, and wuses up to 42% less memory,
demonstrating the merits of lightweight cryptography in
sustainable health care systems.

II. RELATED WORK

Typically, IoMT systems can be classified into several
layers: edge devices (e.g., sensors and wearables), intermediate
devices (e.g., smartphones or embedded hubs), and cloud
servers (for long-term storage and processing). Edge-layer
devices come with stringent restrictions on battery life,
processing, and memory allocation. This means that any
cryptography or authentication solution must remain
responsive and continue to function even over prolonged
periods. The requirement to secure sensitive medical data sent
through potentially insecure wireless links makes security one
of the most critical aspects to consider from the early stage.

A. Cryptographic Approaches in loMT

Classical cryptographic algorithms, such as symmetric
ciphers and public-key encryption schemes, have dominated
the realm of secure communication systems [28-32]. These
algorithms (AES, ECC) ensure data confidentiality and
integrity, but generally require more processing and memory
resources. In such resource-constrained devices, these
conventional methods tend to consume more energy and add
latency to the system, making them undesirable for real-time
healthcare scenarios [33-36]. In addition, the overhead of key
generation and management may introduce delays in critical
operations, such as emergency response systems or networks of
on-body sensors [37, 38].

B. Lightweight Encryption Algorithms

Since traditional encryption methods tend to be inefficient
in constrained communication environments, lightweight
cryptography was developed to solve this problem. These
algorithms aim to minimize processing overhead, memory
footprint, and power consumption [39-41]. TinyAES, SPECK,
and PRESENT are examples that provide efficient
cryptographic operations for embedded hardware. They
achieve these optimizations by simplifying internal data
structures, reducing block sizes, or shortening the number of
rounds, while maintaining an acceptable level of cryptographic
robustness. These characteristics make them suitable for
energy-critical medical applications that require real-time
authentication [42, 43].
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C. Authentication Mechanisms in Medical IoT

Authentication mechanisms must be robust and secure to
establish trust in MIoT systems. Different authentication
schemes have been suggested based on the combination of user
credentials, biometric data, tokens, and device-specific
information in multiphase authentication frameworks [44-46].
These methods increase security but also add complexity and
computational burden. For example, biometrics needs more
sensing and processing steps, and public key-based mutual
authentication schemes require a lot of computation resources
[47-49]. This approach is not scalable for many small medical
device nodes, and as we move to the 5 G-driven and SNPN-
enabled ecosystem, authentication protocols must be adapted
for current constrained medical devices using a combination of
symmetric key cryptography [50, 51].

D. Sustainability and Security Trade-offs

The aim is to find the right combination of security strength
and resource consumption [4, 20, 24, 27]. A sustainable
cryptographic design should have low energy consumption,
low heat generation, and work on low-cost, small-form-factor
hardware [52, 53]. As digital healthcare progresses toward
continuous monitoring and remote diagnostics, it is clear that
we cannot afford authentication mechanisms that drain battery
power or overload system memory. Furthermore, sustainable
design principles should align with long-term healthcare
objectives, in which reliability and low maintenance are critical
to implementing solutions across populations [54, 55].

E. Summary of Gaps in Existing Studies

In [56], strong MFA schemes were suggested for the
medical IoT ecosystem, but did not provide some of the core
requirements necessary for energy-constrained devices to
implement them in practice. The mathematical complexity and
memory overhead of Elliptic Curve Cryptography (ECC),
biometric templates, and Physical Unclonable Functions
(PUFs) make the protocol infeasible for ultra-low power [oMT
devices. Moreover, this study did not empirically benchmark
performance on real-world hardware, instead focusing on
theory. Most importantly, the listed criteria do not include an
emphasis on energy efficiency or execution time, two crucial
metrics associated with any digital health system seeking
sustainability. In contrast, this study fulfills these gaps by
developing a lightweight authentication protocol based on low-
power usage symmetric ciphers, such as TinyAES. Real-device
testing shows significant improvements in execution time,
memory footprint, and energy consumption, providing a
practical and durable solution for secure [oMT authentication.

Table I shows a summary of related studies in terms of the
algorithm wused, the authentication approach, performance
evaluation, and identified limitations. Although various
solutions have been proposed for IoMT authentication, they
have several limitations. Many methods, including those based
on ECC, biometrics, and Al-driven models, require a large
amount of runtime with moderate to high computational or
memory requirements, thus being unfeasible for real-time use
on ultra-low power medical devices. Still, others have shown
only theoretical justifications or simulations without
performance benchmarks on actual hardware. In addition, there

is no quite general trade-off between security and resource
consumption that holds for all results. Only a small number of
works analyze the energy or memory profile in detail.
Therefore, there is still a lack of implementing a modular,
performance-proven, and energy-aware authentication protocol
tailored exclusively for sustainable [oMT operation. This work
aimed to fill this gap by proposing a complete performance-
evaluated framework with lightweight symmetric cryptography

on resource-constrained platforms.

TABLE L. SUMMARY OF KEY RELATED STUDIES
Stud Algorithms | Authentication | Performance Identified
y used approach evaluation limitations
Four-factor . High memory and
Biljrigt’ric authentication an;hfi(:rsglc a'lno CPU usage; not
(561 | puome e | using ECCand |6 %5 00 Y 9| feasible for ulira-
P ’ | biometric-based W. T R S low-power IoMT
PUF validation .
schemes devices
Timestamp- Fast execution | Limited scope on
[41] Lightweight based user time (~4.2 ms); energy
AES variant | authentication | tested on ARM | evaluation; no
for ToMT Cortex M3 ECC comparison
legll:r‘zzght Emphasizes Still partially
ECC+ es tabl'shmgn i confidentiality; | relies on a public
[24] Symmetric Stabl limited energy |key; and lacks the
during COVID- .
key 19 patient footprint (~4.1 modular
mo rﬁ toring mWh) framework
Al-enhanced Aldriven High resilience High design
symmetrlf lightweight to attacks; complexity; not
[42] protocols authentication moderate energy tested on
(ASCP- for medical ToT consumption commercial
IoMT) ! (~2.8 mWh) microcontrollers
III. PRELIMINARIES

Here, the basic definitions, notations, and assumptions that
form the basis of a lightweight authentication framework for
IoMT environments are defined.

A. System Entities

The system consists of three key entities:

e User Node (UN): Refers to an IoMT device (e.g., wearable
sensor, implanted device) associated with a user for medical
data collection purposes and subsequently transmission of
the collected data.

e Gateway Node (GWN): A trusted intermediate device (e.g.,
smartphone or embedded hub) that is tasked with
authenticating
forwarding data to healthcare servers.

users,

managing

session

keys, and

e Medical Server (MS): A back-end server that protects user
records and stores and analyzes encrypted medical data.

B. Threat Model

The proposed framework assumes a Dolev-Yao threat
model in which the adversary has full control over the
communication channel and can intercept, replay, and inject
messages. The adversary does not have access to the internal
memory of devices or the shared session keys once they have
been securely exchanged. This includes specific security
objectives:
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e Confidentiality: Ensuring that the transmitted data and keys
are not available to illegitimate parties.

o Integrity: Ensuring that the messages sent are not altered
when they are received.

e Authentication: Ensuring that the users and communication
devices are who they say they are.

e Freshness: Use timestamps and nonces to avoid replay
attacks.

C. Cryptographic Algorithms Used

TinyAES, SPECK, and PRESENT were chosen as
cryptographic methods for the proposed lightweight
authentication protocol. These algorithms were selected based
on a synthesis of criteria relevant to resource-constrained [oMT
environments:

e Lightweight Ciphers: All three ciphers are designed for
devices with memory, CPU, and energy constraints.

e Common Usage/Trend/Standardization: Huge adoption and
estimation have already been provided in the lightest
example. TinyAES and PRESENT have been widely used
in embedded IoT systems, and SPECK was designed by the
NSA for software efficiency in constrained devices.

e Diversity in Design Paradigms: The three algorithms come
from different design paradigms, namely, substitution
permutation network (PRESENT), rotate XOR (SPECK),
and AES-style design (TinyAES), offering a fair
comparison of performance and security trade-offs.

e Security and Efficiency Trade-offs: These algorithms
provide different levels of cryptographic strictness and
efficiency to determine the best trade-off between IoMT
deployment scenarios and the security level of the proposed
scheme.

e Hardware Compatibility: The portability of these
algorithms to popular IoMT platforms, including ESP32,
Raspberry Pi, and ARM Cortex-M boards, enables them to
be practical in the real world.

These three well-known lightweight symmetric encryption
algorithms are evaluated for their potential contribution to
secure and energy-efficient mutual authentication for resource-
constrained IoMT devices. The algorithms were chosen for
their computational simplicity, small code footprint, and
common use in the embedded/low-power domain.

1) TinyAES

TinyAES is a lightweight implementation of AES for
embedded and constrained devices [57]. As in standard AES, it
utilizes a 128-bit block size and a 128-bit key and has the same
basic round structure, SubBytes, ShiftRows, MixColumns, and
AddRoundKey. Unlike full-sized AES libraries, TinyAES is
written with extremely lightweight C code without any
dynamic allocation, allowing it to run on any microcontroller
with a small footprint. TinyAES is a lightweight variant of
AES that is tailored for use in IoMT but still provides robust
cryptographic strength along with low resource utilization.

2) SPECK

SPECK is a lightweight block cipher aimed at fast software
implementations even when there is not much hardware
support available [58, 59]. In this study, it operates on a 64-bit
block and a 96-bit key and uses the ARX (Addition Rotation-
XOR) structure that enables fast computation with low
instruction sets [60]. SPECK design focuses on simplicity and
speed, rendering it well-suited for ultra-low-power IoMT
applications, such as wearables and biosensors for implantable
devices. Although it works quite well on resource-constrained
processors, the small key and block sizes make it more suitable
for short-lived session encryption rather than for the protection
of long-term sensitive data [61, 62].

3) PRESENT

PRESENT is a very lightweight block cipher, standardized
by ISO. It employs a Substitution-Permutation Network (SPN)
structure with a 64-bit block size and an 80-bit key size, along
with 31 rounds of operation to achieve resistance to differential
and linear cryptanalysis [63]. PRESENT operates over a fairly
constrained memory, with low computational energy usage to
support ultra-low hardware implementations. This semantics-
based communication is ideal for secure key generation in
critical IoMT applications where the security requirement is
high and device capabilities are very minimal, due to its
structured design and high cryptographic rigor. This security
guarantee comes with a price in the form of execution times,
which are much longer and thus better suited for low-frequency
authentication tasks [64-66].

IV. PROPOSED LIGHTWEIGHT AUTHENTICATION
FRAMEWORK

This study proposes a lightweight authentication framework
to address the specific constraints of IoMT devices, namely
limited energy availability, reduced memory, and low
processing power. The framework consists of four operational
phases, namely User Registration, Login and Authentication,
Session Key Generation, and Secure Data Transmission, which
incorporate lightweight cryptographic operations while
maintaining robust authentication strength and communication
confidentiality. Rather than relying on conventional heavy
cryptographic operations, the protocol substitutes optimized
algorithms with TinyAES, SPECK, and PRESENT, which
offer minimal computational overhead on MioT devices with
energy constraints [66]. The objective is to maintain a strong,
sustainable, and secure authentication framework that can be
deployed in resource-constrained, real-time medical settings.

As detailed in the message flow diagram in Figure 1, the
proposed lightweight authentication framework wuses a
sequential message exchange approach suitable for IoMT
environments. The main operating stages of the protocol are
broken down into User Registration, Login and Authentication,
Session Key Generation, and Secure Data Transfer [67]. In
each phase, the UN communicates with the GWN through
encrypted messages, achieving confidentiality and efficiency
using lightweight symmetric cryptographic algorithms. When
registering, user credentials are securely transmitted to create a
shared key. In the authentication process, mutual verification is
achieved through an encrypted challenge and a time stamp to
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avoid a replay attack. Then, the session key phase allows
ephemeral key exchange for communication, and the third
phase ensures the privacy-preserving transmission of health
data [68]. This diagram illustrates the protocol's security,
computationally  inexpensive, and energy-sustainability,
designed specifically for low-power medical IoT devices.

User Registration
Obtain identity and passwoord
Store credentials securely

!

Login Authentication
Submit login request
Verify credentials
Issue session key

!

Session Key Exchange
Establish shared secret
TinyAES, SPECK or PRESENT

!

Secure Data Exchange
Encrypt and decrypt data
Transmit securely

Fig. 1.
for [oMT.

Workflow of the proposed lightweight authentication framework

A. Step 1: User Registration

This step securely links a user identity with a cryptographic
key and stores it at the authentication server. The user enters
his credentials, such as a unique ID (IDU) and password
(PWU). These credentials are concatenated to a nonce (N1) and
encrypted with a lightweight cipher before being sent to the
GWN: MI = Encypted(IDU|PWUJN1). After receiving it, the
GWN decrypts M1, verifies the information, and produces a
shared key: SKU = Hash(IDU|[N1|[T). Algorithm 1 shows the
User Registration phase.

Algorithm 1: User Registration Phase

Input: User ID (IDU), Password (PWU),
Nonce (N1)

Output: Encrypted registration message
(Cl) sent to Gateway Node (GWN)

Steps:

M1« (IDU // PWU // N1)

Cl<EncK (M1)

Send Cl to GWN

At GWN: Decrypt Cl to retrieve IDU, PWU,

N1
Generate SKU<Hash (IDU//N1//T)
Store (IDU, SKU) securely

The beginning stage of the advised system permits the
user's accurate registration to the system. The user composes a
registration message by concatenating their ID (IDU),
password (PWU), and nonce (N1), which provides freshness
and prevents replay attacks. The message is encrypted with a

known lightweight symmetric cipher key K and sent to the
GWN. When it receives the response, GWN decrypts the
message, retrieves the user data, checks it, and then generates a
Unique Shared Key (SKU) for the user with a cryptographic
hash function that combines the user's identity, nonce, and
timestamp. The shared key is then securely stored for future
authentication operations. This registration step securely hides
sensitive user credentials and creates a trusted base for further
communication.

B. Phase 2: Login and Authentication

This phase offers mutual authentication and protection
against replay attacks. The user starts authentication by sending
its ID and timestamp (T1), both encrypted with the shared key:
M2 = EncSKU(IDU||T1). Once decrypted and verified, the
GWN sends a reply message with a nonce (N2) for
authentication: M3 = EncSKU(AuthSuccess|[N2|[T1). This
facilitates and proves mutual trust, preventing impersonation or
reuse of old credentials. Algorithm 2 shows the Login and
Authentication phase.

Algorithm 2: Login and Authentication

Phase

Input: User ID (IDU),
Timestamp (T1)

Output: Mutual authentication between the
User and GWN

Steps:

M2+« (IDU// T1)

C2<EncSKU (M2)

Send C2 to GWN

At GWN: Decrypt C2,

SKU, generate N2

M3« (AuthSuccess /N2 [/ T1)

C3<—EncSKU (M3)

Send C3 to User

At User: Decrypt C3, verify Tl and N2

Shared Key (SKU),

validate T1l, retrieve

This phase starts the authentication protocol in which a user
attempts to authenticate with the GWN. The user encrypts its
identifier and timestamp (T1) to ensure that the message is not
reused, using the previously shared key SKU. The request is
sent to the GWN in an encrypted state that decrypts the
message, ensures that the timestamp is valid, and validates the
user. The GWN subsequently constructs a unique nonce (N2),
which it returns to the user in a confirmation message, also
encrypted under the shared key. The user decrypts the response
and verifies the data. This streaming challenge-response
mechanism achieves mutual authentication for both the client
and the server, authenticates the session, and provides liveness
guarantees.

C. Phase 3: Session Key Generation

This phase aims to create a short-term session key for
encrypted data exchange. The user generates a random
Ksession and sends it to the GWN using the shared key: M4 =
EncSKU (Ksession|T2). Then, the GWN checks the freshness
and keeps the Ksession to encrypt communications in this
session. Algorithm 3 shows the Session Key Generation phase.
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Algorithm 3: Session Key Generation Phase
Input: Shared Key (SKU), Timestamp (T2),
Random Session Key (Ksession)
Session key (Ksession) securely
exchanged with GWN

Output:

Steps:

Generate Ksession and T2

M4+« (Ksession// T2)

C4<—EncSKU (M4)

Send C4 to GWN

At GWN: Decrypt C4,
Ksession

validate T2, store

Once authenticated successfully, the session key generation
phase is triggered to build up a temporary symmetric key used
to secure more data exchanges. To ensure freshness, the user
creates a temporary session key (Ksession) and also includes a
timestamp (T2). The GWN receives a ciphertext of this
message encrypted with the previously agreed-upon SKU.
GWN will decrypt the message, validate the timestamp, and
store the session key in the current context. The proposed
dynamic key agreement provides confidentiality and integrity
for future data communications and allows the reuse of short-
lived keys, increasing energy efficiency.

D. Phase 4: Secure Data Transmission

This phase uses a lightweight session-based encryption
scheme to maintain the confidentiality and integrity of health
data. Physical health data (DataH) is encrypted with the
temporary session key and timestamp (T3): M5 =
EncKsession(DataH // T3). This aims to ensure data integrity
and freshness while keeping the overhead on the user device at
a minimum, as the GWN proceeds to decrypt and check the
validity of the message. Algorithm 4 shows the Secure Data
Transmission phase.

Algorithm 4: Secure Data Transmission
Phase
Input: Session Key (Ksession), Health Data

(DataH), Timestamp (T3)
Output: Encrypted health data

securely sent to GWN

(C5)

Steps:

M5« (DataH [/ T3)

C5«-EncKsession (M5)

Send C5 to GWN

At GWN: Decrypt C5, validate T3,
DataH to the processing unit

forward

The last phase employs the session key from the previous
step to ensure the secure transmission of sensitive medical
information. The user device uses Ksession to encrypt DataH
and a timestamp (T3). This encrypted message is forwarded to
the GWN, which decrypts it and validates the timestamp,
finally routing the health data to the corresponding medical
processing system. End-to-end confidentiality is ensured, and
data integrity is protected against eavesdropping or replay
attacks with a very low computational load to maintain the
sustainability of the device.

V. RESULTS AND DISCUSSION

The evaluation was performed using synthesized health
data packets typical of [oMT communications (e.g., heart rate,
temperature, and ECG) readings. These packets were encrypted
and sent through the proposed protocol stages. Data payloads
were shuffled with a mean value of 256 bytes, a size consistent
with common readings in wearable personal health monitors.
The experiments were deployed and evaluated on two widely
used edge computing platforms: ESP32  (Xtensa
microprocessor dual-core, 240 MHz, 520 KB SRAM), and
Raspberry Pi 4 (4 ARM Cortex-A72, 1.5 GHz cores, 2 GB
RAM, and single 1 Gb Ethernet). Measurements were obtained
in the laboratory under controlled conditions, with the help of a
power Meter (USB inline power monitor) for energy usage,
On-Chip Timers and Software Timers for execution time, and
ROM/RAM footprint was measured with compiler flags and
memory analysis. To ensure statistical reliability of the results,
50 testing iterations were executed for each of the three
cryptographic algorithms (TinyAES, SPECK, and PRESENT).
ECC-based results were reproduced using the ECC protocol
introduced in [56]. The aim was to find the best possible cipher
for resource-constrained medical devices, which minimizes
computational performance and power usage while ensuring an
acceptable level of cryptographic strength.

A. Evaluation Metrics

The following performance metrics were considered to
evaluate the performance of the proposed lightweight
authentication scheme for [oMT devices.

e Execution Time (ms): Sum of the encryption and
decryption operation times in the authentication stages. It
was based on onboard timing (both ESP32 and Raspberry
Pi systems). Faster execution leads to better system
response and reduced clinical response latency.

e Energy Consumption (E, mWh): The computation of E was
performed by measuring the average current consumption
of the cryptographic operations with a digital power
analyzer, multiplied by the time and voltage with which the
operations were conducted (E=VxIxt). This is an indication
of battery consumption, which is an important feature for
the wearable/implantable [oMT node.

e Memory Footprint (KB): Covers both static ROM
utilization (code size) and dynamic RAM use during
runtime, as measured with microcontroller debugging tools.
This is useful to decide which protocol fits a deployment on
tiny embedded devices.

These metrics are directly connected to the deployment
reality of IoMT environments, which should be energy-
sustainable while performing with minimal hardware
requirements.

B. Execution Time Analysis

Measurements were obtained for the entire authentication
process, which includes the encryption and decryption steps
involved with registration, login, and secure data sharing.
SPECK showed the fastest average running time of 2.8 ms,
followed by TinyAES (3.4 ms) and PRESENT (4.2 ms).
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SPECK's better performance shows the effect of high round
count and easy-to-operate algorithms on low-power processors.
In contrast, TinyAES can be more easily applied on external,
microcontroller (ESP32), and single-board (Raspberry Pi)
platforms, giving it better portability. PRESENT was still
within reasonable bounds for real-time [oMT applications,
although it had the longest measurement time.

Execution time was measured on both the ESP32 and
Raspberry Pi on the basis of 50 independent trials. The average
execution times for TinyAES and SPECK were 3.4 (¢ = 0.32)
and 2.8 ms (o = 0.25), respectively, whereas PRESENT had
4.2 ms (o = 0.31). These measurements were found in a 95%
CI of +0.09-0.12 ms, suggesting that there is little variance and
that the performance is consistent between trials.

8 7.80

3.40

This Work (TinyAES)

Fig. 2.

Byeon et al. 2025 (ECC-based)

Execution time comparison.

The execution time of the proposed TinyAES-based
lightweight authentication protocol was compared to the ECC-
based protocol proposed in [56]. Regarding time, Figure 2
shows a notable decrease in execution time, as TinyAES
completes the entire authentication cycle in roughly 3.4 ms
versus 7.8 ms for ECC. This overall performance gain of 56%
shows that lightweight block ciphers are suitable for real-time
applications. The low latency achieved by the proposed
framework is particularly advantageous in critical medical
applications, where timely decision-making depends on the
rapid authentication of wearable or implantable IoMT devices
for immediate diagnosis and intervention.

C. Energy Consumption

Energy usage per authentication session was calculated by
multiplying the power draw by the amount of time used for
cryptographic operations. SPECK was the most energy-
efficient cipher, requiring an average of 1.68 mWh per session,
closely followed by TinyAES at 1.94 mWh. Due to its long
execution time, the highest consumption was for PRESENT, at
2.37 mWh. These results indicate that both SPECK and
TinyAES are good candidates for energy-critical applications,
such as wearable biosensors and implantable monitors. These
lightweight algorithms reduce the energy overhead of
authentication, contributing to increased device uptime, fewer
maintenance cycles, and ultimately a sustainable digital health
infrastructure.

Although SPECK is marginally better in minimal energy
consumption than TinyAES, TinyAES has the best trade-off
between energy consumption and compatibility, as it does not
need any architecture-specific optimization, making it more
compatible for heterogeneous IoMT nodes. The achieved
energy savings of more than 58% concerning ECC-based
protocols demonstrate the effectiveness of symmetric key-
based schemes in wearable and energy-constrained devices.
The power was sampled through a digital analyzer. For
TinyAES, the average energy was 1.94 mWh (o = 0.15).
SPECK consumed 1.68 mWh (o = 0.12), whereas PRESENT
consumed 2.37 mWh (o =0.18). For the ECC-based
protocols, 4.6 mWh (o = 0.27) was obtained. All values were
within a 95% CI (£0.1-0.2 mWh) with evidence of continuity.

4.60

1.94

This Work (TinyAES) Byeon et al. 2025 (ECC-based)

Fig. 3. Energy consumption comparison.

Figure 3 shows that the energy consumption of the
proposed method is much lower than that of the ECC-based
protocol proposed in [56]. The TinyAES implementation
achieved an average of 1.94 mWh per authentication session,
while ECC yielded 4.6 mWh. This reduction of 58% can be
attributed to the lower computational complexity and execution
cycles of TinyAES. As a result, lower power consumption
yields longer battery lifetimes of energy-constrained IoMT
devices (e.g., wearable biosensors and mobile health
applications), which in turn improves system sustainability and
lowers periodic maintenance or recharge.

D. Memory Footprint

ROM and RAM usage were monitored during execution to
evaluate the feasibility of using lightweight cryptographic
algorithms on constrained hardware. SPECK had the lowest
memory footprint (6.1 KB ROM and 0.9 KB RAM). TinyAES
required a little more resources, with 7.8 KB ROM size and 1.2
KB RAM size, while PRESENT was the most demanding with
9.2 KB ROM size and 1.5 KB RAM size. The findings further
support the appropriateness of SPECK and TinyAES,
especially considering that ultra-compact IoMT devices
possess strictly limited memory. Although the memory
overhead of PRESENT is larger, it is still applicable to
machines with a moderate amount of hardware power. In
summary, lower aggregate memory usage results in faster load
times, fewer boot cycles, and enhanced responsiveness in time-
critical medical tasks.
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Although PRESENT's overhead in memory is higher than
that of SPECK and TinyAES, its cryptographic strength seems
to be significantly better, so it appears to be a solid contender
for low-frequency, high-security tasks (such as server-side
verification). TinyAES manages to hit a sweet spot, as it is
quite space-efficient (requires about 9 KB) and can be used on
devices with less than 32 KB of flash, such as devices with
Cortex MO/M3 devices. As memory was static, memory
utilization did not vary much, with ROM/RAM values differing
by <2% over runs. TinyAES had a consistent footprint of 9.0
KB, SPECK was 7.0 KB, and PRESENT at 10.7 KB.
Differences were insignificant and did not change functionality.

These factors emphasize the novelty of this framework,
both in terms of performance results and the practical
deployment and evaluation approach, specifically tailored to
the requirements of sustainable real-time healthcare systems.
These comparisons, across execution efficiency and also
energy and memory usage, serve to show that no algorithm is
globally optimal, although TinyAES provides the best feasible
trade-off for limited IToMT authentication. In contrast to most
previous works, this analysis is multidimensional and provides
hardware-derived results for popular platforms. The
multifaceted assessment of this framework further emphasizes
its novelty and applicability to real-life scenarios. Table III
shows a summary of the performance of TinyAES, SPECK,
PRESENT, and ECC.

16 15.50
14} TABLE III. PERFORMANCE COMPARISON SUMMARY
12t Execution Energy Memory
Algorithm time consumption| footprint Remarks
o 107 SEin (ms) (mWh) (KB)
=2 Balanced
= 8 TinyAES 34 1.94 9.0 performance across
all metrics
of Fastest and most
SPECK 2.8 1.68 7.0 C L
at energy-efficient
Highest security, but
2r PRESENT 4.2 2.37 10.7 slower and memory-
} ! intensive
¢ This Work (TinyAES) Byeon et al. 2025 (ECC-based) High security but
. . . ECC [56] 7.8 4.6 15.5 impractical for
Fig. 4. Memory footprint comparison constrained devices

Figure 4 shows a memory usage comparison, including
both ROM and RAM usage. The TinyAES-based solution took
up approximately 9.0 KB, while the ECC-based protocol [56]
required 15.5 KB, indicating a 42% reduction in memory
footprint. Memory efficiency becomes critical in most IoMT
environments, where devices operate under strict hardware
limitations. Better memory efficiency leads to faster processing
and less heat dissipation, supporting ultra-constrained
microcontrollers while also facilitating wider applicability and
integration into lightweight medical devices.

E. Comparative Analysis and Novelty

Table II shows the performance comparison of the
proposed framework with the ECC-based four-factor
authentication scheme in [56]. The proposed framework runs
more than 56% faster than the ECC model, saves 58% on
energy, and needs 42% less memory, which is important for
low-end IoMT nodes. In contrast to [56], this study used real
hardware platforms to evaluate the framework (ESP32 and
Raspberry Pi) and validate it in practice. Furthermore, the
proposed framework is modular with phase-level optimization,
employs lightweight symmetric cryptographic operations, and
is suitable for heterogeneous [oMT deployments.

TABLE II. PERFORMANCE COMPARISON WITH ECC-
BASED SCHEME [56]
Metric ECC [56] Proposed TinyAES Improvement
framework (%)
Execution time 7.8 ms 3.4 ms -56.4%
Energy consumption| 4.6 mWh 1.94 mWh -57.8%
Memory footprint 15.5 KB 9.0 KB -41.9%

VI. CONCLUSION

In response to a critical need, this study presented a
lightweight authentication framework for the IoMT,
considering the resource-constrained nature of the devices.
Thereafter, by recognizing the constraints of existing
cryptographic protocols on the grounds that many of them
depend on computationally heavy graph-based techniques such
as ECC, the proposed framework embedded symmetric
lightweight encryption algorithms, TinyAES, SPECK, and
PRESENT, into a modular four-phase authentication protocol.
This framework was implemented and tested on actual
hardware platforms, ESP32 and Raspberry Pi. The
experimental results confirmed that the proposed framework
could achieve noticeable improvements in execution time,
memory consumption, and energy consumption over traditional
ECC-based schemes. Among the algorithms tested, TinyAES
presented the best trade-offs between cryptographic strength
and system performance, therefore being an amenable solution
for real-time medical environments. SPECK was found to be
the most power-efficient, especially for ultra-low-power
applications, while PRESENT was cryptographically more
resilient but less resource-efficient. This study is part of a larger
initiative to build a sustainable, secure, and scalable digital
health infrastructure. This framework helps ensure reliable
healthcare delivery without sacrificing device longevity or user
experience by aligning the design of cryptographic protocols
within the constraints and operational demands of IoMT
systems.
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Integration of other sustainability components, such as
adaptive power management and context-based cryptographic
load balancing, will be future research directions. Some
additional extensions of the framework are the evaluation of
post-quantum  lightweight  cryptographic algorithms,
incorporation with decentralized identity systems (such as
blockchain-based logon [68]), real-life deployment and testing
in clinical settings or remote health monitoring systems,
automated tool verification, and threat modeling. Ongoing
efforts in this area will ensure that safe and sustainable [oMT
architectures can scale appropriately with expanding digital
health needs.

The proposed lightweight authentication framework is
directly applicable to practical MIoT applications. It is ultra-
low-power and modular, saving energy and providing secure
communications for wearable health monitors, implantable
biosensors, and home-based diagnostic equipment, where long
battery life and responsiveness are required. By achieving a
significant reduction in execution time and energy consumption
compared to an ECC-based counterpart system, this framework
extends device life and improves patient safety in remote or
rural healthcare settings with constrained infrastructure. Its
small memory footprint also means that it can run on ultra-low-
end devices, allowing scalable and low-cost integration into the
next generation of digital healthcare platforms.

This study clearly contributes to two of the Sustainable
Development Goals (SDGs) of the UN. First, it is consistent
with SDG 3 - Good Health and Well-being, as it allows secure
real-time monitoring and authentication of medical IoT
systems, thus enhancing accessibility, safety, and
trustworthiness in digital healthcare. Second, it contributes to
the achievement of SDG 9 - Industry, Innovation, and
Infrastructure, by designing scalable, energy-efficient
cryptographic solutions that are deployable on a global scale in
low-power healthcare settings. This work toward a sustainable
and inclusive healthcare infrastructure, focusing on the future
of smart health ecosystems, will be achieved by limiting energy
consumption, memory overhead, and system latency.
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